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It seems that either nTitles has either updated their protection or just I came 
across one that is a special version.  Knowing what we learned from the last 
tutorial, this one should seem very familiar.  There is only a few changes, but the 
protection basically remains the same. 

BEE Seeing YA. 

MDMA 
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Disclaimers 
 
All code included with this tutorial is free to use and modify; we only ask that you mention where you found it. This 
tutorial is also free to distribute in its current unaltered form, with all the included supplements. 
 
All the commercial programs used within this document have been used only for the purpose of demonstrating 
the theories and methods described. No distribution of patched applications has been done under any media or 
host. The applications used were most of the times already been patched, and cracked versions were available 
since a lot of time. ARTeam or the authors of the paper cannot be considered responsible damages the 
companies holding rights on those programs. The scope of this tutorial as well as any other ARTeam tutorial is of 
sharing knowledge and teaching how to patch applications, how to bypass protections and generally speaking 
how to improve the RCE art. We are not releasing any cracked application. 
 

Verification 
 
ARTeam.esfv can be opened in the ARTeamESFVChecker to verify all files have been released by ARTeam and 
are unaltered. The ARTeamESFVChecker can be obtained in the release section of the ARTeam site: 
http://releases.accessroot.com  
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1. .nTitles Protect REViSiTED 
 

1.1. Abstract 
 
After a full reading you should be able to unpack anything nTitles has to throw at you.  Assuming the protection 
did change, we will probably see a new variant floating around soon, following the release of this tutorial. 

1.2. Targets 
 
Applications are updated at a regular interval, given that, the target used in this tutorial will be available from the 
link provided. 
 
No Hassle File Transfer v1.0 
http://arteam.accessroot.com/tools/NHFT_Setup.zip
 

1.3. Removing the Protection 
1.3.1 Preparation 
 
You will need the following tools to proceed: 
1. OllyDBG
2. Lord-PE
 
 

1.3.2 Checking out the target 
Just when we thought this chapter was written, it seems nTitles has brought a new version or maybe even a 
version I have not seen before.  Like in the last tutorial we will assume that you will register for a trial 
registration key.  This way we can bypass the registration checks and go straight to unpacking.  Open up 
exe in Olly and you should see nTitles EP: 
 

 
Entrypoint. 

 
 

 Now we need to understand that my older method of the ImageLoad/ImageUnload still exists, but 
doesn’t actually help us too much.  The only thing it actually does is get us real close to where we want to be.  So 
hit ALT+N and then let’s look for our API’s. 

 
 

http://arteam.accessroot.com/tools/NHFT_Setup.zip
http://arteam.accessroot.com/tools/odbg110.zip
http://arteam.accessroot.com/tools/LPE-DLX.rar
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Our API. 

 
 

 
Follow in Disassembler. 

 
 

 
 

 
 
 

 
Same code from before. 

 
 So let’s set a BP after the JNZ, so our image is created, and we can see what it looks like.  So on line 
0x00419CA1 set a BP and run it (also bypass the “I wanna try it”) 
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Image 

 
 

 This really doesn’t help us aside from bringing us real close to where we need to be.  So hit CTRL+F9 and 
land on Return.  When you do land on Return you will notice the image is gone.  We don’t care.   Hit F8 and get 
out of this function, and trace till this: 
 

 
We see our New Image about to be created. 

 
 

 
Location 

 
Size 

 

 
Our new image! 
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Set the memory Breakpoint. 

 

 
We land here. 

 

 
Where we write. 

 
 

 So we see our image is written from [ESI[ to [EDI], which is very similar to my last tutorial with the exception 
that upon first load of image we can place breakpoints and trace it that way.  Here we must first let it load image 
then delete it, then remap it again and from then on we can trace it.  So let’s follow the image in dump and see 
it: 
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Our final image! 
 

 Theres our new image.  And this will complete our work.  You can go ahead now and dump the image 
with Lord-PE.  So set it like so: 
 

 
Using Lord-PE we select our main imaged executable, and then select to dump a partial memory space. 

 

 
Then dump it. 

 
Now let’s run the dumped file. 
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And the dump file runs! 
 

1.4. References 
 
“nTitles Protected Applications”,  MaDMAn_H3rCuL3s, http://tutorials.accessroot.com

1.5. Conclusions 
 
We finally reach the end.  By now you should have a pretty solid grasp on nTitles Protect.  Since there is no 
“Downloadable” protector, it is very hard to tell if this is a new version or just a different variant of same version.  
We have no idea if this protector has any options to add.  So I will assume this is just an update after they read the 
last tutorial.  

1.6. Greetings 
 
ARTeam, fly, shoooo, heXer, unpack.cn, PEdiy forum, SECTiON-8, Like maybe one or two 0day groups, Anyone 
who has done any sort of chemical brain enhancement ( ☺ ), Anyone who makes their own chemical brain 
enhancers, especially the old HiVE dwellers (you know who you are), and of course…. YOU! 
 

Document History 
 
� Version 1.0 first public release 
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BEE HAPPY! 
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