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Disclaimers

All code included with this tutorial is free to use and modify; we only ask that you mention where you found it. This
tutorial is also free to distribute in its current unaltered form, with all the included supplements.

All the commercial programs used within this document have been used only for the purpose of demonstrating
the theories and methods described. No distribution of patched applications has been done under any media or
host. The applications used were most of the times already been patched, and cracked versions were available
since a lot of time. ARTeam or the authors of the paper cannot be considered responsible damages the
companies holding rights on those programs. The scope of this tutorial as well as any other ARTeam tutorial is of
sharing knowledge and teaching how to patch applications, how to bypass protections and generally speaking
how to improve the RCE art. We are not releasing any cracked application.

Verification

ARTeam.esfv can be opened in the ARTeamESFVChecker to verify all files have been released by ARTeam and
are unaltered. The ARTeamESFVChecker can be obtained in the release section of the ARTeam site:
http://releases.accessroot.com
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1. .NET Reverse Engineering Tutorial Episode 1

1.1. Abstract

This target is protected by a license check. We are greeted at the beginning with a nag asking for the license
file. As a trial user you would get one. The scope of this tutorial isn’t to make the program act like a full version,
but rather patch around the nag at startup. So if the patch does indeed render it full, this is not my responsibility.
You are encouraged to delete this program from your hard drive upon full reversing.

1.2. Targets

To keep the tutorial on a current level, you can find the target at the following place. Since programs are usually
regularly updated this will keep this tutorial valid for some time to come.

- StreamPatrol v2.0
http://arteam.accessroot.com/tools/StreamPatrol-2.0.0.zip

1.3. How to reverse the application

1.3.1 Preparation

We need the following tools to help us along the way.
1. Reflector

2. IDA (Google it)

3. FlexHEX (Google it)

1.3.2 Disassembling the target

Today’s target will be StreamPatrol. The fix we will discuss is not 100 percent, which | will talk about later on. To
start we get the victim program from link we saw before. We will load up the victim into Reflector and look for
anything that might interest us.

¥ 'Lutz Roeder's .NET Reflector

File Wiew Tools Help

QO /2RAINKL QA 2
2 mscorlib

< System

« Systermn,Daka

< Syskermn,Drawing

< Systerm.Weh

< Systern.Windows, Farms

2 Syskern, ¥ml
StreamPatrol

EEEEHEEEB

We see the target is loaded up.


http://arteam.accessroot.com/tools/StreamPatrol-2.0.0.zip
http://www.aisto.com/roeder/dotnet/

NETF |

If we were to run the exe outside any kind of disasm or debug engine, we would be greeted by this:

C
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We then expand the target using the “+” sign.

= <3 StreamPatrol
i,
|1 Resources

SkreamPatrol.exe

And then we expand the “StreamPatrol.exe”

=« StreamPatral

StreamPatrol, exe

3] References

{}-

{} com.streampatrol Properties

{} streamGuardl

{} streamGuardl.conskants

{} streamGuardl.forms

{} streamGuardl.Forms. configuration
{} sStreamGuardi model

{} streamGuardl.model configuration
{} streamGuardl.model.network,

{} sStreamGuardl service

{} sStreamGuardl.service, util

1 Resources

i
BEEEEEEEEEB S

And we see what the exe has for us to view.

St ream Patrol ‘1

Thank vou for downloading StreamPatrol.

A walid licenze file [license.dat] cannot be found or iz

already expired, please get a free evaluation licensze
from e, StreamP atrol. com.

For support, pleaze email support{@streampatrol. com.
Thank, you,

StrearmPatrol.com
Frotecting vour Streaming Business!

Cloze

The author has led us right to the check. Look closely at the nag, its looking for “license.dat”.
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[= 23 StreamPatrol
= W% StreamPatrol.exe
3] References
{1 -
{} com.streampatral Properties
= {} StreamGuardl
= ﬁg Program
) Base Types
%y DecryptTextFromFiledString, Bvtel], Byte[]) : String
;’V Maint) : Yoid
{} StreamGuardl constants

= Y i ©

We see the Main() : Void

We then right click it then we will disassemble it.

= {} StreamGuardl
= ﬁg Prograni
&) Base Tvpes
2% DecryptTextFromFileString, Byte[], Byte[]) : String

Main() ; Yoid
{} streamGuardl.constz ) Back Alt+Left
{} StreamGuardl.Forms
{} sStreamGuardl.Forms,
{} streamGuardl.model & Toggie Bookmark  CrH
{} sStreamGuardl.model,
{} streamGuardl.model, =
{} StreamGuardl.servic

{} StreamGuardl.service e N e Fi
[ Resources ——

Copy Chel+C

3 = 3 e e e

aszembler

And then look to the right side to see our disasm.
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[5TaThread]
private static void Maini)

{

Application.Enablevisualstyles();

Application. SetCompatibleTextRenderingDef aulk(false);

‘ersion wersionl = Environment. Wersion;

LogService. laginfalstring. Concat(new abject[] { "Starting the application with .net Framewark version: ", wersion1.Major,
string bextl = "dQjiz+CFbuHEYD IHPYFSxDd+yevspaRic";

string bext2 = "SHZRLBEWWIw="]

TripleDES edesl = TripleDES, Created);

edesl . kKey = Convert, FromBasetaString(text1);

edesl.Iv = Convert.FromBaset43tring(text2);

string kextd ="

bool lagl = False;
License licensel = null;
try

Yy wersiond  Minor,

S, wersionl Rewision 1));

text3 = Program.DecryptTextFromFile"license.dat”, edesi kew, edes1.Iv);
licensel = new License(text3);
flagl = licensel isvalid();

catch (Exception)
flagl = False;

F

if (Flag1)

1

FormSummary summiary 1 = new FormSummary();
surmmary 1. 5kartPosition = Form3SkartPosition. CenterScreen;
surnmary1.License = licensel ;
Application.Fun{summary1);

t

else

{
FarmiloLicense license2 = new FormMoLicensa();
licensez, StartPosition = Form3tartPosition, CenterScreen;
Application.Runflicensez);

b
And a few things will pop out right away.
First off we will learn a bit about Reflector and what we should be doing here. If we look close we see
License Check
try
{
text3 = Program.DecryptTextFromFile(“license.dat”, edesl.Key, edesl.1V);
licensel = new License(text3);
flagl = licensel.isValid();
}

catch (Exception)

flagl = false;

So we see we get something set here, like “Flagl”. So we could easily set the flag, but more problems
could arise from this, as other members could use the same function. So let’s check to see if it does. If you go to
the “flagl = Licensel.isValid();” and the “isValid” should be underlined. If you click it you should get here:


http://www.aisto.com/roeder/dotnet/Default.aspx?Object=32
http://www.aisto.com/roeder/dotnet/Default.aspx?Object=33

Disassembler

public bool isvalid()
1
if {{this.starkTime < DakeTime, Mow) 8@ (DateTime Mow < this,expireTimea))
return true;

return False;

And we now conclude that the “isValid” flag is set true or false.

Now we will check to see what other functions might use this, if it turns out that others use it, this will
become a bad place to patch. So we look left and we appear to be in the function “isvValid”

= {} streamGuardl.model
“4 JobIkem
=] ‘%3 License
i) Base Types
[ Derived Types
‘g chorSEring)
¥ icvalidi) : Boalean
o Company ¢ String
5 Ernail ¢ String
[ ExpireTime : DateTime
o LicenseCount : Ink32
Then we right click this function and do like below:

Sy .chori SEring)

¥/ alid(") : Boolean
0 Company : String .@ Back le+Laft
5 Email : String
ﬁ ExpireTime ; Date

E = L Counk s Ir
& !cense ournt: 1 # Toggle Bookmark — Cel4-k
i LicenseType : Shr

U @ Copy Chrl+iC

&4 Forward Alt+Right

Valid (; [+? Documentation Fi

(5| Disassembler

ne:  StreamiGuardl,mods

SkreamPatral, Versic

analyzer Ckrl+R I

Then we right click it, but instead choose “Analyzer” and look right:



StreamGuardl . model, License,isvalid() : Boolean

Expand this:

StreamGuardl . model, License,iséalid() : Boolean
[ Depends On
[ Used By

Expand this:

= =& StreamGuardl.model License.isvalid() ; Boolean
™ Depends On
= ¥ Used By

Eﬁ StreamGuardl . Program.Maind) ; void

Expand this:

= =% StreamiGuardl.model License isWalid() : Boolean
[ Cepends On
= ¥ Used By
[= ;ﬁ Streamiuard] Program.Maind) : Yoid
[ Cepends On
[ Used By

Expand this:

[=] =& StreamGuardl.model License.isYalid() : Boolean
™ Depends On
= ¥ Used By
= ;9 SkrearGuardl.Pragram.Maind) @ Yaoid
™ Depends On

We see nothing but our main function uses it.

Now we can get into our patching. First we will analyze with IDA to get the exact opcode we are using.
So start up IDA and load up the exe into it.



“PUSH 0” in ASM. So we can conclude that
“false.isvValid”, if we PUSH 1, we get

.NET REVERSE ENGINEERING TUTORIAL EPISODE 1

- New disassembly database

| PDAz/Handkhelds/Phones || Consoles || E mbedded | W arious files |
| Windows | DOS | Unix | Mac | Java | MET | Yarious 05's |
iy
MET Dynamic
Library
l aF. I I Cancel

Just in case you others don’t know how to load up .net exe’s into IDA.

T T T AT T T T TP I T T T T

F get Contactlist

F :et_Contactlist

D Streamizuard]. Program
F tain

F DecptTestFromFile
D StreamGuardl. model confiquration. S treamS et...

TN T

000ac27a
000oc2a0

g g gy

0oa0Csg0 F
0000CEAD
000aCF a0

We double click the “StreamGuard1.Program” since we got this from Reflector.

We scroll down a bit until we find our place from before.

* ldloc.s 6
* stloc.s 5
* leave.s loc_CA56
b
catch [mscorlib]System.Exception {
: pop
* ldc.is.@
* stloc.s 5
* leave.s loc_ G656
¥

This is the exact place we want to patch.

If we refer to our Opcode manual,

we will see that the command “ldc.i4.0” =
since we are going to PUSH 0 for
true.isValid. So let’s refer to our opcode
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manual real fast to get the hex number associated with the command.

3.40 Idc.<type> — load numeric constant

Format Assembly Format | Description

20 <int32= Idc.i4 num Push num of type int 32 onto the stack as int32.
21 <int64= |dc.i8 num Push num of type int 64 onto the stack as int&4.
22 <float32= ldc.rd nem Push num of type £1o0at 32 onto the stack as F.
23 <float64- Idc.r8 num Push sum of type £102t 24 onto the stack as F.
16 Idc.i4.0 Push 0 onto the stack as int32.

17 Idc.i4.1 Push 1 onto the stack as int32.

18 Idc.i4.2 Push 2 onto the stack as int32.

19 Idc.i4.3 Push 3 onto the stack as int32.

1A Idc.i4.4 Fush 4 onto the stack as int32.

Our lovely opcode reference manual.

We have found our command in the manual, and see the Opcode for our command is 16. So let us
think for at least 5 minutes here. The command we are looking at is a PUSH 0 in ASM.

16

ldc.i4.0

Push 0 onto the stack as int32.

This will set our flag to false. If we were to somehow set the flag true, by say “PUSH 1” then that would be cool.
Let us refer to our manual for the command.

17

Idc.i4 .1

Push 1 onto the stack as int32.

The trick | use (which is what | was shown by my homie) If you highlight the .net command, then switch to
Hex view you can see the exact Hexadecimal number you need. So highlight the “Idc.i4.0” then switch to hex

view.

Our opcode is 16.

L

catch [mscorlib]Systen
pop

stloc.s &
leave.s loc_ CA56

Now we switch to hex view.

So now like the tutorials scope, we

60 88 86 13
26 [ 13 o5
87 11 87 17

will patch the executable instead of Disasm
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then Asm. But just to be safe, let’s do something to ensure we don’t mess up. In IDA, in the Hex View, where our
“16” is at, lets binary copy the whole line so when we search for it, we don’t mess it up.

6F 78 61 B0 BA 28 4F 61 60 06 13 04 11 B4 73 4E o0p,.(0,._li4/sN
60 60 86 13 06 11 06 6F X4F 60 00 06 13 65 DE 06 .._l-4o00.._1|!_
£ 111 al I
87 11 87 17 6F FE 88 88 ©A 11 87 11 06 6F 7D 01 [ Ctrl+Ins
80 86 11 67 28 71 61 80 OA 2A 73 F3 60 08 06 11  cyrchronzewith *
88 11 88 17 6F FE 68 88 BA 11 88 28 71 61 00 Bfr—pgegrojeegrape—

2R 7T 7T 7T TT TT TT TT 7T 7T 7T 7T 7T 7T 7T 7T .7UOTTYIIIYIYYYY

There. Now we have a bigger byte signature to find.

So, now to patch the executable, let’s fire up any hex editor. My hex editor of choice is FlexHEX. So | will
show pictures from that. Any hex editor will work (should?).

File Stream Edit Search Mavigate View Tools  Window Help

AR B Do BB X PSP MEMM <D

1Filel | B streamPatrol. exe [

A@0ABEE6 | 4D Sh 98 AA B3 G0 A0 A6 G4 G0 @0 A FF FF 68 88 | HZ iij i
G9080610 | B8 90 68 08 ©90 90 60 B0 40 90 B0 68 00 60 80 80 | E| i @
A0epA0A20 | A0 00 OO0 G0 00 0O 08 B0 00 08 90 68 00 00 A0 A9

f90866038 | 90 B0 00 09 OG0 90 00 00 A0 90 B0 68 8O 60 80 A0 |

A00Be640 | BE 1F BA BE 68 B4 89 CDP 21 B8 61 4C CD 21 54 68 o 7 fr LItTh | hp TN eft
A0B0AASE | 69 73 2878 72 6F 67 72 61 6D 28 63 61 6E 6E 6F | is program canno | Sist=sias
ApeeBae6e | 74 28 62 65 2072 75 6E 28 69 6E 28 44 4F 53 28 | t be run in DOS  EuiEEE

gepeeeye | 6D 6F 64 65 2E 8D 8D BA 24 90 00 68 060 60 90 80 | mode. $ Bl $
f00OB0B8A | SO 45 00 68 4C 01 63 88 5D 4O 97 44 AO BB 0B A8 | PE L JERD 1 000
f9086090 | B0 B0 60 69 EO 90 BE 61 OB 91 08 68 60 DO 81 A9 a b ain n
A0eBA0BAA | A0 30 00 G0 00 0O 08 B0 BE EE 91 68 60 20 A0 A9 a i |
H90000B0 | 90 B0 62 09 O60 90 40 00 A0 20 00 68 060 10 80 A0 E] e [

I love this hex editor ©.

Now we wiill do a binary search for our opcodes.

dit | Search  Mawigate \Wiew To

Eind... Ckrl+F

Replace... Zkrl+H

Scan for Strings. ..

Scan For GUIDs

And then the next picture pops up.
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Find what: Hew Bytes [V]
26161306 DECOOT1 05 2C2073FEOOOO0DG 13 Find All
Dhirection: Dok [v]
We hit the “Find” button.
OAAACES?A | 61 68 BA B9 6F 70 81 80 OA 28 4F 81 00 66 13 64 op (0
AAABCEAA | 11 B4 73 4E 60 688 A6 13 66 11 A6 6F 4F B8 68 A6 sH ol
LSS YSTH S GE R L IS gl 26 16 13 85 DE 688 11 85 2C 28 73 FE b & b . 5
G80BCECH | ELNURLIREY 67 11 87 17 6F FE 68 a8 8a 11 87 11 op

This is the only instance we find. So yeah!

Let’s edit it, and make the 16 -> 17.

BBBBCEAA | 11 B4 73 4FE 00 80 86 13
HOOBCERS | 13 65 DE A6 26 17 13 85
HBBBCECA | 68 688 86 13 A&7 11 87 17

Now we save changes.

& FlexHEX - |StreamPatrol.exe

File Skream  Edit Search  MNavigate  Wiew

W b B
— Qpen kF
= Close
83 71
= Save Ct+S | g 6
7B 7i
86 B

Then save to whatever.

Let’s run the new patched executable...




'StreamPatrol

File  Tests Help

b Start Tests *@ Sound OFff ‘ Streams Summan

Channel Mame Server IR

And the bitch runs!!!!

Now the note about the program. If you were to click the “about” button, we would crash. This
happens because the “license.dat” file is not even real. We make the program think it found it, but when you
check “about” it actually reads from it. So, consider this a reversing tutorial. Atleast we had fun learning.

1.4. References

“Primer on Reversing .NET Appplications”, Shub-Niggurath, Googleplex, zyzygy, http://tutorials.accessroot.com

1.5. Conclusions

We have reached the end, and my hope is that you, the reader, learned a new technique. Instead of the old,
Disassemble, re-assemble technique, we simply patched the target and saved ourselves more headaches. This
technique will only work on “non-obfuscated” executables. If this program was obfuscated, then the simple
patching would not be possible. We would have to rely on the decrypt, disassemble, patch, and re-assemble
method.

1.6. Greetings


http://tutorials.accessroot.com/
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ARTeam, fly, shoooo, heXer, unpack.cn, PEdiy forum, SECTION-8, Like maybe one or two Oday groups, Anyone
who has done any sort of chemical brain enhancement ( © ), Anyone who makes their own chemical brain
enhancers, especially the old HIVE dwellers (you know who you are), and of course.... YOU!

Document History

=  Version 1.0 first public release

BEE HAPPY!
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