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Disclaimers

All code included with this tutorial is free to use and modify; we only ask that you mention where you found it. This
tutorial is also free to distribute in its current unaltered form, with all the included supplements.

All the commercial programs used within this document have been used only for the purpose of demonstrating
the theories and methods described. No distribution of patched applications has been done under any media or
host. The applications used were most of the times already been patched, and cracked versions were available
since a lot of time. ARTeam or the authors of the paper cannot be considered responsible damages the
companies holding rights on those programs. The scope of this tutorial as well as any other ARTeam tutorial is of
sharing knowledge and teaching how to patch applications, how to bypass protections and generally speaking
how to improve the RCE art. We are not releasing any cracked application.

Verification

ARTeam.esfv can be opened in the ARTeamESFVChecker to verify all files have been released by ARTeam and
are unaltered. The ARTeamESFVChecker can be obtained in the release section of the ARTeam site:
http://releases.accessroot.com
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1. .NET Reverse Engineering Tutorial Episode 2

1.1. Abstract

This tutorial is for informational purposes only. Once you complete the tutorial you are required to delete the
application from your hard drive or other type of media. By reading on you consent to the requirements and the
author is in no way responsible for your actions.

1.2. Targets

As software is constantly updated, you can find the exact version used in this tutorial at the flowing link:

WinXP Manager v4.98.4
http://arteam.accessroot.com/tools/xpmanager.exe

1.3. Reversing the Application

1.3.1 Preparation

Obtain the following tools:

1. Reflector : Freeware

2. IDA : CommercialWare (google this)
3. FlexHEX : ShareWare (google this)

1.3.2 Checking out the target

Today'’s target will be WinXP Manager. To start we get the victim program from link you are given earlier in this
paper. We will load up the victim into Reflector and look for anything that might interest us. The good thing
about .NET assemblies is that what you see is the source for the actual program. Like in C++ you have {if,else}
statements, for loops, the same goes for .NET. If you closely inspect the code in Reflector we see this occur.
Anyways, let us proceed with the paper on .NET assembly.

Upon first load in Reflector:

< mscorlib

« System

« System,.Data

« System, Drawing

2 Tystem, Weh

3 Gystem, Windows, Farms
2 Tystem, Xml

‘lanager

-

We see the Victim Executable.


http://arteam.accessroot.com/tools/xpmanager.exe
http://www.aisto.com/roeder/dotnet/

.NET REVERSE ENGIN I
=

PAGE 4

= « 3 WinxP Manager
= W% WinkP Manager.exe
«J] References

® oY -

wWinzP Manager
|1 Resources

We expand the “+” signs

i
et

= WinxP_Manager

&% ConkexkMenu

“I% Frrmabout

“I% frmBackupData

“I% FrrmContextMenu

“I% frmFileFolderSec

“I% FrrmLogonTime

“I% FrrMain

“I% FrmMoveSysFolderConfirm

“I% FrMulkirmedia

“I% Frrfet

“I% frmCE

“I% FrmCwverdue

“I% FrmProductkey

“I% FrmRegisker

“I% frmSecDrvFile

“I% FrmSoftwareSet

“I% FrmSplash

“I% Frm3ysPerSet

“I% FrmIysReduce

“I% FrmSysRepair

“I% FrmSysSecurity

“I% frmSysSpeed

“I% FriWelcome

&% GetProductkey

e Load

&) Base Tvpes
#% Main) : Yoid

N O e e e e e

We expand it to see a possible method of attack.
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45 frmSysSpeed L9 pocumentation
“E Frmiielcome

&4 GetProductkey
jg Load Analyzer Chrl+R
¥} Base Types

=]

Then we hit it with the disasm engine to see what it holds.

Assembly File"Seleciorn

The Following assembly name can not be resolved automatically:

Microsoft.¥isualBasic, ¥ersion=7.0.5000.0, Culture =neutral,
PublickeyToken=b03f5f7f11d50a3a

Please select the assembly file manually:
% SyskemP ook %\ Microsaft, neti Frameworkivl, 1432 2\ Microsoft, Yisuz E]

L oo || sk |

You should get this error, (and another one) just hit “Skip”.



[5TAThread]

public skatic vwoid Main )

1
string[] textArrayl = Environment, GetCommandLlinesrgs];
foreach (skring bextl in bextArrayl)

if (SkringType, SkrCmpitesxtl, splicfnew char[] § '=" ¥[0]. ToLower(), "fu", false) == 0)
1

skring bext2 = textl, Splitdnew char[] 4 '="}[1];
string kext3 = Environment, GetFolderPathiEnvironment, SpecialFolder, System);
ProcessstartInfo infol = new ProcessStartInfoitexts + @"imsiexec, exeg", " " + textz);
Process, Stark(infoll;
Application, Exik);
ProjectData.Endapp();

'

T

Startup. StartupConditiond);

publicvarFun, OF = publicyarFun, GetImage"OPENFOLD, ICO");

publictarFun, MyxP = publiciarFun, GetImage My TradelogolENG), png"y;

publicvarFun, Ling = publictarFun, GetImaged"Line. png");

publicvarFun, MySideBarColor = SkringType, FromObjeck{(MyClsOther, My ClsRegConfig, ReadregConfigl"ColorSchemes"));
if {StringTwpe. Str”mp{publictarFun . MySideBar”olor, ™, False) == 0)

publicarFun, MySideBarColar = "SystemColors";

publicvarFun, RemainDays = MyiZlsDetermineRegister, DetermineRegisterad(;
if {StringTwpe, Str”mpipublicarFun, RemainDays, "Registered”, False) == 0)
i

publicarFun, IsRegistered = krue;
new FrinSplashiy, Show);

else

1

new Frromerduel), Show);

h
Application, Rundy;

And our layout is this.

We look real hard at the disassembly to see what it tells us. At first glance we plainly see what we want
to. A certain variable named “IsRegistered”. Now | might not be the Albert Einstein of the reversing community,
but even | know that this looks promising. So to disassemble it more:

Is.Registered

publicVarFun.RemainDays = MyClsDetermineRegister.DetermineRegistered();
if (StringType.StrCmp(publicVarFun.RemainDays, "Registered", false) == 0)

publicVarFun.IsRegistered = true;
new frmSplash().Show();
}

else

new frmOverdue().Show();

}

So we are getting the infamous “are we registered” check, then you can see it
calls “Application.Run()”. So now lets go to our favorite disassembler and see what we
got from it. Open up IDA and load up the app.


http://www.aisto.com/roeder/dotnet/Default.aspx?Object=56
http://www.aisto.com/roeder/dotnet/Default.aspx?Object=57
http://www.aisto.com/roeder/dotnet/Default.aspx?Object=58
http://www.aisto.com/roeder/dotnet/Default.aspx?Object=59
http://www.aisto.com/roeder/dotnet/Default.aspx?Object=60
http://www.aisto.com/roeder/dotnet/Default.aspx?Object=61
http://www.aisto.com/roeder/dotnet/Default.aspx?Object=62
http://www.aisto.com/roeder/dotnet/Default.aspx?Object=63
http://www.aisto.com/roeder/dotnet/Default.aspx?Object=64
http://www.aisto.com/roeder/dotnet/Default.aspx?Object=65
http://www.aisto.com/roeder/dotnet/Default.aspx?Object=66
http://www.aisto.com/roeder/dotnet/Default.aspx?Object=68
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00043CED

irP_Manager. Load

F Main 00045000
D ‘wir=P_Manager MyClz 00049E 30
DOD4SE 40

This is our Member name we found from Reflector.

We double click the line “WinXP_Manager.Load”

loc_49DDC: /7 CODE XREF: HMain+100Tj

nop

call class System.String [PCL]PCL.HMyClsDetermineRegister::DetermineRegistered()
stsfld class System.String WinXP_Manager .publicVarFun::RemainDays

1dsfld class System.String WinXP_Manager .publicVarFun::RemainDays

ldstr

ldc.is.@

call int32? [Microsoft.UisualBasic]Microsoft.UisuwalBasic.CompilerServices.StringT
ldc.i%.@

bne.un.s loc 49E11

ldc.i%.1

stsfld bool WinXP_HManager .publicUarFun::IsRegistered

newobj void WinXP_HManager .frmSplash:z:.ctor()

stloc.s &

ldloc.s 5

callvirt void [System.Windows.Forms]System.Windows . Forms.Control: :Show()

And we scroll down to our code area we found from reflector.

ldc.is.A
stsfld bool Wind¥lec H9E11: // CODE XREF: HMain+1281j
newobj woid Wind nop

stloc.s 5 newobj void WinXP_Manager .frmOverdue::.ctor{)
ldloc.s 5 stloc.s 6
callvirt void [5 1dloc.s &

nop

CF4C

3.14

callvirt void [System.Windows.Forms]System.Windows.Forms.Control: :Show()
nop

00049DFS: Main+

a3 new segment (000
please wajt...o

loc_ 4W9EZ21: // CODE XREF: Main+13FTj
nop

The reason | have this certain area highlighted, with text bubble is found below.

In ASM we had JE, JNE. In .NET we have something similar to it called:

bne.un<length> — branch on not equal or unordered

Format Assembly Format | Description

40 <ini3l= bne.un target Branch to targer if unequal or vnordered.

33 <int&= bne.un.s target Branch to rarger if unequal or vnordered, short form.

So we have a JNZ here, or JNZ Short.



The opposite of INZ(INE) is JE. So let’s refer again to our master manual for some document information
on the opcode.

3.5 beqg.<length> — branch on equal

Format Assembly Format | Description

IB <int32- beq targer Branch to target if equal.

7E <ints= beq.s target Branch to target if equal, shott form.

So now we have the opcode for JE.

So in beginner terms, we are making a simple JNZ -> JE. By switching the (bne.un.s, or INZ Short), to
(beq.s, or JE Short). So we are attacking this application in the simplest of terms, by doing the ever famous Jump
switch. In ASM | would not be caught dead doing this, but in .NET anything goes.

So if we refer back to IDA, we can grab our Binary code to do the “search” for the Hexadecimal
characters in the executable. Now, assuming you have read my first tutorial on .NET, | will assume you already are
aware of the members. We cannot just patch anywhere we like. Sometimes our changes will affect the program
in other places. Lets analyze the function “IsRegistered”. To do this lets get back to the place we started from in
Reflector, then click on the “IsRegistered” member name.

publicvarFun, IsRegiskered = krue;
new Frmsplashil, Show);

b

else

1

|I:u:u:u| WinsP_Manager. publicyarFun, IsRegiskered; L

new Frmrverdusl), Show);

Click the “IsRegistered” member name.

% DefaultColorScheme : String
" =Reqistered @ Boolean

% Line : Eitrnap

a@

# [ySideBarColor : String

We see the member name.
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DefaultCalorScherme : Skring

IsReqistered @ Boolean

Line ¢ Bitrap ) Back SlE4Lefr
MySideBarCalar ¢ Skring
MwiP 1 Bitmap -
Mook ¢ Bitrmap

OF @ Bikrnap

Ok : Bikrnap

Fefl + Assembly

req : Bitrap
RemainDays @ Skring

¥

"‘1“ Toagle Bookmark,  Chrl+k
L|:] Copy Chrl+iC

h? Documentation F1

Disassembler

v
v
v
v
v
v
v
v
¥
v
v

Then we right click the name, and analyze.

Analyzer

= % Win:P_Manager.publictarFun.IsRegistered ; Boolean

SRl Ised By

2% WinxP_Manager. frmabout. Frmabout_Load{Object, EventArgs) : Yoid
2% WinxP_Manager . frmFileFolderSec, bnFileSecurity _Click{Cbject, Eventfrgs) @ Void
2% WinxP_Manager. FrrMain. init Tithe) : Yoid
2% WinxP_Manager. frmMain, SideBar 1_IkemClickiTbject, Eventargs) : void
S WinxP_Manager. frmProductkey FriProductkey_LoadiObject, Eventargs) : void
2% WinxP_Manager, frmSecDrvFile btndpply_Click{Object, EventArgs) @ Yoid
2% WinxP_Manager. frm'Weloome, Frmiteloome_Load{Cbject, Eventirgsy ; Void

9% Win¥F_Manager.Load.Mainiy : Yoid

Now we see what other functions use the same member name.

So we can conclude that the “IsRegistered” name is used more often than once. Since our original
place we discussed before will set the flag for “IsRegistered” we are good here. So what we must do is go to
each function and see what they tell us.
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= % 'WinxP_Manager.public¥arFun. Ishegisterad : Boolean
= ¥ Used By

Ead inP_Manager. frmabout. Frmdbout_LoadiObject, EventArgs) : Yoid

% WinxP_Manager.frmFileFolderSec, binFileSecurity _Click{Object, Event L|:] Copry
" WinxP_Manager.FrrMain.init Tithe) : Yoid

% WinxP_Manager.frmMain, SideBar 1 _ItemClick{Cbject, Eventirgs) @ Vo

g WinxP_Manager.FrmProductKey FrmProductkey_Load{Cbject, Eventd

';;Iv Frrnabouk_Le

We click the first member name, and then we go to the member like in the picture.

B g%
[

@ InitializeComponent]) : Yoid 7 Alk+Left
@ IHttp_LinkClicked{Object, LinkLabellinkCli _
@ InkSuggestion_LinkClicked{Object, LinkLak -

@ InkSupport_LinkClicked{Object, LinkLabell
@ Timerl_TickiObject, Eventargs) @ Yoid

)
-
-
-
-

"ﬂ“ Toggle Bookmark,  Chrl+He

bk Butkon
Label? : Label
IblCompaney : Label
IblCopyright : Label
IblCescription : Label

L|:] Copy Chrl+C

Fb? Documentation F1

We will follow the “About_Load” into disassembly.

Assembly File"Selector

The Following assembly name can not be resolved aukomatically:
PCL, ¥ersion=1.0.0.0, Culture =neutral, PublickeyToken=null

Please select the assembly file manually:
_:1Program FilestyamicsofkiwingP ManageriPCL.dl [:]

I

Again skip the error warnings.

Chrl4-C
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Disassembler

private void frmAbout_Load(object sender, Eventfrgs g)

1

this, Timer 1.Enabled = krue;

this, Dpacity = 0;

khis. |blYer sion, Text = string.Farmak{"Yersion: {0+, publicarFun, ainfo.ersian);
thiz. lblCopyright, Text = publicyarFun, ainfo, Copyright;

this. |blDescription. Text = "Description: " + publicvarFun, ainfo, Description;

this. lblCampaney, Text = "Producer: * + publicarFun, ainfo. Comparny

if (publicarFun, IsRegiskered)

this. lblR.egister, Texk = "This copy of WinxP Manager is licensed to " + My ClsDetermineRegisker, GetReghlamel);
h

else

this. lblRegister, Text = "Mot Feqgistered!";
this. lblR.egister, ForeCaolar = Color, Red;
t

We see the “registered” and “not registered” dialogs.

Let’s switch to IDA view again and see what we got as far as code for this function.

chkwinlogonLegalMotice_CheckedChanged 00042640
delk.ey Q000000
drawHDFieChart 000510FD
frésbout_Clazing nono2c1a

frmdbout_Load
frmContexttenu_Load 0000&s1C0
frmbd ain_Closed Qoo FED
fronbd ain_F esize 00013230

Here is the function name, double click and see the code for it.



1dsfld bool WinXP_Manager .publicVarFun::IsRegistered

brfalse.s loc_2ACS8

ldarg.8

callvirt class [System.Windows.Forms]System.Windows.Forms.Label WinXP_Manager.frmAbout::get_1bl
ldstr

call class System.String [PCL]PCL.HyClsDetermineRegister::GetRegMame()

call class System.String [mscorlib]System.String::Concat{class System.String, class System.Stri
callvirt void [System.Windows.Forms]System.Windows .Forms.Control::set Text{class System.String)
nop

br.s loc_ZAEB

loc_2ACB: /7 CODE XREF: frmAbout_Load+99Tj
nop
ldarg.8
callvirt class [System.Windows.Forms]System.Windows.Forms.Label WinXP_Manager.frmAbout::get_1bl
ldstr
callvirt void [System.Windows._Forms]System_Windows.Forms._Control::set_Text{class System.String)

NOW WE LIKE WE DID BEFORE.

3.17 brfalse.<length> — branch on false, null, or zero

Format Assembly Format Description

30 <jnfIl= brfalse targer Branch to target if value is zero (falze).

1 <int8= brfalse.s farger Branch to target if value is zero (false), short form.

30 <jnril= broull farget Branch to target if value is null (alias for brialse).

1 <int8= brnull s target Branch to target if value is null (alias for brialse.s), shott form.

30 <intil= brzero rarget Branch to target if value is zero (alias for brfalse).

2C <intS= brzero.s target Branch to target if value is zero (alias for brfalse.s), short form.

So “brfalse.s” is Branch to target if zero (short)

3.18 brtrue.<length> — branch on non-false or non-null

Format Assembly Format Description

34 <inid 2 brirue targer Branch to fargef if value 13 non-zero (true).

D <ints- brirue.s farger Branch to farger if value 15 non-zero (true), short form.

3A <l - brinst farget Branch to farget if valus 13 a non-null object reference (alias for
brtrue).

D <int8= brinst.s farger Branch to fargef if value 13 a non-null object reference, shott form
{alias for brirue s).

So the opposite is “brtrue.s”

If we were to click on the other member names, we will see the same idea as before. A “true/false”
switch. So we had eight other member names popup in our member search. If we
look closely at the initial disassembly, we see that we do not need to reverse this. The
“IsRegistered” flag is set for us in the beginning when we load.
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publict arFun. RemainDays = MyZlsDetermineFRegister . DetermineRegistered();
if (StringType, SteCmp(publicyarFun, RemainDays, "Registered”, false) == 0}

publicvarFun.IsRegistered = true;
new FrmaSplashl), show);

else
new FrinCverdue), Show);

¥
Application, Rund);

See we set “IsRegistered” to True.

method private instance void bEnFileSecurity_Clickiobject sender, [mscorlib]aystem,Eventargs &) cil managed

1

maxstack ¢

L_oaoa;
L_oooi:
L_oo0&:
L_oaos:
L_oo0d:
L_ooiz:
L_ooi3:
L_oo1s:
L_001a:
L_001b:
L_naic:
L_oo1d:
L_oozz:
L_o0z7:
L_oozs:
L_00za:

L_002f;

L_0030:
L_0035:
L_0037:
L_0038:
L_0039;

nop
|d=fld bioal WinkP_Manager, publicharFun:  IsRegistered

brirue,s L_001b

|dstr "This software has not been reqgistered, please decrypt the Files before the trial expires!"

[dstr "arning"

[dc.i4.0

[dc.i4.s 48

call [Syskem. Windows,Farms]3ystem, Windows, Forms, DialogResult [3yskem, indows, Forms J3wstem. b
pop

nop

nop

|dstr "FileSecuriby . exe"

call [Syskem]aystem. Diagnostics, Process [Systemn]3wstem, Diagnostics, Process: 1 Skark{skring)

pop

leave.s L_0037

call woid [Microsaft, MisualBasic JMicrosaft, VisualBasic, Compiler Services, ProjectData: SetProjectError{[msd
rnop

call woid [Microsaft, VisualBasic Micrasaft, VisualBasic, CormpilerServices, ProjeckDaka:  ClearProjeckErrar()
leave,s L_0037

nop

nop

rek

ey L_001d ko L_D02a catch [mscorlib]Swstem. Exception handler L_002a to L_0037

b

We see the same switch. (which is set true from earlier)

Now lets concentrate on making our name appear in the about box. So we go to the “frm.about.load”
member, and disassemble it to see.

L] = LILIE=d W AL HELEALN i

= 5 ; ;
& frmabout_Closing{Cbject, CancelEventArgs) : void

g rAbout_Load{Object, EventArgs) : Yoid
% FromChildHandle(InkPer) ¢ Contral § System,Windows, Forms

Then disasm it to see.
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private void frmAbout_Load(object sender, Eventfrgs g)

1

this, Timer 1.Enabled = krue;

this, Dpacity = 0;

khis. |blYer sion, Text = string.Farmak{"Yersion: {0+, publicarFun, ainfo.ersian);
thiz. lblCopyright, Text = publicyarFun, ainfo, Copyright;

this. |blDescription. Text = "Description: " + publicvarFun, ainfo, Description;

this. lblCampaney, Text = "Producer: * + publicarFun, ainfo. Comparny

if (publicarFun, IsRegiskered)

this. lblR.egister, Texk = "This copy of WinxP Manager is licensed to " + My ClsDetermineRegisker, GetReghlamel);
h

else

this. lblRegister, Text = "Mot Feqgistered!";
this. lblR.egister, ForeCaolar = Color, Red;
t

And we see if it says registered to: then tries to read a different member.

The member it tries to read from is in the “PCL.dII” file. So let’s click the “MyClsDetermineRegister” place.

InstanceRunning
Modulel

My lsfocessINI

My ClsDetermineReqisker
MyClsIcan
PragressDialog
SHELLEXECUTEIMFO

Then expand it.

public class MyClsDetermineRegister
i
public MyClsDetermineRegister();
private static void DeleteExpriel);
public static skring DetermineRegistered();
private static skring GetCompanyMName!);

privake skatic skring GetProducktMame!);

private skatic string GetProductYersion();

private static skring GetRegCode¥Yalue();

privake skatic skring GetRegisterCodestring skrCodeWord, string skrvalue);
public skatic string GetRegMane!);

private static bool Registered();

public static bool WriteRegisterCode(string Code'alue, string UserMame);

We see the “GetRegName()”
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&

= vfg My lsDetermineR egister
) Base Types
™ Derived Tyvpes
&% MyClsDetermineExpired
&% MyClsEncrypt
g char)
‘g char) § System, Object
;\' DeleteExpried) @ Woid
% DetermineReqgistered() 1 String
& Equals{Obiject) : Boolean { Swstem, Object +
% Equals{Cbiject, Object) : Boolean { System.Object ©
3% FastGetExistingTypel) : Tvpe { System, Object }
3 Fieldzetter(String, String, Objecta:) : Yaid { Svstem, Of
3 FieldSetter(String, String, Cbject) : Yoid { System, Obj
% Finalize() : woid { System, Object -
¥ GetCompanyMamel) 1 String
3 GetFieldInfo(String, String) @ FieldInfo { System. Objec
& GetHashCodel) | Ink32 { Syskem, Object +
f"'l' GetProductiMame) 1 Skring
;;V GetProductyersion) 1 Skring
=% GetReqCodevalued) @ Skring
=% GetRedgister CodelSkring, Skring) @ Skring
"l iGetReghlamel) ¢ Skring
g GetTypel) @ Type { System, Object +

Expand the function and see the member name.

Disassembler

public skatic string GetRegMame)

1
skring bexkl;

Cry

kextl = SkringType. FromObjeck{MyClsDeterminer egister, ObjRE GetYalue Licence User™;

catch (Exception exceptionl)

ProjectData. SetProjectError{exceptionl );
ProjectDiata, ClearProjectError];

return bexkl;

And we see the Value it tried to read from. “Licence User” (yes its spelled wrong)
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|strin|;| PCL. MyClsDetermineR egister, GetReghlamed);

So let’s look in the registry and see what we got.

=L ‘amicsoft

insP Manager

My Compukeri\HKEY _CIURRENT _USER\Saftware!yamicsaft wWinkP Manager

MName

(ab](Default)
CreateSR

Bl Licence User

We look under the following directory.

Now run the app...

[Data
fvalue not sek)
True

ARTeam
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Version: Y4,98,4

Description: This software is used to optimize and bweak Windows XP.

Copyright 2003-2006. This software is protected by law,

Producer: Yamicsoft

Home Page:  hkkpe sy, vamiicsoft, com

Email: winsuppork@yamicsoft, com

wnsggeskion@yamicsoft, com

This copy af WinxP Manager is icensed bo AR Team

Wasn't that bad, was it? @

1.4. References

“Primer on .NET”, Shub-Niggurath, Googleplex, zyzygy, http://tutorials.accessroot.com
“.NET Reverse Engineering Tutorial Episode 1” MaDMAnN_H3rCul3s, http://tutorials.accessroot.com

1.5. Conclusions

We have reached the end, and my hope is that you, the reader, learned a new technique. Instead of the old,
Disassemble, re-assemble technique, we simply patched the target and saved ourselves more headaches. This
technique will only work on “non-obfuscated” executables. |If this program was obfuscated, then the simple
patching would not be possible. We would have to rely on the decrypt, disassemble, patch, and re-assemble
method.

1.6. Greetings

ARTeam, fly, shoooo, heXer, unpack.cn, PEdiy forum, SECTION-8, Like maybe one or two Oday groups, Anyone
who has done any sort of chemical brain enhancement ( © ), Anyone who makes their own chemical brain
enhancers, especially the old HIVE dwellers (you know who you are), and of course.... YOU!
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