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Unpacking nTitles Verify protected programs

1. Abstract

Before we begin there’s a few things I must clear up. This tutorial will go over the more advanced
method of unpacking nTitles Verify. In other cases it is much easier, an example is DJ JAVA
Decompiler. With particular application all you need to do is dump the dat file and rename it.
While this proves a very weak protection on nTitles part, in this tutorial you will see sometimes it
can get more advanced. So now, let us proceed with the learning experience.

The techniques described here are general and not specific to any commercial applications. The
whole document must be intended as a document on programming advanced techniques, how
you will use these information will be totally up to your responsibility.
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2. EP, getting to our mapped executable, and dumping.

Don’t know if you even heard of this before, this is a newer software protection, it uses online
activation. So the best way to actually get to where I am in the tutorial is to activate it for trial
use. Its free, and easy. Once you have done that you can continue on tutorial.

Address |Hed dump Dizassembly Comrent

$ EH EB8 FUSH &8
HE4EFE4A| . 68 ABF2EEBHR | PUSH Crupter.HBSEF2AA
EE4EFE4E| . ES EBE468006 | CALL Crypter.d84F4AAE
EE4EFEEE] . BF 24@80@00 MOV EDI, 94
AE4EFEES| . B8BCF HMoL ERE, EDI ntdll.7C918738
HE4EFEEY! o  ES B4FEFFFF | CALL Crypter.HE4EF4BA
EER4EFEEC] . 8965 EB MOl OWORD PTR SS:[EEP-121,ESP
BE4EFEEF| . SBF4 Mol ESI,ESP
EE4EFEE1| . B93E MOy OWORD PTR DS: CESII,EDI ntdll.7FC218vrag
BE4EFEES| . E& PUSH ESI plersionInformation = FFFFFFFF
EE4EFEE4| . FF1S 848357Ey CALL DWORD PTR DS: [{&KERMEL3Z.GetUersiofkGetlersionExA
EE4EFEEA] . SB4E 1@ Mol ECH,OWORD PTR DS5:LCESI+1@]
EE4EFEE0] . 8980 EC9165EN MO DWORD PTR DS: [ES91ECI.ECH

At EP.

Yes we all know this looks like a normal program, trust me it is not normal. If you
remember my Exeshield tutorial, how we had a sort of loader for the actual program, well same
basic principle here. Except .. yes it does create a executable on disk, called (appname.dat), but
I wasn’t able to get it running from this. SO I chose another way, dump it from memory. So we
go into the MoleBox tutorial on this one, using the same principles there and now use them for
this. First thing we want to accomplish is exactly when does it call the real program? We can
just use a simple string search and find anything useful. But instead lets run it.
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Bildzoft Crypter 2006 Trial =
-

Thank you far trving Bildzoft Crepter 2006, There are 5 days remaining in the trial..
Pleaze zelect one af the following ophions.

(o | want to by Bildzoft Crepter 2006

{7 | want to purchase Bildzoft Crypter 2008

| have already purchazed Bildzoft Crypter 2008 and want to
activate it o

| I ek | Cancel

We get this nasty nag. So click the “next” button and the program runs.

Well my next solution was to maybe see what API’s we got. I discovered a very interesting
one here:

AESFEa4E| . rdata | Import | KERMELZZ. letrlenA

BAEVEEIC| . rdata Import trazeh lp. MapAndLoad

B8572444| .rdata | Import  [USERSZ.MapDialogRect
MapAndLoad

So it maps the image of the executable, and loads it. I then searched for any reference to it.
Only one appears.

L3 References i

Address |Disassembly Comment

HE419E3F | CALL DWORD PTR DS:[<%imagehlp.MapAndLoad?] | imageh lp. MapAndLoad
Cool. Double click the line.

HAg 199ZE ] -~ EB W2 JME SHUR D Lrypter. Mdg194ES

Eadicazall » S041 a4 LEA ERAX,DWORD PTR DS: [ECH+4]

aa412a33)| > &R 81 FUSH 1

aad4isEzs5)l . &R BA FUSH &

Ea4129az7(| »  S04C24 @2 LEA ECH,OWORD FPTR S5: [ESP+21]

aa419E3e(] . 51 FUSH ECH

AE41983C() . &R B8 FUSH &

BE419E3E(] . S FUSH ERH :

AEd19E3F() . FF1S 3CEBE5YEN CALL DWORD FPTR DOS:[<&imageh lp.MapRAndLoads]

EEd419E45() . B5CE TEST ERX,ER=A

A4 196847 .~ 75 B2 JHE SHORT Crupter.88419651

Eag419a49(] . 32C8 ®OR AL, AL

RARA1ORAD [=l=lpl B=]r] nnmn Cco 2R

So it gets loaded up here.
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The next idea I had came easily. If you scroll below this you see the following:

Hmmm. So Iseta BP on

EAd 1 9E3C

BE4 138 3F
BE413845

L2 Lod Loy W o]

AG4 1 3682F

BEd 129847
AR 1 2R49

We enter the Call and exit it, we see that EAX = 1, meaning it mapped the image just fine, so
we JMP.

EE L FEHZ?
BE41368RE
BE4198AC
BE4138A0
BE419681
8e4128E2
884 136E2
Ba4128E2
B84 128EE
B84 1238EC

AnA1 QRoc

EE P LE
[S[SCNEISH S

B4 19623
BE419626
B84 19623
B4 12628
BE4 1 9EZE
AR 196828
HE41 9622
B4 19635
804198237
BB 196838
B4 1 9E2C
BB 1 9E2E
BE412683F

A AT

. EBA 88

SECE

pmld) LA EHA
FFE1S 23C2eE7E) CALL DWORD FTR DS:[4<%imagcsh lp. MapAndload:]
2ECAE TEST A

i TE @S
4 arrA

e omow

So above this it maps the image, then it unloads it.

M5

LR

5a
FF15 2C2eEvo

R = Y ]

=]
EE
SD4424 B2

=]
FF1% 4828570
SF

E@ &1
SE
33C4 38

™2 @ArAra

LL
CC

SE41 12
22EC 28
22F2 18

S04C24 8s
51
&H B&

1|
FF15 2C2EEFA

I lmalr]

FUSH &

Fl

D DU UYL LT KIS L R D

OF EEP

FOF EE®

L
=
C

ER ERX, DWORD PTR S5: [ESF+2]
USH ER

00 ESF, 38
ar

H
LE T

Now we trace a bit...

FUSH ERA
CALL OWoOrRD PTR DS:L<%imageh lp.MapAndLoad>]
TEST ER=X

-ERX
In EAX we see the FileName.

EAx B133F0&C ASCII "Crupter.dat™
ECx B133FCARA
EDx B8123FCeq

So we know the name (replace the .dat with .exe, but not really here, just for reference)

JHE SHO
HOR Al .

B
Er Crypter. 8419651

Ll o R L= [

@64 13655
aa4138s3] . 56
ae412a8sAll . 33F6

(AE | [l
¥ #EB4C24 AL MOL ECk, OWORD FTR SS5:[ESF+C]
. BFBYE1 14 MOUEX EDXE,WORD PTR DS:[CECH+14]

FUSH ESI
HOR ESI.ESI

We look closely at the pointer.

Stack 55:[A134FCEACI=E1356RASH, [ASCII "FE™)

EC<=B88E1

ozz

Jump from BE419047

o YUII’I!-... this is the mapped image.

Follow in DUMP

k3
ALL D?DRD PTR D5:[<%&imageh lp. UnMapAndLoad:]

the code below, restart it, then I broke at the place:
NG R E=1

IHTS

Mo ERX,OWORD PTR DS5:[LECA+121]
SUE ESP, 28

CHF ERX, 18

JE SHORT Crypter.@@417826
Maw ERX, OWORD PTR D5: CECH+41]
JHMF SHORT Crupter.@@8419633
LEA ERX,0OWORO PTR DS:LECH+41]
FUSH 1

FUSH &

LEA ECH,OWORD PTR S5: [CESP+2]
FUSH ECH

FUSH &

FUSH ERX

CALL DWORD PTR O5:[<%imageh lp.MapAndLoad>]

TEOT O o

FUSH HAME
imageh lp. MapAndLoad

rusn 1MHI I
imageh lp. MapAndLoad

Version 1.0
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Addres= |[Hex dump HASCII

Bl350EEE 40 50 90 BE| 63 00 B0 BE|( 04 B0 B8 BE|FF FF B8 BE(MIE .. .. .. ..
H1250E1E|BS OB B0 BA| 08 G0 B0 BE( 48 B0 B8 B8 06 B0 B8 BE(F....... BT s
A135AE2E]) B8 OB B0 BE| 08 G0 BE B8 08 A0 B8 B8 06 B0 B8 BE| ... ... .0 eae e
H125HEZE ]| B OE BE BE| 08 B0 B0 B8 08 BH B8 BE( 86 B0 B8 BE| ... .. ... =

AlsbEd4c( BE IF BA BE|BE B4 @9 CD| 21 B2 81 4C1C0 21 54 o3| A¥| A, =¥ AL=4TH
B12EAECR| &9 72 28 FA| 7R 6F &7 F2|61 &0 28 63|61 6E &6E &F| is program canno
B1ZEEBeE) 74 28 62 65|28 Y2 VS 6E| 28 &2 6E 28|44 4F 53 28|t be run in DOS
A1z58678| 60 6F &4 65| 2E B0 B0 BA| 24 88 B8 80| 68 88 88 B0 ModEs s s s fesannas
B1Z58850| 50 45 88 88| 4C 81 84 88|53 OC 64 44|00 88 88 60| PE. .LAe, Sedl. ...

B1ZEEE%H| B0 BB 88 AR ER 8@ BE B1)BE @1 82 80|60 C8 83 66| ....« 8200, . 1.
BIZEEERE | BE 968 A8 B8 B0 B8 B8 BE)FE D4 82 80|00 26 88 B0) . E...... LR - PR
B125EEEH| BE EG B2 BE| 00 B3 48 BE) 60 20 B8 B0) 00 168 88 60) .of... 8., ... k..
B12EAECH) B4 BB A8 BE| GG G B8 BE) 64 B0 B8 B0 00 B8 B8 B0 4. ...... R
B125AE00)| BA AE @3 BE| AR 160 B8 BE) 60 G0 B8 60|62 68 88 B4) 5. ..k...... O..%
B1ZEEGED | B0 08 18 88|00 18 B8 88) 00 G0 18 88|60 10 88 84 ..P..P....P..P..
A1Z506FE| BA B 88 B8 16 88 B8 BE) 60 83 B8 80|00 88 88 B0 s aPiasassnnaas
A1Z581868| A4 D4 @3 88|57 88 B8 86|66 88 89 86|55 60 88 68| A .M. ...... Mo a
BIZEA116| B0 B8 83 BE| 00 B8 B8 BE) 60 B8 B8 B0) 00 B8 B8 BE) ... eeeeeecnaaan
BI2EA120)BE 26 @3 AR AC 638 B8 BE) 00 EG B2 80) 1C 88 88 60| .C....... ...

BldEBlEB BE B8 A3 AR 0E B8 B8 BE| G0 20 B8 B0 B2 B8 B8 B ......0.0.. o -
B1ZEAlcH)| 00 BB 88 88|00 B3 B8 BE) 03 20 B8 80|43 88 88 80) ... .00l caHeus
AIZ5817E|BA B8 88 BE| A6 838 B8 BE) 2E 74 65 F5| 74 B8 B8 B sessnaaaaBERT 0
B1Z581560| B4 BS 83 88|08 28 88 80|66 C8 83 80|68 18 88 60| +0.. ... H3..F..
BIZEA196)| B0 BB B8 B8 B0 B8 B8 BE) 60 B8 B8 B0) 20 B8 B8 B8] .. ...0eea... S
BI2EAIAE| 2E V2 &4 61|74 &1 B8 BE) A0 B3 B8 B0) 00 E@ 82 60| .sdata..dé....of.
BI2EEIEE| BE 168 A8 BE| 66 DB B2 BE) 00 G0 B8 B0 00 68 88 66 .k, .40, 000
BI2EAICH| BR BB A3 BA| 46 6@ B8 CA)ZE 72 72 V2|62 68 88 BO) ... .08, . .rsrc. ..
B12EAI08) 52 &0 B8 BA| BB G B9 BE| 60 7O B8 80|00 E8 B2 B0 HM. ... .. [ -
G1ZEAIED| B0 0B 88 88|00 08 B8 B0) 00 G0 58 80|40 08 88 408) .. e eene B E
A1Z581FE| 2E Y2 65 GC|6F &3 B8 BE)GC 83 B8 80|68 38 82 B0 .reloci e sesFos
B1Z5E2660| BR 18 88 B8 AE S8 B2 60|60 88 88 80|00 88 88 88| k. . .F.. .. ...
BIZEEZ16| 60 B8 88 B840 68 88 42|00 88 B8 B0) 00 88 88 BE) ... .E. .B........
B12EE220) BE BE A8 EB BB BB BB EB EB [5]5] BB BB EB EB BB BB ................
B12EE220) BR B A8 A B B8 BA BE|GE B BE B ... ... e i

There s our EXE But not really @

The problem you will face is that the Import table is not complete here, nor is it for a bit
longer. The way I worked it is this, first we can hit CTRL+F9 and exit this function.

aEd198es] . SF FOF EDI

aE41268e311 . BA 81 Mow AL, 1

aE41368eR] . 5E POP ESI

G4 196BC)) . 2304 2@ A00 ESF, 28
- CE BCEG HETP AC

B8413802

o H1t F7 look below

Address |Hex dump ASCII
A135Ea88
A1358818
B135Eaza
H1358838
A135Ea48
H135E858
A135A8E8
A13EEE7E
H135E828
H135E6898
A13588R8
H13588E8
B1lasEaca
B135Ea08
A135E8ER
B135EEFa
A1358168
A135@118
H1358128
61358128
B1358148
B1358158
B1358168

A1358178
A1 2EGET 26

Our image is gone ®
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Our image is back, but a b1t offset from original mapping, please take note why. This seems to
me like automatic dumping protection, you would dump the image before, (NO IAT) this time
image is mapped a bit differently (by 20 bytes) SO what we do now is on the image header

Address

Hex dump

Dizassembly

S4Ca

GE4d04EZ] v 75 1E

Ba44A4E4 20EC24 223818

soddndce| 1 cesdzd Seatef N
HE44HECE| . C1E9 B2 SHR ECH, 2

« F3:R5 REF

BEddHECH( . SBCSE MOU ECK, EHx
BE44AECC( . 83E1 B3 AHD ECH, 2
ga44AeCE o F3:R4 REF
EEddpedl o S04C24 ZC LEH
ARdd0aNE recd?d4d CEAE A Mol

TEST AL,HL
JME SHORT Crupter. 88d44pSHz
LEA ECH,OWNORD PTR SS5:[ESP+122]
HDU BVTE FTR SS EESP+15@] 2

You should now f)e here

Scroll down a bit till you see this:

MOUS DWORD FTR ES:CEDIT,OWORD PTR DE:[ESI]

MOUS BYTE PTR ES: [EDI],BYTE PTR DS:L[ESI]

ECH,DWORD FTR S5: [ESP+ZC]
RUTE PTR 20 TECP+1CRT C

Here we are moving some data, line in MoleBox Pro tutorial.

Check whats being moved:

ECH=BEE22REA
D5:[ESII=[A12516828 1=C8EEDCEE
ES: [EDII=[OAY 1BE2E I=ARRRAEEE

[decimal

142266, ]

What the heck?

Address

Hex dump

ASCII

B125aE8:
glztaaia
A1358828
B1258826
B135884H
B12358E5R
B12EAE5A
glzEaasa
B1358838
1358836
B12588HA
B12586ER
B125aECH
81258604
81z588E8
B13588F8
B1z25818A
B13ca1il
B125612A
B125a13A
B1258144
B135815A
A1358164
B1zEa17A

B135a12A
f12CAE1aR

o S e

T . e s

MEE.W...%...
I}

S
A¥|| A4 .= 68L=*Th
is program canno
t be run in DOS

mode
PE LE# S-dD...

(offset 01350020) we set a bp Memory on access., then run it and see what happens.

[EITRTSTIEY

Breakpoint

Search For

b

Il 238 LESE TR CHA

ACCESS

Memory, on
Memory, on write

Version 1.0
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L1 Ly Ly gt ol g B - L= = ER o ) iy CUl LD r il 208 LCEDr T o g
pad4oF74| . SBCL MOY ERHyECH
BaddoFre| . ClES @z SHR ECH. 2

. FaAe REF MOUS OWORD FTR ES:CEDII, DWORD FTR DS:[ESI]
BoddcFcB| . SBCE MOU ECH, EQX
Gad4oF70| . 23EL @3 AHD ECH, 2
PA44oFza| . FarAd REP MOUS EYTE PTR ES:[EDII,BYTE PTR DS:[ESII
BRddoFEz| . 8B40 98 MOl ECH,DWORD FTR S5: [EBF-6&1
BAE44SFEE| . Bl FUSH ECH
HEd49F25] . FF15 CC28357E) CALL DWORD PTR DS: [<&0LEAUTZZ. #2494 -]

We break here.

Seeing whats being moved around:

ECE=BBRZE200 [decimal 15366,
05: [ESI1=[A1358828]1=AR3ESA40
EZ: [EDI1=[B3228842 100000888

Okay to let you know this is the last time this app is shuffled around.
Also note EAX value. This is the image size. So using lord PE lets dump it, at the offset
03890048, with size as 96000 (reason for the 03890048 is because our image is shifted again
slightly upon remapping it). Another note to make is that in order for you to have a full
image when you dump, you must execute to the PUSH ECX at offset 00449F85, the reason
is that the image is not properly created if you dump before this. So hit F7 one time on the first
REP command, and then continue hitting F8 until you land on the PUSH ECX instruction.
Now you may dump.

|EHX [S[ETET=TETET ]
ECx B8888a8E

EAX value.

Like this:

.Dump Parl:ia'l.]
Ciump Information

ok, |
Address: 03890048
Fancel
S 9000 | Cancsl |

Then we check the IAT

ImportTable ] -

Dl arme OriginalFirstThunk: | TimeDateStamp | ForwarderChain | Mame FirstT hurk
rgcoree.di 0oos04cC 0000000 Q000000 Qa0s04EE (0002000

ThunkRYa | ThunkOffset | ThunkMalue | Hink | Apibame
ooosoacc 0ooscacc 0oos04ED 0aoo _CorE xeMain

We see that this app is NET ©
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Iu.f Bildsoft Crypter

\\@ Create a new virtual disk :;‘J Request support @ About Crypher @ Bildsoft
My disks |I_nf|:|rmati|:|n about technolgies in Crepter | -

@ @ These are your virtual disks:
\j q.:g Open zelected dizk ‘ d‘-:i Cloze selected dizk ‘
Closed

And it RUNS!!!!

3. References

[1] “Unpacking MoleBox Pro v2.5”, MaDMAn H3rCuL3s, http://tutorials.accessroot.com
[2] "Unpacking Exeshield", MaDMAn H3rCul3s, http://tutorials.accessroot.com

4. Conclusions

You learned another thing. Place this inside your brain and marinate on it a bit. Read my next
tutorials, only from your Number 1 source of Reverse Engineering Tutorials, none other than
ARTeam.
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Don’t use these concepts for making illegal operation, all the info here reported are only
meant for studying and to help having a better knowledge of application code security
techniques.

5. History

= Version 1.0 — First public release!

6. Greetings

I wish to tank all the ARTeam members of course and who read the beta versions of this tutorial
and contributed,.. and of course you, who are still alive at the end of this quite long and complex
document! Much respect to all the unpack.cn forum members, and PEdiy members.

http://cracking.accessroot.com

E 11261
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