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��� $EVWUDFW
 Hi you all!!!. This is my first tutorial for a non spanish group. So forgive me if something’s a little
difficult to understand. Besides, this is my first tutorial for such an important and well known
cracking group as $57HDP.
Well, sorry but I haven’t introduced myself. My name’s �1&5�&5&��>5H9H5V(U@ and I’m a
member of CracksLatinoS! 2005. Many of you surely know that cracking list, by one of its
founders, the Master Ricardo Narvaja. He, besides CracksLatinoS, has also been a member of lists
like >D5&@, >59/&1@ and 3'$7RRO%R[+LVSDQR.

Well, I hope my nerves won’t let me down and that the work will be interesting enough for you.

In this tutorial we’ll do some unpacking using Tracers, a new technique developed by $NLU$ (a
friend of mine and author of tutorials about Xprotector and Themida, You surely know him ;) and
now implemented by yours truly.

It’ll be an easy unpacking, but what’s important are the tracers.

Before commmencing I warn you that my way of working will be the same as in CracksLatinoS.
The ones that already know me are surely used to it. And for the new ones, I hope you find it
interesting.

Now, to the tutorial...

As usual I will provide sample code with this tutorial, and non-commercial sample victims. All
the sources have been tested with Win2XP and Visual Studio 6.0 (Visual C++).
The techniques described here are general and not specific to any commercial applications. The
whole document must be intended as a document on programming advanced techniques, how
you will use these information will be totally up to your responsibility.
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��� :RUNLQJ�:LWK�7UDFHUV
As I said before, we’ re going to perform an easy unpacking of a packer that completely destroys the
IAT as well as the table of jumps. We’ ll automatize things very little ‘cause our objective is to show
the technique and besides, all these things are still in a testing phase since I asked NDRVB[OUR to
make some changes in the source programs. So it’ s still a long way to go ;)

This is my second tutorial on tracers, the first one was written for CracksLatinoS and if anyone
wants to download it, you can go to Ricardo Narvaja’ s FTP or just drop me a line.

Let’ s start by introducing the program, this is my Guinea pig:

)LJXUH���±�0\�JXLQHD�SLJ� ��

First of all, let’ s use the 5'*�3DFNHU�'HWHFWRU to identify the packer:

)LJXUH���±�+\LQJ¶V�3(�$UPRU�Y�����

It tells us that it’ s Hying’ s PE Armor v0.46. Now, let’ s try with PEiD to see if we can find the OEP:

)LJXUH���±�7KH�UHDO�2(3"�
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Well, it seems that this packed program’ s OEP is at 401000. Let’ s check it out with Olly.

I open my OllyDbg, with the patch for VProtector, Anti-CAPTION and CLASS WINDOW and the
HideDebugger plugin activated with all its options, and I load the program:

)LJXUH���±�(QWU\3RLQW�

There you can see the packer’ s EntryPoint (EP). Now, let’ s try to get to the OEP. But first, let’ s
configure Olly in the following way: We go to Options – Debugging Options – Exceptions and we
only check the ‘Ignore Memory Access Violations in KERNEL32.dll’  box:

)LJXUH���±�&RQILJXULQJ�2OO\'EJ�
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Then, I press F9 (Run) and an exception occurs:

)LJXUH���±�([FHSWLRQ�

)LJXUH���±�$Q�$FFHVV�9LRODWLRQ�

In order to pass the exception we only need to press <Shift+F7> and then F9 again. Another
exception occurs and I again pass it by pressing <Shift+F7> followed by F9. If we do this several
times, we can see that many more exceptions occur. So we repeat the above process until the
program is running (it hasn’ t any anti-debug tricks). In that very moment, I press the minus sign key
(‘—‘) to go back in Olly and I see what the last exception was (befote the program run) so that I can
write a script later on with OllyScript that will leave us in that last exception without working too
much:

start:
eob break
run

break:
cmp eip,581fe8
je final
esti
jmp start

final:
ret

So we run the script and the program stops just in that last exception:

)LJXUH���±�5XQQLQJ�D�VFULSW�
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)LJXUH���±�6HOHFWLQJ�WKH�VFULSW�

And soon after, we get the warning telling us that the script finished its work:

)LJXUH����±�6FULSW�ILQLVKHG�

And we are at the last exception, that in my case is:

)LJXUH����±�0\�ODVW�H[FHSWLRQ�

)LJXUH����±$Q�DFFHVV�YLRODWLRQ�

I pass this last exception with <Shift+F7> and then I go to the Memory Map by pressing <Alt+M>
in order to put a BPM on Access in the code section of the program, the one just below the PE-
HEADER:
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)LJXUH����±0HPRU\�0DS�

)LJXUH����±:H�VHW�D�%30�RQ�$FFHVV�

When I press F9 (Run) I see that the program stops here because of the BPM:

)LJXUH�����±�6WRS�EHFDXVH�RI�WKH�%30��

)LJXUH�����±�7KH�%30��

But here the packer is just about to begin to decrypt the code section, so it’ ll take us some time to
get to the OEP. So I open another OllyDbg, this time one patched to find OEPs (you can download
it from Ricardo Narvaja’ s FTP), which is nothing but an OllyDbg with to patched jumps so that it
only stops because of Memory Breakpoints, in particular we’ re interested in the Executing ones
because, as we know, the code section is executable and we can know the first instruction executed
and therefore we can know where the OEP is.

So I open my OEPs finder OllyDbg, load the program and put a BPM on Access in the code section
as we did before. In a few seconds I’ m at the first Breakpoint on execution:

)LJXUH�����±�7KH�ILUVW�%30�RQ�([HFXWLRQ�

)LJXUH�����±�7KH�ILUVW�%30�RQ�([HFXWLRQ�
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Well, this looks like an OEP and there’ s no Stolen Bytes or anything like that. It’ s the typical
MASM32 OEP.

An alternative technique to get to the OEP would’ ve been to put the BPM in the code section and to
save the TRACE of the program in a file. Then, once the program is running, we can look what the
first MemoryBreakpoint on execution was, and that’ d be our OEP.

Okay, now we search through the table of jumps of the IAT by looking at their OPCODES (in this
case they are JMPs, 0xFF25). And we see that all of them have been replaced by CALLs that point
to the same section of the packer in which, after a couple of operations with an auxiliar table, the
address of the function called is obtained.

In my case, I find the table of JMPs and changed them to CALLs by pressing <ENTER> over any
of the jumps that we can see below the OEP:

)LJXUH�����±�7KH�-03�WDEOH�ZDV�RYHUZULWH�

There we can see our table of jumps, all of them changed to direct CALLs to a section of the packer
responsible of the redirection of the table.
Repairing this redirection of code by means of a script or an injection of code can be very tedious,
although not impossible, and could take us too long. However, with the tracers, it’ ll take us seconds
to know which function corresponds to which CALL.

But you’ re probably wonder what tracers are, how can we use them and how do we write them.

Well, basically a tracer consists of two elements, an *.exe called injector.exe and a *.dll.

The injector.exe is the one who loads the program and injects in it the library (*.dll). Then, this
library intercepts data from our process, for example ntcalls, imported functions, Zw functions, it
can also dump sections, etc.,. We can do anything we wish with these tracers.
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In particular, this tracer called 4.c,  will intercept the library we specify, for instance user32.dll and
it’ ll take from it the export table and put it in the memory of our process with all its functions.
Besides, we’ ll have a log function that will log the address from where a function is called along
with the function itself. Putting the export table in our process means that when a function is called,
the call won’ t be to the original library but to our table that will have the following format:

PUSH ADDRESS_OF_THE_FUNCTION
CALL LOG_FUNCTION
RET

ADDRESS_OF_THE_FUNCTION: is the actual address of the function got from the export table
of each module that is loaded with the dll. In this case we’ ll find all the functions from the export
table of user32.dll. Then, when one of these functions is called from the program, it isn’ t called
directly to the module, but to our dll that will intercept the call and will log the point from which the
call was made as well as the function called.

Okay, in order to compile the *.dll and the injector.exe you must have Visual C++ 6.0.

�������������������������&2'(�2)�7+(�,1-(&725�����������������������������������
�LQFOXGH��VWGLR�K�
�LQFOXGH��ZLQGRZV�K!

LQW�PDLQ��
^
�����+$1'/(���������K0RGXOH�
�����FKDU����������
'//)LOH �LPSRUW�GOO��
�����FKDU����������
SDWK �&�??E��H[H��
�����67$5783,1)2����6,QIR�
�����352&(66B,1)250$7,21�3,QIR�
�����LQW�/HQ:ULWH�
�����FKDU�
�$OORF0HP�
�����+$1'/(�K7KUHDG�
�����':25'�5HVXOW�
�����37+5($'B67$57B5287,1(�,QMHFWRU�
�����)$5352&�S/RDG/LEUDU\ 18//�
�����/HQ:ULWH� �VWUOHQ�'//)LOH������
�����*HW6WDUWXS,QIR�	6,QIR��
�����&UHDWH3URFHVV�SDWK��18//��18//��18//��)$/6(��&5($7(B6863(1'('��18//�
18//������	6,QIR�	3,QIR��
�����+0RGXOH 3,QIR�K3URFHVV�
�����$OORF0HP� ��FKDU�
��9LUWXDO$OORF([�K0RGXOH�18//��/HQ:ULWH�
0(0B&200,7�3$*(B5($':5,7(��
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�����:ULWH3URFHVV0HPRU\�K0RGXOH��$OORF0HP���'//)LOH��/HQ:ULWH��18//��
�����S/RDG/LEUDU\� ��)$5352&��*HW3URF$GGUHVV�*HW0RGXOH+DQGOH��NHUQHO���GOO���
�/RDG/LEUDU\$���
�����,QMHFWRU� ��37+5($'B67$57B5287,1(��S/RDG/LEUDU\�
�����LI��,QMHFWRU�
�����^
���������SULQWI��&DQQRW�LQMHFW�7+5($'B67$57B5287,1(?Q���
���������UHWXUQ���
�����`
K7KUHDG� �&UHDWH5HPRWH7KUHDG�K0RGXOH��18//�����,QMHFWRU�
�YRLG�
��$OORF0HP�����18//��
�����LI��K7KUHDG�
�����^
��������SULQWI��&DQQRW�FUHDWH�7+5($'B67$57B5287,1(?Q���
��������UHWXUQ���
�����`
������5HVXOW� �:DLW)RU6LQJOH2EMHFW�K7KUHDG��,1),1,7(��
������LI�5HVXOW  :$,7B$%$1'21('�__�5HVXOW  :$,7B7,0(287�__
5HVXOW  :$,7B)$,/('�
������^
���������SULQWI��:DLW)RU6LQJOH2EMHFW�EDG�UHVXOW?Q���
���������UHWXUQ���
������`
���������9LUWXDO)UHH([�K0RGXOH���YRLG�
��$OORF0HP�����0(0B'(&200,7��
���������LI�K7KUHDG� 18//�
������������&ORVH+DQGOH�K7KUHDG��
���������5HVXPH7KUHDG�3,QIR�K7KUHDG��
����������([LW3URFHVV����
����������UHWXUQ���
`
���������������������������������������������������������������������������������
Once we’ ve compiled this source in Visual C++ 6.0, it’ s time to write the dll.

�����������������������������75$=$'25���&����������������������������������������
�LQFOXGH��ZLQGRZV�K!
�LQFOXGH��VWGLR�K!
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�LQFOXGH��VWGOLE�K!
�LQFOXGH��VWULQJ�K!
�GHILQH�VFDVW�VWDWLFBFDVW
�GHILQH�UFDVW�UHLQWHUSUHWBFDVW
ERRO�,QVWDODU���
ERRO�'HV,QVWDODU���
��ERRO�1WGOO$SL����(VWD�YDULDEOH�GHO�FRGLJR�HQ�DVP
+02'8/(�PRGXOH�
FRQVW�%<7(
�LPDJH%DVH�
FRQVW�,0$*(B'26B+($'(5
�GRV+HDGHU�
FRQVW�,0$*(B17B+($'(56
�ZLQ+HDGHU�
FRQVW�,0$*(B'$7$B',5(&725<
�H[SRUW'DWD'LU�
':25'�H[SRUW59$�
':25'�H[SRUW6L]H�
':25'�H[SRUW%HJLQ�
':25'�H[SRUW(QG�
FRQVW�,0$*(B(;3257B',5(&725<
�H[SRUW'LU�
':25'
�IXQF7DEOH�
FRQVW�':25'
�QDPH7DEOH�
FRQVW�:25'
�RUGLQDO7DEOH�
FRQVW�':25'
�QDPH7DEOH%HJLQ��
QDPH7DEOH(QG��
QDPH7DEOH,WHU�
FRQVW�:25'
�RUGLQDO7DEOH,WHU�
':25'�1XPHUR)XQFLRQHV ��
YRLG�
�3ULPHUD7DEOD�
':25'�
�3WU3ULPHUD7DEOD�
YRLG�
�6HJXQGD7DEOD�
FKDU�
�3WU6HJXQGD7DEOD�
':25'�$X[LOLDU� ��
':25'�GZ,G2OG�
+$1'/(�K3URF�
ERRO�IODJ IDOVH�
�GHILQH�0$;/2*6�����
':25'�FRQWDGRU ��
':25'�(O-03 ��
':25'�'LU9ROFDU,QIR�
�GHILQH�0$;$3,6�����
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':25'�$3,6>0$;$3,6@ ^�`�
':25'�&RQWDGRU$SLV ��
XQVLJQHG�LQW�L ��
':25'�&DOFXOD-03�':25'�0L)XQFLRQ��':25'�'LU$FWXDO�
^
':25'�MPSDGGU� �0L)XQFLRQ����':25'�'LU$FWXDO�����
UHWXUQ�MPSDGGU�
`
+$1'/(�K:ULWHU)LOH�
':25'�Y� ��
FKDU�EXIIHU>��@ ^�`�
':25'�'LU$SL ��
':25'�'LU5HWRUQR ��
':25'�7DPDQR ��
YRLG�9ROFDU,QIR��
^

BDVP
^
SXVKDG�
PRY�HD[�HVS�
DGG�HD[��[���
PRY�HD[�>HD[@�
PRY�'LU$SL�HD[�
PRY�HD[�HVS�
DGG�HD[��[���
PRY�HD[�>HD[@�
PRY�'LU5HWRUQR�HD[�
SRSDG�
`
IRU�L ��L�&RQWDGRU$SLV�L���
^

LI�$3,6>L@  'LU5HWRUQR�
UHWXUQ�

`
LI�&RQWDGRU$SLV  0$;$3,6�
UHWXUQ�
$3,6>&RQWDGRU$SLV@ 'LU5HWRUQR�
&RQWDGRU$SLV���
LI�FRQWDGRU�0$;/2*6�
^

ZVSULQWI�EXIIHU���[��'LU5HWRUQR��
7DPDQR OVWUOHQ�EXIIHU��
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:ULWH)LOH�K:ULWHU)LOH��EXIIHU�7DPDQR�	Y���18//��
:ULWH)LOH�K:ULWHU)LOH��������	Y���18//��
ZVSULQWI�EXIIHU���[��'LU$SL��
7DPDQR OVWUOHQ�EXIIHU��
:ULWH)LOH�K:ULWHU)LOH��EXIIHU�7DPDQR�	Y���18//��
:ULWH)LOH�K:ULWHU)LOH���?Q����	Y���18//��

`
`

%22/�$3,(175<�'OO0DLQ��+,167$1&(�K,QVWDQFH��':25'�XOBUHDVRQBIRUBFDOO��/392,'
OS5HVHUYHG�
^

LI�XOBUHDVRQBIRUBFDOO�  �'//B352&(66B$77$&+�
^

PRGXOH� �/RDG/LEUDU\���XVHU���GOO����
0HVVDJH%R[����,$7� 81,9(56$/� <� /2*���358(%$�

NHUQHO���GOO��0%B2.��
LI���PRGXOH�  �18//��

UHWXUQ���
���JHW�KHDGHUV
LPDJH%DVH� �UFDVW�FRQVW�%<7(
!��PRGXOH���
GRV+HDGHU� �UFDVW�FRQVW�,0$*(B'26B+($'(5
!��PRGXOH���
ZLQ+HDGHU� �UFDVW�FRQVW�,0$*(B17B+($'(56
!��LPDJH%DVH���GRV+HDGHU�

!HBOIDQHZ���
���ILQG�WKH�H[SRUW�GDWD�GLU
H[SRUW'DWD'LU�  � 	ZLQ+HDGHU�!2SWLRQDO+HDGHU�'DWD'LUHFWRU\>

,0$*(B',5(&725<B(175<B(;3257�@�
H[SRUW59$� �H[SRUW'DWD'LU�!9LUWXDO$GGUHVV�
H[SRUW6L]H� �H[SRUW'DWD'LU�!6L]H�
LI���H[SRUW59$�  ����

UHWXUQ���
���ILQG�WKH�H[SRUW�GLU
H[SRUW%HJLQ� �H[SRUW59$�
H[SRUW(QG� �H[SRUW%HJLQ���H[SRUW6L]H�
H[SRUW'LU�  � UFDVW�FRQVW� ,0$*(B(;3257B',5(&725<
!�� LPDJH%DVH� �

H[SRUW%HJLQ���
���JHW�WKH�H[SRUW�IXQFWLRQ�QDPH�RUGLQDO�WDEOHV
IXQF7DEOH� ��':25'
���LPDJH%DVH���H[SRUW'LU�!$GGUHVV2I)XQFWLRQV��
QDPH7DEOH� ��':25'
���LPDJH%DVH���H[SRUW'LU�!$GGUHVV2I1DPHV���
RUGLQDO7DEOH�  � UFDVW�FRQVW� :25'
!�� LPDJH%DVH� �� H[SRUW'LU�

!$GGUHVV2I1DPH2UGLQDOV���
1XPHUR)XQFLRQHV� �H[SRUW'LU�!1XPEHU2I1DPHV�
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1XPHUR)XQFLRQHV���
,QVWDODU���

`
LI�XOBUHDVRQBIRUBFDOO�  �'//B352&(66B'(7$&+�
^

'HV,QVWDODU���
`
UHWXUQ�758(�

`
ERRO�,QVWDODU��
^

�������������VHFRQG�SDVV�WR�EXLOG�WDEOH����������������������������
��,�VDYH�WKH�UHDO�DGGUHVVHV�WR�UHFRYHU�WKHP�ODWHU�RQ
K:ULWHU)LOH &UHDWH)LOH��ORJ�W[W��� *(1(5,&B:5,7(�

),/(B6+$5(B5($'���23(1B$/:$<6��),/(B$775,%87(B1250$/����
6HW(QG2I)LOH�K:ULWHU)LOH��
3ULPHUD7DEOD 
9LUWXDO$OORF�18//��1XPHUR)XQFLRQHV
���0(0B&200,7�3$*(B(;(&87(B5($

':5,7(��
3WU3ULPHUD7DEOD ��':25'�
��3ULPHUD7DEOD�
QDPH7DEOH%HJLQ� �QDPH7DEOH,WHU� �QDPH7DEOH�
QDPH7DEOH(QG� �QDPH7DEOH%HJLQ���H[SRUW'LU�!1XPEHU2I1DPHV�
RUGLQDO7DEOH,WHU� �RUGLQDO7DEOH�
IRU�����QDPH7DEOH,WHU�� �QDPH7DEOH(QG����QDPH7DEOH,WHU����RUGLQDO7DEOH,WHU��
^

FRQVW�FKDU
�IXQF1DPH� �UFDVW�FRQVW�FKDU
!���LPDJH%DVH���
QDPH7DEOH,WHU���
LI���VWUQFPS��IXQF1DPH���""B&#B�������  ����

FRQWLQXH�����MXVW�D�VWULQJ��VNLS
':25'�IXQF$GGUHVV� �IXQF7DEOH>�
RUGLQDO7DEOH,WHU�@�
IXQF$GGUHVV�� �UFDVW�':25'!��LPDJH%DVH���
FKDU�
�$OD)XQFLRQ �FKDU�
�IXQF$GGUHVV�
':25'�&$OD)XQFLRQ�
��7KLV�LV�WKH�QHZ�FRGH��+HUH�,�FRPSDUH�WKH�FRQWHQW�RI�WKH�$3,
��WKDW�,�UHDG�ZLWK�WKH�VWULQJ��1WGOO���LQ�UHDOLW\�RQO\�µ1WGO¶��EXW

���������������LQ�KH[D���[�&�����(
��7KH�VDPH�ZLWK�WKH�UHVW�RI�WKH�SDVVHV�WR�WKH�WDEOH�
��7KH�SUREOHP�ZDV�WKDW�,�ZDV�UHDGLQJ�IDOVH�$3,V�IURP�NHUQHO��
��,QVWHDG�RI�WR�DQ�$3,��WKH�WDEOH�ZDV�SRLQWLQJ�WR�D�VWULQJ
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���������������OLNH��1WGOO�5WO����

PHPFS\��	&$OD)XQFLRQ�$OD)XQFLRQ�����
LI���&$OD)XQFLRQ�  ��[�&�����(��

FRQWLQXH�
�
BDVP�^

SXVKDG�
PRY�HD[��$OD)XQFLRQ�
PRY�HD[��>HD[@�
FPS�HD[���[�&�����(�
PRY�1WGOO$SL����
MH�.���
SRSDG�

.���
MQH�.���
PRY�1WGOO$SL����
SRSDG�

.���
`
LI��1WGOO$SL�

FRQWLQXH�
�
IXQF$GGUHVV� �IXQF7DEOH>�
RUGLQDO7DEOH,WHU�@�
�
3WU3ULPHUD7DEOD� IXQF$GGUHVV�
3WU3ULPHUD7DEOD���

`
�������������(QG�RI�WKH�VHFRQG�SDVV������������������������������������
���������WKLUG�SDVV�WR�EXLOG�WKH�WDEOH�������������������������
��,�EXLOG�WDEOHV�ZLWK�RSFRGH��[����SXVK��DSL�DGGUHVV�DQG�RSFRGH��[F��UHWQ
��,�UHVHUYH�URRP�IRU�WKH�VHFRQG�WDEOH
6HJXQGD7DEOD 

9LUWXDO$OORF�18//��1XPHUR)XQFLRQHV
����0(0B&200,7�3$*(B(;(&87(B5($':5
,7(��

3WU6HJXQGD7DEOD ��FKDU�
��6HJXQGD7DEOD�
QDPH7DEOH%HJLQ� �QDPH7DEOH,WHU� �QDPH7DEOH�
QDPH7DEOH(QG� �QDPH7DEOH%HJLQ���H[SRUW'LU�!1XPEHU2I1DPHV�
RUGLQDO7DEOH,WHU� �RUGLQDO7DEOH�
IRU�����QDPH7DEOH,WHU�� �QDPH7DEOH(QG����QDPH7DEOH,WHU����RUGLQDO7DEOH,WHU��
^

FRQVW�FKDU
�IXQF1DPH� �UFDVW�FRQVW�FKDU
!���LPDJH%DVH���
QDPH7DEOH,WHU���
LI���VWUQFPS��IXQF1DPH���""B&#B�������  ����



Unpacking With Tracers I

Version 1.0 YW Page 16 of 25

FRQWLQXH�����MXVW�D�VWULQJ��VNLS
':25'�IXQF$GGUHVV� �IXQF7DEOH>�
RUGLQDO7DEOH,WHU�@�
IXQF$GGUHVV�� �UFDVW�':25'!��LPDJH%DVH���
FKDU�
�$OD)XQFLRQ �FKDU�
�IXQF$GGUHVV�
':25'�&$OD)XQFLRQ�
PHPFS\��	&$OD)XQFLRQ�$OD)XQFLRQ�����
LI���&$OD)XQFLRQ�  ��[�&�����(��

FRQWLQXH�
�
BDVP�^

SXVKDG�
PRY�HD[��$OD)XQFLRQ�
PRY�HD[��>HD[@�
FPS�HD[���[�&�����(�
PRY�1WGOO$SL����
MH�.���
SRSDG�

.���
MQH�.���
PRY�1WGOO$SL����
SRSDG�

.���
`
LI��1WGOO$SL�

FRQWLQXH�
�
�
3WU6HJXQGD7DEOD� �FKDU��[���
3WU6HJXQGD7DEOD���
PHPFS\��YRLG�
�3WU6HJXQGD7DEOD�	IXQF$GGUHVV����
3WU6HJXQGD7DEOD� ��
'LU9ROFDU,QIR �':25'�9ROFDU,QIR�
(O-03 &DOFXOD-03�'LU9ROFDU,QIR��':25'�3WU6HJXQGD7DEOD��
�
3WU6HJXQGD7DEOD� �FKDU��[(��
3WU6HJXQGD7DEOD���
PHPFS\��YRLG�
�3WU6HJXQGD7DEOD�	(O-03����
3WU6HJXQGD7DEOD� ��
�
3WU6HJXQGD7DEOD� �FKDU��[&��
3WU6HJXQGD7DEOD���

`
�������������(QG�RI�WKH�WKLUG�SDVV�������������������������������
�������������IRXUWK�SDVV�WR�FKDQJH�WKH�H[SRUW�WDEOH���������������
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3WU6HJXQGD7DEOD ��FKDU�
��6HJXQGD7DEOD�
$X[LOLDU� ��
GZ,G2OG �*HW&XUUHQW3URFHVV,G����
K3URF� �2SHQ3URFHVV�352&(66B$//B$&&(66�����GZ,G2OG��
QDPH7DEOH%HJLQ� �QDPH7DEOH,WHU� �QDPH7DEOH�
QDPH7DEOH(QG� �QDPH7DEOH%HJLQ���H[SRUW'LU�!1XPEHU2I1DPHV�
RUGLQDO7DEOH,WHU� �RUGLQDO7DEOH�
IRU�����QDPH7DEOH,WHU�� �QDPH7DEOH(QG����QDPH7DEOH,WHU����RUGLQDO7DEOH,WHU��
^

FRQVW�FKDU
�IXQF1DPH� �UFDVW�FRQVW�FKDU
!���LPDJH%DVH���
QDPH7DEOH,WHU���
LI���VWUQFPS��IXQF1DPH���""B&#B�������  ����

FRQWLQXH�����MXVW�D�VWULQJ��VNLS
':25'�IXQF$GGUHVV� �IXQF7DEOH>�
RUGLQDO7DEOH,WHU�@�
IXQF$GGUHVV�� �UFDVW�':25'!��LPDJH%DVH���
FKDU�
�$OD)XQFLRQ �FKDU�
�IXQF$GGUHVV�
':25'�&$OD)XQFLRQ�
PHPFS\��	&$OD)XQFLRQ�$OD)XQFLRQ�����
LI���&$OD)XQFLRQ�  ��[�&�����(��

FRQWLQXH�
�
BDVP�^

SXVKDG�
PRY�HD[��$OD)XQFLRQ�
PRY�HD[��>HD[@�
FPS�HD[���[�&�����(�
PRY�1WGOO$SL����
MH�.���
SRSDG�

.���
MQH�.���
PRY�1WGOO$SL����
SRSDG�

.���
`
LI��1WGOO$SL�

FRQWLQXH�
�
$X[LOLDU� �':25'�3WU6HJXQGD7DEOD�
$X[LOLDU� $X[LOLDU��UFDVW�':25'!��LPDJH%DVH������TXLWR�OD�LPDJHQ�EDVH
9LUWXDO3URWHFW([�K3URF��YRLG� 
�	IXQF7DEOH>� 
RUGLQDO7DEOH,WHU� @�� ��

3$*(B(;(&87(B5($':5,7(��	GZ,G2OG��
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IXQF7DEOH>�
RUGLQDO7DEOH,WHU�@ $X[LOLDU��
9LUWXDO3URWHFW([�K3URF�� �YRLG� 
�	IXQF7DEOH>� 
RUGLQDO7DEOH,WHU@�� ��� GZ,G2OG�

	GZ,G2OG��
3WU6HJXQGD7DEOD� ���

`
�������������(QG�RI�WKH�IRXUWK�SDVV������������������������������
IODJ WUXH�
UHWXUQ���

`
ERRO�'HV,QVWDODU��
^

LI�IODJ  IDOVH�
UHWXUQ���

�������������ILIWK�SDVV�WR�UHFRYHU�WKH�RULJLQDO�WDEOH������������������
3WU3ULPHUD7DEOD ��':25'�
��3ULPHUD7DEOD�
$X[LOLDU� ��
GZ,G2OG �*HW&XUUHQW3URFHVV,G����
K3URF� �2SHQ3URFHVV�352&(66B$//B$&&(66�����GZ,G2OG��
QDPH7DEOH%HJLQ� �QDPH7DEOH,WHU� �QDPH7DEOH�
QDPH7DEOH(QG� �QDPH7DEOH%HJLQ���H[SRUW'LU�!1XPEHU2I1DPHV�
RUGLQDO7DEOH,WHU� �RUGLQDO7DEOH�
IRU�����QDPH7DEOH,WHU�� �QDPH7DEOH(QG����QDPH7DEOH,WHU����RUGLQDO7DEOH,WHU��
^

FRQVW�FKDU
�IXQF1DPH� �UFDVW�FRQVW�FKDU
!���LPDJH%DVH���
QDPH7DEOH,WHU���
LI���VWUQFPS��IXQF1DPH���""B&#B�������  ����

FRQWLQXH�����MXVW�D�VWULQJ��VNLS
':25'�IXQF$GGUHVV� �IXQF7DEOH>�
RUGLQDO7DEOH,WHU�@�
IXQF$GGUHVV�� �UFDVW�':25'!��LPDJH%DVH���
FKDU�
�$OD)XQFLRQ �FKDU�
�IXQF$GGUHVV�
':25'�&$OD)XQFLRQ�
PHPFS\��	&$OD)XQFLRQ�$OD)XQFLRQ�����
LI���&$OD)XQFLRQ�  ��[�&�����(��

FRQWLQXH�
�
BDVP�^

SXVKDG�
PRY�HD[��$OD)XQFLRQ�
PRY�HD[��>HD[@�
FPS�HD[���[�&�����(�
PRY�1WGOO$SL����
MH�.���
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SRSDG�
.���

MQH�.���
PRY�1WGOO$SL����
SRSDG�

.���
`
LI��1WGOO$SL�

FRQWLQXH�
�
$X[LOLDU� �':25'��
3WU3ULPHUD7DEOD��
9LUWXDO3URWHFW([�K3URF��YRLG� 
�	IXQF7DEOH>� 
RUGLQDO7DEOH,WHU� @� ���

3$*(B(;(&87(B5($':5,7(��	GZ,G2OG��
IXQF7DEOH>�
RUGLQDO7DEOH,WHU�@ $X[LOLDU��
9LUWXDO3URWHFW([�K3URF�� �YRLG� 
�	IXQF7DEOH>� 
RUGLQDO7DEOH,WHU� @���� GZ,G2OG�

	GZ,G2OG��
3WU3ULPHUD7DEOD���

`
�������������(QG�RI�WKH�ILIWK�SDVV����������������������������
UHWXUQ���

`
��������������������������������(1'�2)�75$&(5���&������������������������������
Once we have both sources compiled, we proceed like this:

We rename our packed program to B8.exe (it must be called like this. If you want, you can modify
the source and choose another name for the executable). Then we save it in C:\\:

)LJXUH�����±�5HQDPH�WKH�SDFNHG�ILOH�

Now we place the injector.exe and the import.dll in the same folder.

In this case we’ re going to intercept functions from user32.dll; if we want to intercept functions
from another library, we just have to change the following line in the dll source code and write the
name of the new library:

PRGXOH� �/RDG/LEUDU\���XVHU���GOO����
Then you compile again and it’ s done. If you don’ t feel like compiling, you can change it with an
hex editor, or even with OllyDbg as I usually do;)
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Now, we only have to run the injector.exe and see the results:

)LJXUH�����±�$�OLWOH�0HVVDJH%R[$�

This messagebox pops up along with a DOS console and once we press <Aceptar> the program will
be loaded. You should notice that sometimes the compilers include functions that are never used, or
perhaps the program doesn’ t use all the functions when it’ s loaded, only the ones needed to be
loaded. This type of tracer intercepts the functions that are called when the program is loaded. For
the rest of them you must resort to the alternative method explained in the first tutorial and also
written by AkirA. That is, to play a little bit with the program before pressing <Aceptar> (pushing
buttons, opening menus, etc.,.) so that as many functions as possible are called. Easy, isn’ t it?

Then, we press <Aceptar> in the above messagebox, the program is loaded, and we can look into
the log.txt file that has been created. I open it with Notepad for instance or with any other text editor
like Dana in order to see the data in a more convenient way:

)LJXUH�����±�0\�/RJ�

These are the first functions that the dll intercepted, but we’ re not interested ‘cause they are
functions of the packer. The important ones are at the bottom of the file:

)LJXUH�����±�0\�/RJ��IXQFWLRQV�IURP�WKH�SDFNHG�ILOH�
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There we are, the calls to all the functions that the program imports from user32.dll. In order to
know to which one corresponds each of the addresses, we simply open another OllyDbg, load any
program and we assemble a JMP ADDRESS for each one and they’ ll show up like magic. These are
the ones I found:

)LJXUH�����±�-03V�WR�ORJ�IXQFWLRQV�

All of them. Some are duplicated but it doesn’ t matter. So we already know which are the functions
imported from user32.dll. We also now from what addresses they were called, so we can fix the
CALLs easily and substitute them for the corresponding JMPs.

With a program like KAM we can know what libraries does the program load and therefore, what
libraries we should intercept. In this example only user32.dll, kernel32.dll and comctl32.dll are
used.

Let’ s look now for the kernel32.dll ones. We change ‘user32.dll’  for ‘kernel32.dll’  in the line
mentioned above either with an hexadecimal editor or with OllyDbg. Then we run the injector.exe
again and after that, we take a look at the log.txt:

)LJXUH�����±�)XQFWLRQV�IURP�NHUQHO���GOO�

These are the three functions that are imported from kernel32.dll. So, to find out which functions
are, we open an OllyDbg and load any program in order to assemble the JMPs ADDRESS like we
did before:

)LJXUH�����±�-03¶V�WR�NHUQHO�IXQFWLRQV�

Only the functions from comctl32.dll are left.
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We do the same work and we get this:

)LJXUH�����±�0\�ORJ�RI�FRPFWO���GOO�

)LJXUH�����±�-03�WR�FRPFWO���IXQFWLRQ�

Well, we have all our imported functions, now all there’ s left to do is to fix the IAT the way you
like it best.

Since we haven’ t finished yet the piece of code to fix the table more elegantly, we’ ll do it in a
somewhat unorthodox manner. I’ m talking about the table of jumps ‘cause the IAT is alright since
this packer doesn’ t mess it up. Studying the routine that redirects the table a little bit, we found it
easily:

)LJXUH�����±�7KH�,PSRUW�$GGUHVV�7DEOH�

We can see that it begins at 402000 and it ends at 40203C, so the SIZE would be END –
BEGINNING = 40203C – 402000 = 3C. We already know what the OEP is, so all there’ s left is to
dump it, for example with OllyDump:

)LJXUH�����±�'XPSLQJ�ZLWK�2OO\'XPS�
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Then we open the IREC (Import REConstructor) in order to repair the table once and for all ;):

)LJXUH�����±�,$7�LQIR�

)LJXUH�����±�,PSRUW�IXQFWLRQV�

Then we press the button <Fix Dump>, select the default dumping method and bye-bye Hying’ s.

All there’ s left is to change every CALL of the messed-up table of jumps for his corresponding JMP
to the address in the IAT. Since we have the addresses of the functions, the IAT ready and the
addresses from which the functions are called, we take for instance the CALL to
DialogBoxParamA, we press <ENTER>, get to the CALL in the table of jumps, assemble a JMP
and the first one’ s fixed. Proceeding the same way with the rest of them, we’ ll have our table ready
soon:

)LJXUH�����±�7KH�-03�WDEOH�

We only have to save the changes and to run the program to see if after this mess the poor thing
works, he-he.

)LJXUH�����±�8QSDFNHG�SURJUDP�
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Yep, it Works. So, mission accomplished.

��� 5HIHUHQFHV
[1] “AkirATrazadores”, AkirA , http://www.iespana.es/OllyDbg
[2] "AkirAApiWrapper" , AkirA, http://www.iespana.es/OllyDbg
[3] “AkirAExecryptor”, AkirA, http://www.iespana.es/OllyDbg
[4] “AkirAObsidium”, AkirA, http://www.iespana.es/OllyDbg
[5] “Inyeccion corriendo e inyeccion por registro_kaos”, kaos_xlro, CracksLatinoS! List
[6] “Trazador 4c_kaos”, kaos_xlro, CracksLatinoS! List

��� &RQFOXVLRQV
Well, this was another example of the potencial of the tracers. In the CracksLatinoS list we keep
trying to find new uses and thinking how to improve them to make things easier. All I have to say is
that this last type of tracer isn’ t only useful for easy packers like this one, but also for Execryptor,
with which we’ ve had very good results, ASProtect, Obsidium, SoftWrap, PE-LOCK, tElock,
PESpin, etc.,. I still have to test them with some other packers but I’ m sure they’ ll work.

All in all, the thing’ s just born and we have to let it mature but it works fine as you’ ve just seen.

Well, I guess this is the end of the tutorial. I hope that you like it and that you let me write a second
one. I did my best to publish it in this terrific group of Crackers.

��� +LVWRU\
� Version 1.0 – First public release!

��� *UHHWLQJV
I can’ t go without thanking $NLU$��NDRVB[OUR��5LFDUGR�1DUYDMD and a special mention to
+RX'L1L that was the friend who translated this writing for me. Let’ s see if we can also translate
the first one to complete the job.

Thank you all, folks, thanks to the ARTeam.

See you next time.

�1&5�&5&��>5H9H5V(U@
Thursday, November 17th, 2005

$OO�WKH�FRGH�SURYLGHG�ZLWK�WKLV�WXWRULDO�LV�IUHH�IRU�SXEOLF�XVH��MXVW�PDNH�D�JUHHW]�WR�WKH
DXWKRUV�DQG�WKH�$57HDP�LI�\RX�ILQG�LW�XVHIXO�WR�XVH��'RQ¶W�XVH�WKHVH�FRQFHSWV�IRU�PDNLQJ
LOOHJDO�RSHUDWLRQ��DOO�WKH�LQIR�KHUH�UHSRUWHG�DUH�RQO\�PHDQW�IRU�VWXG\LQJ�DQG�WR�KHOS�KDYLQJ

D�EHWWHU�NQRZOHGJH�RI�DSSOLFDWLRQ�FRGH�VHFXULW\�WHFKQLTXHV�
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@: reversing_ar@yahoo.com.ar
MSN: nahuelriva@hotmail.com
WWW: http://ncr.iespana.es (will be available soon)

http://ncr.iespana.es


