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Unpacking With Tracers II

1. Abstract

Hi folks!! How are you doing?. I’'m back again writing a tutorial but this time with a goal that I
hope to be able to achieve sometime in the near future. I pretend to follow (if he allows me to do so)
the steps of the Master AkirA. This guy, a good friend of mine, cracker, programmer and researcher
has opened to us a wide range of possibilities we must take advantage of. Everybody in
CracksLatinoS! 2005 know who I am talking about, but some people know him specially for his
excellent work with Xprotector and Themida.

AkirA and his tracers have given us many new possibilities when it comes to face our beloved
packers, either new ones or not so new ones. Up to now, the tracers are the best tool to do 70%, if
not more, of the work. In this “short” tutorial we’ll see how to blow up a packer and how to play
with it. I can’t remember if it was RLP, Hygyn’s, SCP or PE Mutilator, but it’s a packer nonetheless
with an easy redirection of the import table. But the important thing is that we’ll see how to use the
tracers and how to apply them to diferent cases and we’ll realize how they make our life easier,
specially with the import table (IAT).

Before starting, as AkirA once said, the tracers are useful with most of packers nowadays, even the
new ones that come out, ‘cause few programmers now them yet. But if we start using them and
make them known, we’ll see that things will change. It’s a fact that packers are more and more
complicated, with more anti-debug and anti-dump tricks, redirections of the import table almost
impossible to figure out, and many more difficulties. But with this tool, things are much easier.

Well, enough said, let’s start working and see what happens...

As usual I will provide sample code with this tutorial, and non-commercial sample victims. All
the sources have been tested with WinXP and Visual Studio 6.0 (Visual C++).

The techniques described here are general and not specific to any commercial applications. The
whole document must be intended as a document on programming advanced techniques, how
you will use these information will be totally up to your responsibility.
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2. Working With Tracers

First of all, we’ll define the basic idea of a tracer, which is the name that AkirA gave to them.

A tracer consists basically of an inyector (exe) and a library (dlII).

The inyector creates a suspended process, which in our case will be the packed program and then it
inyects a remote thread in that process. That remote thread is nothing but our DLL which has a
hook. That hook can intercepts functions which can be the usual ones or even Zw functions or a
ntcall. We can even dump sections, log any instructions we want, etc. All in all, we can do whatever
we want with to the program once we have it under control, thanks to the hook.

I don’t pretend to explain all the theory here, you can study AkirA’s tutorials for that matter. I’ve
only used them and tried the ideas shown there to see if they worked. And they did! They’re pretty
powerful.

Those who want the whole theory about tracers should read the tutorials here:
www.iespana.es/OllyDbg under AkirA’s section, all of them are there, the one about Xprotector,
Themida, ApiWrapper, and the rest of them.

In this tutorial we’ll use the type 4.c tracer, because the type 4.b had a bug when working with
kernel32.dll; which was solved by kaos_xlro.

We’ll also use a couple of crackmes, one packed and the original without packing so that we can
compare to see if things are going well. Our main goal isn’t unpacking but to show how well the
tracers work and what a fantastic tool they are to fight packers. They can even be used with
programs that aren’t packed, but that’s another story.

Now, let’s go. First of all let’s see how we would unpack a program without using tracers. We load

the program in our OllyGhost modified with the patches for VP, plugins for anti-debug,... Well,
what we always use in unpacking tutorials. I’ve said this many times, so I hope you know what I'm

talking about.

@ Bad or unknown Format of 32-bit executable file 'S exe’

Figure 1 — Error on PE-HEADER.

Soon after the start, we see this warning message in Olly that prevents us from loading the program.
As you can see, it stops at System StartUp Breakpoint:
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- [CPL - main thread, module nidll]

@ File Wiews Debug Plugins Options  ‘Window Help
B x| wnj wijsd ¥4 ] i L|E[M|T|W|E

C RETH
rrFEEHEH SEFF MoV EDILEDI
CC INT3
C3 RETH

SEFF Mo EDILEDI

2B4424 B4 MOU_EAX,.DWORD PTR S5:[ESP+4]
CC IMT2

C2 Ba488 RETH 4

53 SEEZ0E0E FUSH z2&8
TrF&ERED &2 481HF47Y FPUSH ntdll.rrF41A48
CrFeSAre| E8 DOFRezod | BALIMnTALL;PrFSSSESe

Figure 2 — System Start Up Breakpoint.

This happens because the value in NumOfRvaAndSizes has been modified on purpose by the
packer itself. In general, in many packers this value is used to decrypt the last portion of code before
jumping to the OEP and perform a CRC32. In this case, the value has been changed to 40h:

Subsyztemn: 0oz J
MumberOfSections: 0005

TimeD ateStamp: 027534
Size0fHeaders: 00000400 ﬂJ
Characteristics: IWJ
Checksum: lm ﬂ
Size0f0ptionalHeader: lw
MumOfRvatndSizes: Im JJ

Figure 3 — NumOfRvaAndSizes.

The default value in Windows executables is 10h and every program, suposedly, should have that
value. But as I said, sometimes this value is changed with evil purposes in mind ;)

If we also look at the MemoryMap, we’ll see that many of the sections of the program haven’t been
loaded. Only the PE-HEADER and another section:

HEZYEEAH | BA04 1 a0E Map [R R

HEZCHEAL | BARE 1 A0E Friv| RWE RUWE
BE40EEE0 BA0FEADE BE FE header Imag R RWE
HESEFEAD| BAD21A0E Friv| Bl Gual EW
FrE48880) BA0E1A0E| kerne 132 FE header Imag| R RWE
FrE41880) BANFEA0E| kerne l32| . teut code, import) Imag| R EWE
FrEEVEAD| BANEIADE | kernel32| .data data Imag| R RWE
¥rEEREALD | BALFIA0E | kerne l32| . rerc rESOUrGES Imag| R RWE
TEFPNAAA | ARARAARA] k erne I 22 Cre lor e lmrat inns! Tmaal R RUIF

Figure 4 — Sections & PE-HEADER.
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And if we open the original crackme with a PE Editor, we see that there are a few more sections
that should be loaded:

[ Section Table ]

M ame WOffzet WSz Fiffzet FSize Flagz

et Q0001000 00000506 Q0000400 OO000E00 EODOOO20
1data 00002000 Q00001 A4 Q0000400 Q0000200 CO000040
data 00003000 00000530 Q0000Cao 00000400 CO000040
TEIT 00004000 O0072ERS Q0001 000 00073000 40000040

0007000 0000660 00074000 00001603 E00000Z0

Figure 5 — Sections.

The view is too fuzzy by now. What can we do? Well, I, personally, would start trying things and
perhaps do some unorthodox thing to unpack the crackme. Many of us have done this sometime, but
today we will resist the temptation and we will try this new tool we’ve heard about some time ago
that maybe we don’t fully understand but we know that it works and that’s enough. At the end of
the tutorial you will be able to judge if it was worthwhile or not.

Before using our tracers, let’s try something. Let’s change the value in
NumOfRvaAndSizes to 10h and load the Olly again.

First we change the value using any PE Editor like LordPE:

Subsyzstem: 000 J
Murber0FS ections: 0oos

TimeD ateStamp: 1027634
SizelfHeaders: 000a04a0 ﬂ j
Characteristics: Iw J
Checksum: lm ﬂ
Size0f0 ptionalHeader: IW
MurnOfRyvadndSizes: Im jJ

Figure 6 — Correct NumOfRvaAndSizes.

Now we load the program in Olly and we see the usual warning we like so much:

Entry Point Alert

Module 'B&' has entry point outside the code (as specified in the PE header), Mavbe this file is self-extracting or
. self-modifving. Please keep it in mind when setting breakpoinks!

Figure 7 — EntryPoint Outside the code
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You missed it, didn’t you? XD.

And then this annoying message pops up:

@ Module BS has empty code section

Figure 8 — Empy code section

We press <Aceptar> and now it seems we’re at the EP:

- [CPL - main thread, module B8]

@ File Wiews Debug Plugins Options  ‘Window Help

S x]| »|II] wij¥ ¥l 2| 4] LE[M/T|WH

ES DEEEEaEE CHALL E2.884018685
3] POF ERX

BE48 18685

EF Cz21FCRZF MOy EDI,.2FCALFCZ
3F

PUSH ECH

ARAR A0 Crma [ =] R C=] N Ry = LV

Figure 9 — EntryPoint.

I configure my Olly so that it doesn’t stop at the exceptions:

H= Debugging options
Commands ] Dizazm ] CPU ] Flegi&ters] Stack ] Analysiz 1
Securty ] Debug ] Ewvents Exceptions l Trace ] SF

[v lgraore memary access violations in KERMEL3Z2

lgnore [pass to program] following exceptions:
v INT3 breaks
v Single-step break.
v Memaory access violation
v Integer division by 0
v lrevalid or privileged instruction
[v &l FPU exceptions

Iv Ignore alzo following custom exceptions o ranges:

Coad EB Mou BYTE PTR D5:[ERX],BEE
Cedd a1 as MOU BYTE PTR D5:[EAX+11,8
FFE& JMP ERX

- E9 4CEBE7ER JHMP B2, B84 7 7ALE

~ 7E FRA JLE SHORT E2.GBE461814

AR
E?EE rF2REE60 | FIRDD OWORD FPTR DS: CESI+EDEEIAYF]

(&)

] Analyziz 2 ] Analysiz 3 ]
] Strings ] Addrezses ]

Add range |

DEEDFACE -~
DEEDFADE 3
40000005 =
20000004 [SINGLE STEF]

0000005 [ACCESS YIOLATIOM) w

Delete zelection |

o (] | Undo ‘ Eancel|

F. igure 10 — Debugging Options.
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The I press F9 (Run) and the program starts beautifully like if nothing had happened. So, that value
in NumOfRvaAndSizes was there just to piss us off. But be careful, in many cases couldn’t be like
that. An example is my friend marciano’s packer. As I said before, it uses that value to unpack a
section of the code and to perform some CRC32s. Actually, this value is used to decrypt a part of

the code.

Now, let’s uncheck all the boxes that we checked before in the exceptions tab and restart Olly by
pressing <Ctrl+F2>. We’ll make use of the exceptions method to get to the OEP. I assume that you
know how this works, so I won’t go through it in detail. The only thing I'll tell you is that the last
exception before the program starts is (in my computer):

BEA7TO46E] SHLD ROR EBL, AL
GE47E47E|  S6:EB FF LOOFOHE SHORT ES.@847a47s
GE47E47E] B4 24 ADD AL, 24
BE47E47E| & PLSHAD
GE47E47E|  SRASS ESZF4E@E |MOU AL,EYTE PTR 55: [EEF+4B2FEE]
GE47247C)  BACH OR AL, AL
BE47247E |+ 7E B2 JHZ SHORT E2. 00475452
oed7e42a &1 POPAD
BE47E431| C3 RETH
GEdved4az| 69893 BOSTED4@ | IMUL EAX,DWORD PTR DS: [EEX+482D37ED1, 27
BE47E45C) &1 FOFAD
GE47E450| €3 RETH
947sd%E| EE oogpeome  |IDV Eol.Boemssemen
Figure 11 — Last Excepction.
An the OEP is:
& OO FUSH @
FE4E1E6Z | ES BOA4EHEE CALL EBf.@8481404
GE4E1EE7 | A3 TRSS4EEE HOU DWORD FTR DS:[4852751, EAR
GE4E1EEC|  ES EFG4HREE CALL EBS.B64815680
oe4aiail| &R 6@ PLSH @
E4E1612) &2 2E1R4EE0 FUSH BS.B048102E
oE4aim1s| &R GO FUSH @
eE4R1E1A| 6R 65 PUSH &5
GE4a161C|  FFES roSedess |PUSH DWORD FTR DS: (4832781
GE4E1622|  ES AYE4EHEE CALL EBE.06481408
AR4ATRART AR AR FIISH A
Figure 12 — Original Entry Point.
OEP == 401000.
If we look for the table of jumps of the IAT, we’ll see the values in the jumps that have been
redirected:
Enter, binary string to search for
ssCl [
IWICODE |i
HEX +02 (A
v Entire block
[ Case sensiive Ok, Cancel
Figure 13 — Opcodes to search.
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If we select one of those jumps and click on Follow in Dump, we’ll see all the redirected addresses

of the IAT:

4814BE| - FFZE
B4@814C4 |- FF25
Ba4Ea14CA| - FF2E
Ba4B1408| - FF25
41406 - FF25
BEadBa140c| - FF2E
BA4B14E2| - FF25
BE4B814E8| - FF2E
Ba4814EE|- FF2E
BE4E14F4 (- FF25
Ba4E14FA| - FF2E
pe4aisaE|- FE25

16264884
BC2E46888
a3z04888
2E284888
15284888
1CZa488E
242046888
2426846888
28264688
2C2a46888
SEz2684888
BEZE4888

OWORD
OWoRD
OWORD
OWORD
OWORD
OWORD
OWORD
OWORD
OWORD
OWoRD
OWORD
P DUORD_F

D5: [482818]
DSz [4Ez2A8C]
D5 [4828683]
D5 [4828268]
D5: [482818]
D5: [4B281C]
DS: [482834 ]
DS: [482824 ]
D5: [4828228]
DSz [4E2E82C]
D5 [4828268]
_D5: [40z650]

Figure 14— Table of JMP'’s.

Address

Hex dump

BHE4E 2 EEE
HE4E2618
HE4E 2628
HE482838
BE4EZE4E
BE4E 2858
80402080

Figure 15

— IAT With Redirected Addresses.

[

ASCII -
LI ey .-.0.
e SO, Lwi.
a&u Edi, G0,
i) i
........ = .ﬂ
e R T

Our job now would be to find the section of the code in which the packer stores all these “bad”
values. That’s not difficult and you’ll see that it’s right here:

BE47FE4F
B84 7 FES:S
BE47FEEG
(15 i =1=1
BE47FEES
BE47FEES
BE47FEER
8847 FESD
BE47FEES
8847 FEES
BE47FEES

SFE2

G3F8 a1

EE &1

46

23F8 a1

[=1]

ZEDZ

ZEFE

S985 FE2a48060
E? SEFEFFFF
2147 84 FEBERG

FOF DWORD PTR DS: [EDH]
wlR ERX, 1

JFF SHORT BS.BB477ESS
IHC ks

MOU EBX, ERR

Mou EDI,ESI

MOY OWORD PTR S%: [EEF+4828751, ERX
CALL E3.8847raCa

FOFPRD
ADD DWORD PTR DS:[EDI+4],BFE

Figure 16 — Redirecting Addresses.

[EEETTETETETE]

It’1l take an address out of the Stack and it’1l store it in the memory address pointed by EDX:

BBIEFESS
BE12FESC
BE12FESA
BE12FES4
BE1ZFESS
BE12FEAC
BE12FERA
BE12FEA4
BE12FBAS
B8 12FERC
BE12FEER
881 2FEE4
BE1Z2FEES
BE12FEEC

" I

HESABEEER

BE47FLCEZ
aE4828EC
BE4828EC
BR47YFLE2
BEEYSEES
A6 12FBEE
77E4B8888
BE4626082
BE46826'934
rrESEBEL
aE4a8acHa
BR488253
BEEYSESS
BE12FBOA

Anannannd

B2.B8847FCER
ASCII "lstrlenf™
ASCII "lstrlenh™
BES. 8847 rCs2

kernel32, PYE40EEE
ES. 08482803
ES. 98482894
kernel32. lstrlenAd
ASCII "PE™
ES. HR4@E258

Figure 17 — Stack.

We can even see the name of the redirected function in the Stack. And if we look at the registers,
there’s no doubt. We have all the info needed to write an script:

Version 1.0
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Reaisters [(FPLI

ERX ¢FESEHEL kernel32. lstrlend
ECk EE4Ez0594 BS. 88482694

EDi BE4E82065 BE. 984828605

EBEX FPE4EEEE kerne 32, YYE4EEEE
ESP @81ZFEE4

EEF BEEFZSED

ESI B8IREEEE

EDI @E47Ec05 BES.@8473608

EIF ©8477E40 BS.88477BE4D0

Figure 18 — Registers.

We could write a script like the following one to easily repair the IAT.

--------------------- SCRIPT TO REPAIR THE TABLE

start:
bphws 40eb4d,"' x"'

eob break
run

break:

cmp eip,40eb4d
jne final

bphwe 40eb4d
mov [esp],eax
jmp start

final:
ret

This is the way we usually do it. But, what if the redirection is like the one in Execryptor? Or if
there’s too much antidebug to trace the program? Or if there’s too much polimorfism and also
mixed with JunkCode? Or even worse, the new built-in methamorfism in ASProtect? No doubt that
the job would be much more difficult and we would spend several hours in front of the computer
trying to repair the IAT or trying to find the OEP. Actually, when I wrote the tutorial of the
Unofficial Execryptor Crackme, I repair the IAT by hand and I traced one by one more than 200
entries and I swore that I wouldn’t do it again (although I did, he-he).

Well, this is like those TV ads where they say, “Buy it now and solve all your problems”. In this
case the product are the TRACERS.

Okay, this is the code of the inyector:

CODE OF THE INYECTOR

#include "stdio.h"
#include <windows.h>

Version 1.0 2ale Page 9 of 36
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int main()

{
HANDLE hModule;
char *DLLFile="import.dll";
char *path=""C:\\b8.exe"';

STARTUPINFO SlInfo;
PROCESS_INFORMATION PInfo;

int LenWrite;

char * AllocMem;

HANDLE hThread;

DWORD Result;
PTHREAD_START_ROUTINE Injector;
FARPROC pLoadLibrary=NULL;

LenWrite = strlen(DLLFile) + 1;

GetStartupInfo(&SInfo);

CreateProcess(path, NULL, NULL, NULL, FALSE, CREATE_SUSPENDED, NULL,

NULL, &SInfo,&PlInfo);
HModule=PInfo.hProcess;

AllocMem = (char *) VirtualAllocEx(hModule,NULL, LenWrite,
MEM_COMMIT,PAGE_READWRITE);

WriteProcessMemory(hModule, AllocMem , DLLFile, LenWrite, NULL);

pLoadLibrary = (FARPROC) GetProcAddress(GetModuleHandle(''kernel32.d11"),
"LoadLibraryA");

Injector = (PTHREAD_START_ROUTINE) pLoadLibrary;
if(!Injector)
{
printf(''Cannot inject THREAD START _ROUTINE\n");
return 0;

}

hThread = CreateRemoteThread(hModule, NULL, 0, Injector,
(void *) AllocMem, 0, NULL);

if(thThread)

{
printf(''Cannot create THREAD START _ROUTINE\n");

return 0;

}

Result = WaitForSingleObject(hThread, INFINITE);
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if(Result==WAIT_ABANDONED || Result==WAIT_TIMEOUT ||

Result==WAIT_FAILED)

{
printf('"'WaitForSingleObject bad result\n'');

return 0;

}

VirtualFreeEx(hModule, (void *) AllocMem, 0, MEM_DECOMMIT);

if(hThread!=NULL)
CloseHandle(hThread);

ResumeThread(PInfo.hThread);
ExitProcess(1);

return 1;

Once we’ve compiled this source in Visual C++ 6.0, it’s time to write the dll.

TRAZADOR 4.C

#include <windows.h>
#include <stdio.h>
#include <stdlib.h>
#include <string.h>

#define scast static_cast
#define rcast reinterpret_cast

bool Instalar();
bool DesInstalar();

//bool NtdllApi; /Esta variable del codigo en asm

HMODULE module;

const BYTE* imageBase;

const IMAGE_DOS _HEADER* dosHeader;
const IMAGE_NT_ HEADERS* winHeader;

const IMAGE_DATA_DIRECTORY* exportDataDir;
DWORD exportRVA;
DWORD exportSize;

DWORD exportBegin;
DWORD exportEnd;
const IMAGE_EXPORT_DIRECTORY* exportDir;

Version 1.0 g3
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DWORD* funcTable;
const DWORD* nameTable;
const WORD* ordinalTable;

const DWORD* nameTableBegin, *nameTableEnd, *nameTablelter;

const WORD* ordinalTablelter;
DWORD NumeroFunciones=0;

void * PrimeraTabla;
DWORD * PtrPrimeraTabla;

void * SegundaTabla;
char * PtrSegundaTabla;

DWORD Auxiliar1=0;
DWORD dwldOld;
HANDLE hProc;

bool flag=false;

#define MAXLOGS 2000
DWORD contador=0;
DWORD E1JMP=0;
DWORD DirVolcarlInfo;

#define MAXAPIS 2000
DWORD APIS|[MAXAPIS|={0};
DWORD ContadorApis=0;
unsigned int i=0;

DWORD CalculaJMP(DWORD MiFuncion, DWORD DirActual)

{

DWORD jmpaddr = MiFuncion - (DWORD)DirActual - §;

return jmpaddr;

}

HANDLE hWriterFile;
DWORD v0=0;
char buffer[S0]={0};

DWORD DirApi=0;
DWORD DirRetorno=0;
DWORD Tamano=0;

void VolcarInfo()
{

_asm

{

pushad;

mov eax,esp;

Version 1.0 g3
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add eax,0x74;

mov eax,|[eax];

mov DirApi,eax;
mov eax,esp;

add eax,0x78;

mov eax,|[eax];

mov DirRetorno,eax;
popad;

J

for(i=0;i<ContadorApis;i++)

{
if(APIS[i]J==DirRetorno)
return;

}

if(ContadorApis==MAXAPIS)
return;

APIS[ContadorApis]=DirRetorno;
ContadorApis++;

if(contador<MAXLOGS)

{
wsprintf(buffer," %x'' ,DirRetorno);
Tamano=Istrlen(buffer);
WriteFile(hWriterFile, buffer,Tamano,&v(0, NULL);
WriteFile(hWriterFile, " ",1,&v0, NULL);
wsprintf(buffer," %x"" ,DirApi);
Tamano=Istrlen(buffer);
WriteFile(hWriterFile, buffer,Tamano,&v(0, NULL);
WriteFile(hWriterFile, '""\n",1,&v0, NULL);

BOOL APIENTRY DIlIMain( HINSTANCE hlInstance, DWORD ul_reason_for_call, LPVOID
IpReserved)

{
if(ul_reason_for_call== DLL_PROCESS_ATTACH)

{

module = LoadLibrary( "user32.dll" );
MessageBox(0,"'IAT UNIVERSAL Y LOG","PRUEBA:
kernel32.d1l"',MB_OK);

if (module == NULL )
return 1;

// get headers

Version 1.0 2ale Page 13 of 36



Unpacking With Tracers II

imageBase = rcast<const BYTE*>( module );

dosHeader = rcast<const IMAGE_DOS_HEADER?*>( module );

winHeader = rcast<const IMAGE _NT_ HEADERS*>( imageBase + dosHeader-
>e_lfanew );

// find the export data dir

exportDataDir = &winHeader->OptionalHeader.DataDirectory|
IMAGE_DIRECTORY_ENTRY_EXPORT J;

exportRVA = exportDataDir->VirtualAddress;

exportSize = exportDataDir->Size;

if (exportRVA ==0)
return 1;

// find the export dir

exportBegin = exportRVA;

exportEnd = exportBegin + exportSize;

exportDir = rcast<const IMAGE_EXPORT_DIRECTORY*>( imageBase +
exportBegin );

// get the export function/name/ordinal tables

funcTable = (DWORD¥*)( imageBase + exportDir->AddressOfFunctions);

nameTable = (DWORD¥*)( imageBase + exportDir->AddressOfNames );

ordinalTable =  rcast<const WORD*>( imageBase + exportDir-
>AddressOfNameQOrdinals );

NumeroFunciones = exportDir->NumberOfNames;

NumeroFunciones++;
Instalar();
J
if(ul_reason_for_call== DLL_PROCESS_DETACH)
{
DeslInstalar();
}
return TRUE;
j
bool Instalar()
{

IITTTT]/second pass to build table 1////////111111111111111111
//1 save the real addresses to recover them later on

hWriterFile=CreateFile('"'log.txt", GENERIC_WRITE,
FILE_SHARE_READ,0,OPEN_ALWAYS, FILE ATTRIBUTE_NORMAL,0);
SetEndOfFile(hWriterFile);

PrimeraTabla=
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VirtualAlloc(NULL,(NumeroFunciones*4), MEM_COMMIT,PAGE_EXECUTE_REA
DWRITE);
PtrPrimeraTabla= (DWORD *) PrimeraTabla;

nameTableBegin = nameTablelter = nameTable;
nameTableEnd = nameTableBegin + exportDir->NumberOfNames;
ordinalTablelter = ordinalTable;

for ( ; nameTablelter != nameTableEnd; ++nameTablelter, ++ordinalTablelter )

{

const char* funcName = rcast<const char*> (imageBase + *nameTablelter );

if ( strncmp( funcName, '"?? C@_",6)==0)
continue; // just a string, skip

DWORD funcAddress = funcTable| *ordinalTablelter |;
funcAddress += rcast<DWORD>( imageBase );

char * AlaFuncion=(char *)funcAddress;

DWORD CAlaFuncion;

/[This is the new code. Here I compare the content of the API

//that I read with the string ""Ntdll", in reality only ‘Ntdl’, but
//in hexa: 0x4C44544E

//The same with the rest of the passes to the table.

//The problem was that I was reading false APIs from kernel32
/nstead of to an API, the table was pointing to a string
/Nike "NtdIl.RtL.."

memcpy( &CAlaFuncion,AlaFuncion, 4);
if ( CAlaFuncion == 0x4C44544FE )
continue;

/*_asm {
pushad;
mov eax, AlaFuncion;
mov eax, [eax];
cmp eax, 0x4C44544E;
mov NtdllApi, 0;
je K13;
popad;
K13:
jne K14;
mov NtdllApi, 1;
popad;

K14:

Version 1.0 2ale Page 15 of 36



Unpacking With Tracers II

if (NtdllApi)
continue;*/

funcAddress = funcTable|[ *ordinalTablelter |;
(*PtrPrimeraTabla)=funcAddress;
PtrPrimeraTabla++;

)
HITTTTHTITERd of the second pass///////1111TTHHTHTTTTTHHIITTTTIT

/11111/third pass to build the table 2////////111/1111111111]

//1 build tables with opcode 0x68 (push) api address and opcode 0xc3 retn
/1 reserve room for the second table

SegundaTabla=
VirtualAlloc(NULL,(NumeroFunciones*11), MEM_COMMIT,PAGE_EXECUTE_READWR
ITE);

PtrSegundaTabla= (char *) SegundaTabla;

nameTableBegin = nameTablelter = nameTable;

nameTableEnd = nameTableBegin + exportDir->NumberOfNames;
ordinalTablelter = ordinalTable;

for ( ; nameTablelter != nameTableEnd; ++nameTablelter, ++ordinalTablelter )
{
const char* funcName = rcast<const char*> (imageBase + *nameTablelter );
if ( strncmp( funcName, '"?? C@_",6)==0)
continue; // just a string, skip

DWORD funcAddress = funcTable| *ordinalTablelter |;
funcAddress += rcast<DWORD>( imageBase );

char * AlaFuncion=(char *)funcAddress;

DWORD CAlaFuncion;

memcpy( &CAlaFuncion,AlaFuncion, 4);
if ( CAlaFuncion == 0x4C44544E )
continue;

/*_asm {
pushad;
mov eax, AlaFuncion;
mov eax, [eax];
cmp eax, 0x4C44544E;
mov NtdllApi, 0;
je K15;
popad;
K15:
jne K16;
mov NtdllApi, 1;
popad;
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K16:

b

}

if (NtdllApi)
continue;*/

(*PtrSegundaTabla)=(char)0x68;
PtrSegundaTabla++;

memcpy((void *)PtrSegundaTabla,&funcAddress,4);
PtrSegundaTabla+=4;

DirVolcarInfo=(DWORD)VolcarInfo;
EIJMP=CalculaJMP(DirVolcarInfo,(DWORD)PtrSegundaTabla);

(*PtrSegundaTabla)=(char)0xES;
PtrSegundaTabla++;

memcpy((void *)PtrSegundaTabla,& EIJMP 4);
PtrSegundaTabla+=4;

(*PtrSegundaTabla)=(char)0xC3;
PtrSegundaTabla++;

HIHTITTTTITEnA of the third pass////11111TTTTHTTHTTI

/IT11111T]]/fourth pass to change the export table///////////////

PtrSegundaTabla= (char *) SegundaTabla;

Auxiliar1=0;

dwldOld= GetCurrentProcessld();;

hProc = OpenProcess(PROCESS_ALL_ACCESS, 0, dwldOld);

nameTableBegin = nameTablelter = nameTable;
nameTableEnd = nameTableBegin + exportDir->NumberOfNames;
ordinalTablelter = ordinalTable;

for ( ; nameTablelter != nameTableEnd; ++nameTablelter, ++ordinalTablelter )

{

const char* funcName = rcast<const char*> (imageBase + *nameTablelter );

if ( strncmp( funcName, "'?? C@_",6)==0)
continue; // just a string, skip

DWORD funcAddress = funcTable| *ordinalTablelter |;
funcAddress += rcast<DWORD>( imageBase );

char * AlaFuncion=(char *)funcAddress;

DWORD CAlaFuncion;

memcpy( &CAlaFuncion,AlaFuncion, 4);
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if ( CAlaFuncion == 0x4C44544FE )
continue;

/*_asm {
pushad;
mov eax, AlaFuncion;
mov eax, [eax];
cmp eax, 0x4C44544E;
mov NtdllApi, 0;
je K17;
popad;

K17:

jne K18;
mov NtdllApi, 1;
popad;

K18:
}

if (NtdllApi)
continue;*/

Auxiliarl=(DWORD)PtrSegundaTabla;

Auxiliarl=Auxiliar1-rcast<DWORD>( imageBase );// quito la imagen base

VirtualProtectEx(hProc,(void  *)&funcTable] *ordinalTablelter |, 4,
PAGE_EXECUTE_READWRITE, &dwldOld);

funcTable| *ordinalTablelter |=Auxiliarl;

VirtualProtectEx(hProc, (void *)&funcTable| *ordinalTablelter]|, 4, dwldOld,
&dwldOld);

PtrSegundaTabla+=11;

}
HITTTTHHTITERd of the fourth pass///[//111111HHHTHTTTTHHIHIHTTT
flag=true;
return 1;
}
bool DesInstalar()
{

if(flag==false)
return 1;

[IT11TT]1/fifth pass to recover the original table/////////1//1/111/

PtrPrimeraTabla= (DWORD *) PrimeraTabla;

Auxiliar1=0;

dwldOld= GetCurrentProcessld();;

hProc = OpenProcess(PROCESS_ALL_ACCESS, 0, dwldOld);
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nameTableBegin = nameTablelter = nameTable;
nameTableEnd = nameTableBegin + exportDir->NumberOfNames;
ordinalTablelter = ordinalTable;

for ( ; nameTablelter != nameTableEnd; ++nameTablelter, ++ordinalTablelter )

{

const char* funcName = rcast<const char*> (imageBase + *nameTablelter );

if ( strncmp( funcName, '"?? C@_",6)==0)
continue; // just a string, skip

DWORD funcAddress = funcTable| *ordinalTablelter |;
funcAddress += rcast<DWORD>( imageBase );

char * AlaFuncion=(char *)funcAddress;

DWORD CAlaFuncion;

memcpy( &CAlaFuncion,AlaFuncion, 4);
if ( CAlaFuncion == 0x4C44544FE )
continue;

/*_asm {
pushad;
mov eax, AlaFuncion;
mov eax, [eax];
cmp eax, 0x4C44544E;
mov NtdllApi, 0;
je K13;
popad;

K13:

jne K14;
mov NtdllApi, 1;
popad;

K14:
}

if (NtdllApi)
continue;*/

Auxiliarl=(DWORD)(*PtrPrimeraTabla);
VirtualProtectEx(hProc,(void  *)&funcTable[ *ordinalTablelter | 4,
PAGE_EXECUTE_READWRITE, &dwldOld);

funcTable[ *ordinalTablelter |=Auxiliarl;

VirtualProtectEx(hProc, (void *)&funcTable| *ordinalTablelter |,4, dwldOld,
&dwldOld);

PtrPrimeraTabla++;

)
HITTHTTHTIITERd of the fifth pass////11111111HT1TTHTHTHTHTTT
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return 1;

END OF TRACER 4.C

Now it’s time to compile the dll. And in most of the cases, we are ready to work with this.

One thing we must take into account is that my inyector will load the program from C:\\ and the
name of the executable must be B8.exe. and the dll that’s going to be inyected will only intercept
functions from user32.dll. We’ll see later on how to do it with the rest of modules of the OS.
Let’s rename our packed program to B8.exe and save it in C:\\:

CI’-EI_CP;S B

A

[ oo
Lakinbs
Figure 19 — Renamed EXE.

Now we pace the inyector.exe and the import.dll in the same folder and we run the inyector and see
that a DOS console is loaded and a messagebox pops up:

PRUEBA: kernel32.dll [%)

IAT UMIVERSAL Y LCha

Figure 20 — MessageBoxA.

The title of the messagebox says “PRUEBA: kernel32.d11” but in reality it deals with user32.dll, I
forgot to change the title, he-he.

We press <Aceptar> and the program is loaded. Now we close it and take a look at the log.txt:

[ log - Bloc de notas

Archivo  Edicidn  Formako  ver  Awuda

77311815 77dl8F4207731182F 77d1l9566077311836 77dle003077311!
BO0773117a7 77dlb775077312879 77dld4b080773128ad FrdlbafE0773:

Figure 21 — Notepad.

Don’t be scared!! We see many addresses with no aparent meaning, but if we look closer and
format the output a little bit we’ll find a treasure. In order to visualize the document better, I'll use a
text editor called “Dana’:
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1:77311819
2:7731182f
d:77311836
L:77311842
L:7731184e
6:7731185a
F:773118466
B:77311872
Q:77311894
18:773118Fd
1177311989
1277311915
1377311921
14:7731192¢c
15:77311938
1677311044
17:77311958
18:7731196d

Frd18F42,
Frd19566
F7d160883 .
F7d160883
F7d16883
Frd1608083
Frd1608083 .
F7d160883 .
Frd19566 .,
Frd160883 .
F7d160883 .
F7d160883
F7d16883
Frd1608083
Frd1608083 .
F7d160883 .
F7d160883 .
Frd19566

Figure 22 — DANA Editor.

These are the first lines of the log.txt, let’s take a look at the last ones:

% 08:77312c@5 77d1bBF8.

99401827
188:40104F
181:481869
1824810876
183 :401088
184:408108%a
185:4818ad
186 :4818bd
187 :4A810da
188:40117a

F7d35698,
F7d19718,
F7d15FBey
f7d188bc
f7d188bc
f7d367ecy
F7d15F8ey
f7d367ecy
F7d15f8ey
F7d1d9df .

Figure 22 — CALL’s from our program.

There we are, each and every call that the program has made and the functions called. This isn’t like
the ApiWrapper, in that tracer we intercepted the moment in which the packer wrote the values in
the table, or more precisely, the moment in which the packer took the addresses of the functions
from a module in order to apply to them the corresponding algorithms to redirect the table. Here we
can see that each call that the crackme made to a function from user32.dll has been intercepted. If
any function is not used when the crackme is loaded but rather when the user clicks on a button for
instance, it won’t show up and we will have to force its execution with the corresponding action.
That’s why when the crackme is loaded and it’s hooked by the dll, we should play with it and click
every button, etc.,. so that as many functions as possible are called. However, we’ll see how to get
functions that are not executed at loading time and we’ll try to write an script to automatize such a
task. But first, let’s see what we got.

Let’s open an Olly and let’s load any program and in the OEP let’s assemble direct jumps to each
and every one of the addresses that we saw before, in this way: JMP
ADDRESS_OF_THE_MODULE. Mine are like this:
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BE48 1885
BE48 1888
Ba4a8 18a8F
BE4a1814
BE4a1819
BE4a181E
Ba4a1622
ga4818:22

aa4a1a=0
ARART A2

E2 2F459377 | JMP user32.DialogBoxParamA
EZ Be272177 | JMP user32.Loadlcond

EZ FF4E9177 | JMP user32.SendMessaged

EZ ASFE91FY | JMP user32.Get0Dlgltem

ASFESLFY | JMP user32.Get0lgltem

ES CEEF9377 | JMP user32.LoadBitmapA
ES EB4E917F | JMP user32.SendMessagef
ES C4579377 | JMP user32.LoadBitmapA
EZ E14E9177 | JMP user32.SendMessageH

EZ ADC29177 | JMP user32.EndDialog
dE THI FRP

Figure 23 — JMP’s from the Log.

el e B I st ot el [ e
m
w0

We see that all of the addresses are pointing to user32.dll. So far, so good. Now let’s load the
original crackme in Olly and let’s see which are its user32.dll functions:

BE4a14BE
BE4E14C4
BE48140H
aE4a1408
BE4a1406
BE4a140c
BE4E14E2
BE4a14ES
BE4E14EE
BE4a14F4
BE4814FH
BE481588

ARAR EAd

1626464
BC2E486
asze48a
ZAZE488
15268488
1Cz2E484
2426484
2426464
2826404
2Cze486
SAZE488
BAzZE488

JMP OWORD PTR D5:[<&kernel32.Ex itProces
JMP OWORD PTR D5:[<&kernel32.GetModuleH
JMP OWORD PTR DS5:C<&kernel3z. lstrlenfi]
JMP OWORD PTR D5:[<&user32.DialogBoxPar, user3l.
JMP OWORD PTR D5:[<&user32.EndDialogi]
JMP OWORD PTR D5:[<&user3d2.GetDlgltem:]
JMP OWORD PTR D5:[<%user32.GetDlgltemTe; userdl.
JMP OWORD PTR D5:[<&user32.LoadBitmapA>| uwser3Z.
JHP DWORD PTR D5:[<&user3Z.LoadlconAx]
JMP OWORD PTR D5:[<&userdz.MessageBonAy| user3l.
JMP OWORD PTR D5:[<&user3dz.SendMessagef| user3l.
JMP OWORD PTR D5:[<&comct 132, In itComman

[l=Ra rir]

Figure 24 —Table of JMP’s from Original Crackme.

userdz.
userss.

userde.,

kernel32.ExitProcess
kernel32.GetModu leHand LeA
kernel32. lstrlend

OialogBoxParamA
EndDialog
GetOlaltem
GetOlaltemTertA
LoadBitmaphA
LoadIconA
MessagsBonA
SendMessageH

comct 132, InitCommonControls

Well, I think that there’s no doubt that it works;) We see that only MessageBoxA is missing from

the list:

1- 401027 77d35694 --> DialogBoxParamA
2- 40104f 77d19710 --> LoadIconA

3- 401069 77d15f0e --> SendMessageA

4- 401076 77d180bc --> GetDlgltem

5- 401088 77d180bc --> GetDlIgltem

6- 40109a 77d367ec --> LoadBitmapA

7- 4010ad 77d15f0e --> SendMessageA

8- 4010bd 77d367ec --> LoadBitmapA

9- 4010d0 77d15f0e --> SendMessageA

10- 40117a 77d1d9df --> EndDialog

But if we run the tracer again and when the crackme is loaded we go to the “About” window and
then we take a look at the log.txt:

00481827
188:40104f
181 :40810869
182481876
183 :401088
184:-40818%9a
185 :-408108ad
186 :4818bd
1687 :4010d0A

189:48117a

R e T L

77435694,
77d19718,
77d15FBe
77d188bc.
77d188bc.
77d367ec.
77d15fBe
77d367ec,
77d15F Be

F7d1d9df .

Figure 25 — New Log.
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Let’s compare to the original crackme and see what’s at 401169:

AE4A1 154 .~ 75 2F JME SHORT original.f8481135

HE4E1156| . G&A 8@ FUSH & Stule = ME_OK {MB_APFLMODAL

AE4E1 152 o &3 28304888 |PUSH original.B8483055 Title = "Hoerca de...™

EE4El1E0l . &8 95384088 | PUSH original.@8483@35 Teut = "L[Crackme w2.8 por Ylleral
bE4E1162] . 6&A 8@ FUSH @& hdwner = MULL

AEdEliled| o ES SBEZ@O0EE | CALL <JMP.&user32.HMessageBoxA* MezsagsBoxA

88481169| -~rEEB_1R JMP SHORT original.BBd481135

Figure 26 — MessageBoxA function.
MAGIC!!!, It’s MessageBoxA, he-he. Now we have the complete list of functions, have we?:

1- 401027 77d35694 --> DialogBoxParamA
2- 40104f77d19710 --> LoadlconA

3- 401069 77d15f0e --> SendMessageA
4- 401076 77d180bc --> GetDlgltem

5- 401088 77d180bc --> GetDlIgltem

6- 40109a 77d367ec --> LoadBitmapA
7- 4010ad 77d15f0e --> SendMessage A
8- 4010bd 77d367ec --> LoadBitmapA
9- 4010d0 77d15f0e --> SendMessageA
10- 40117a 77d1d9df --> EndDialog

11- 401169 77d3b00a --> MessageBox A

Well, not quite, GetDIgltemTextA is missing. We can get this one the same way that
MessageBoxA:

- —_———— —_——— e =

00481827 77d35694,
188:48184F 77d19718,
181481869 77d15f0e,
182481876 77d188bc,
103:401088 77d186bcl
184: 481803 77d367ec,
185 :4818ad 77d15fBe,
186 :4818bd 77d367ec,
187 :48108d8 77d15F8e
188 :48108fe 77d365b2,
189:481112 77d365b2.
118:48117a 77d1d9df,

Figure 27 — New Log.

ME4EIMER| o FEfD BiE FlzH LWUEL F IR 2od LEEF+E] |
aE4a18F2) . ES Ed4838860 | CALL <JAF.&user32. GetOlaltenTexth>

BE4818FE| . &R 48 FUSH 48

gE4a1iEa o 62 FCI24800 | PUSH original. 88483270

gE4a118s) o &2 EDEZEEEA | PUSH 2ED

Ga4a118A| . FFPS 83 FUSH DWORD FPTR S5: [EBP+21]

aE4a11E0) o EZ DAEgEEER | CALL <JMP.&user3Z2.GetOlaltemTentA>

ge4alllz . &2 FC324800 | PUSH original.B884832vCc |
EE4E1117) o ES_REAsEEEA | CALL <JMF. &kernel32. l=trlenR>

aa4ai1ic) . BBCa OR_EHX, EHX

Ba4a111e| .~ 75 82 JHE SHORT original.@@481l=z

Figure 28 — GetDlgltemTextA function.
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Don’t worry, there’s a way to get this address without knowing which function’s been called, which
is what we’re really interested in. Up to now, we’re only testing the results of the tracer.

Okay, we have all the functions from user32.dll, let’s get now the ones from kernel32.dll. Here’s a
problem that many of you may have suffered. I’ve asked the people in the list many times that when
they send sources attached to the tutorials, they send also the compiled exe or the dll because not all
of us have the same compilers and not all of us compile the same way. I was asking for the
compiled inyectors and dlls for more than a month ‘cause I didn’t have Visual C++ at home, but
nobody answered. Finally, Furious Logic and kaos_xlro helped me and sent them over. Furious
Logic sent all the tracers and dlls in the Xprotector and Themida tutorials and kaos_xIro sent me the
tracer 4.c and the dlls of the ApiWrapper (Thanks a lot to both of you!!!).

Once we have the inyector.exe and the corresponding dll, it’s easy to change it so that it does
whatever we want without having to re-compile it. What I did was to load the dll in Olly with the
dlls loader and to modify the code that loads the module we want to hook. This is the line in the
source code:

module = LoadLibrary( "user32.d1l" );

We can find this line easily in the dll, either looking at the String References or looking at the code:

Request to load DLL %

X

2 File 'C:\Documents and SetkingsitahuehEscritoriol159- Unpacking With Tracers by +MCRYmport.dll' is a Dyvnamic Link,
H-f/ Library, Windows can't execute DLLs directly, Launch LOADDLL EXE?

Si | Mo |

Figure 29 — Loading the Import.dll.

When we load a dll, Olly tells us that it cannot load it directly and asks us whether we want to do it
via LOADDLL.EXE. We say YES and continue:

16EE12EC|] .~ BF85 2CH168681 JHEZ imporct.1888142E

1EEE12F2|] . 2BF4 Maw EST, ESP

188812F4 | . &8 ECAAEZ1A |PUSH impoct. lBEZARSC FileHams = "user32.dl1"™"
lEaalzFs| . FF15 12226821 CALL DWORD PTR OS5: [<&KERHELZ:2. Loadl ibraruflk] LoadL ibraruA

16681 2FF(] . 3SBF4 CHF ESI,ESF

leEalzE1|] - ES ERBEGEGE | CALL import. IGBE1EFE

loBEalzeEe|) . A2 EBEZBZ1G | MOV DWORD PTR DS:[18EZESEE], EAK

188a1 26| . 2BF4 Mow EST, ESP

18@a1s60() . 6A BA FUSH & Stuwle = ME_OKIMB_AFPFLMODAL
leaaizer |l . &8 4886216 |PUSH imporct. 1BOZAG40 Title = "PRUEBA: kernel32.dLL™
legalizi4f) . o8 zZ9ABE218 | PUSH import. 1B82AB25 Text = "IAT UMIVERSAL % LOG™
1eEE1212() . &R BA FUSH & hOwner = HULL

1EEElz1e|l . FF15 B422@21) CALL DWORD PTR DS: [<&USERZSZ. MessagsBoxA:] MessageBorA

18@a132111 . 3BF4 CHP ESI,ESP

tga0iszs|| 1 Eg coomoess |CRErTimbocemiemmnern

Figure 30 — Changing the dll to load.

There you are, the code to be modified. We select the parameter of LoadLibraryA and click on
Follow in Dump — Inmediate Constant:

Address |[Hex dump ASCII ry
TEEZABEC| PSS 3 65 F2 33 32 ZE &4 &C 6C B0 B8 B8 OB B0 88| user32.dll......
1EEZAEEC | 3F 3F BF 43 48 5F B0 B8 B8 OE B0 B8 B8 06 B0 88| Y7?_CE_..........
TEEZAEFC | B BB B0 B8 B8 OB B0 B8 sC &F &7 2E 74 v8 74 88| ........log.tHt.
TEEZABEC | B bE BH B8 BE DB B0 B8 B8 OB B0 B8 B8 OB B0 B8 ... ... eeeenans
TAFEZAESTT AR AR AR AR AR AR AR AR AR AR AR AR AR AR AR AR .. o o _ oo oo oo ..

Figure 31 — Dump.
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Now we only have to change ‘user32.dll’ by ‘kernel32.dIl” and remember to write a null character
at the end of the string to avoid an error. Then we save the changes and it’s done, without

compiling:
kﬁddress Hex dump HSCIT Y
1BEZAEEC| 6B 65 P2 G6E| 65 E&C 233 32 2E &4 &C 6C BHE bH BB 88| kernel22.d11....
1BE2AE5C) 3F 3F 5F 45 408 5F A8 898 80 05 A8 88 86 66 A8 88| 77 CE_..........
1EEZAEFC) BB BB G B8 BB BB B8 B8 &C &6F &F 2E 74 72 74 88| ........ log. tut.
LG0ZA05C| B3 B9 08 99 69 69 08 99 69 B0 08 50 09 8O B8 98 iiiiiiiiairia.

Figure 32 — Now we load the kernel32.dll.
Now we run the inyector again and take a look at the log.txt:

17:77312a84 77e5b332,
18:77312a19 77e5b332,
19:77312a36 77e5b332,
20:477hda F7el16%9e,
21:4010887 77e5ad86,
22:40102e 77e598fdy
23:<

Figure 33 — Log.

We do the same thing as before, we open Olly and load any program and assemble direct jumps to
these addresses:

ES 2986R47°7
= E2 FCO0DAEYY
= Ea EE22ACF Y

s

JMP kernel3zZ2.UVirtualProtect
JMP kernel3z2.GetModu leHand leR
dgg kernel32.Ex itProcess

HOF

BE48 13E5
G348 1 EEH
BE4a188F
Ba4a1aia

Figure 34 — Functions from kernel32.dll.

We can see that there’s an error just by looking at the log.txt ‘cause the first address is 4774DA and
this address isn’t in our code section. Let’s take a look at the original program:

Besides, if we look at the table of jumps of the original program, we’ll see that VirtualProtect isn’t

HE4HEEEH | BEHE1E0E| original FPE header Imag| R RWE
BE4018680) BAOE1A0E original| . teut code Imag| R RUWE
BE4EZ2088 | AAEE1LAAE| original| .rdata imports Imag| R RUWE
BE4038E0) BE0E1E0E| original| .data data Imag| R RWE
BE404880) BAOFIE0E| original| .rsro rESOUTGES Imag| R RWE
HE4 SEEEH | BE0E4E0E Map |R E R E
BES4EEEE | BEDE2E0E Map |R E R E
HESEEEER | B8 1 B2E0E Map |R R

HEGEHEEE | BAREEEA0E Map |R E E E
HEIEHEEN | BEHE ] BHE Friv| Rl Rl
HEIYEEAEH]| BA0E]LB0E FPriw]| RWE RWE
HEASFEAH| BAEZ2 1808 Friv|RW Gua]RW

Figure 35 —MemoryMap.

there:
BE4R14EE| .- FF25 1926488| JiF DWORD PTR DS: [<&kerne|32.Ex itProcess:] kernel32. Ex itProcess
BG4R14C4| 5- FFE5 BCeG4B8) JMF DWORD FTR DS: [<&kerns |22.GetModu leHandleA>]1 | kernel32.GetMoou leHand Led
BE4E14CA| 5= FF25 BE264881 NP OWORD PTR DS: [<&kerne |32, LatrlenA>] kernel2z. lstrlend
Figure 36 — Table of Jmp’s of the original crackme.
Version 1.0 29lC: Page 25 of 36



Unpacking With Tracers II

Those are the only three functions that the program imports from kernel32.dll.

There’s only IstrlenA left, but as we know, the more we play with the hooked crackme, the more
functions we’ll have in the log. So we load the crackme again with the inyector.exe and we play for
a while with the edits and when we look at the log again, the missing function is already there:

19:77312a36 f7e5b332,
20:477hda F7el169e,
21:401887 ¥7eSad86,
22:40111c ¥7e568e1,
23:40102e ¥7e598fFd,
2h4:<

Figure 37 — Log of Kernel32.dIL.

FHELIEE | . b FLSSSHMEE | FUDH Or LSLNA L. B4 ss L

4811850 . &5 _ED@ZAEEA | PUSH 3ED

B4E118A( . FFYS 83 FUSH DWORD FPTR S5: [EEP+2]
gE4a11a0) . EZ DEB38E00 | CALL <JMP. &user32. GetOlaltemTentl>
gEd4a1iiz) . &2 FCI24000 |PUSH original. 88482270
aa4a1117) . E2 AEAZEEEE | CALL <JMP. &kernelS2. l=trlenf>
Ba4a111c BECE OR ERX,ERX
Bea4a111E| .~ 75 82 JHE SHORT original.88481122
aad4aliza) .~ JHMF SHORT original.B84818E3

.~ EE C1
gpdgllzz] > ES evooeoed |EALL original.B@dvllse

Figure 38 — IstrlenA function.
Now we have our list of kernel32.dll functions:

401007 77e5ad86 --> GetModuleHandle A
40111c 77e560e1 --> IstrlenA
40102e 77e598fd --> ExitProcess

The only one left is comctl32.dll, but we know how to solve that. We modify the dll and change
‘kernel32.d1l’ by ‘comctl32.dII’. We run the inyector again and take a look at the log.txt:

L]
256=> B———t————1-———+———-
1:401011 773138b1,
4 2:R

Figure 39 —Log of comctl32.dIl.

- EZ ACZEFIVE | JMP comct 132, InitCommonControls
=15} HOF

=] MHOF
A2 72324888 | 10U DWORD PTR DS: [483272]1, EAX
BE4818E8C EZ EF@48888 | CALL <JMP.%comct L1232, InitCommonCon

BE48 1885

Figure 40 — InitCommonControls function.
401011 773138b1 --> InitCommonControls

We already have all the functions imported by the program without having to trace or skip any anti-
debugs. But although these tracers make our life easier, they
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are not fool-proof. I’ve tested this tracer 4.c with diferent versions of ASProtect, PESpin with
CopymenllI and ExeCryptor and they haven’t got a single good entry. For instance, with some
versions of ASProtect (1.31 or 2.0), we got this message when we run the inyector:

SEN

05: YWindows =P Profezsional, SP1
CPLU: Genuinelntel, Intel Celeron, M @ 433 MHz

spplication data:;

Y pc2hvbjogl 21 SM 1w inB ERW en S THE 0N OEB amduT 1R nemFrbG s
20 U H o4 aE [piihivbd 2R 2omP 0 0K SWT e AT I0 awbd DG wbd DA b 2,
OkOZ23kZ5ATIF sy DN AD Qo DR wk DAk A0KLSBEMZZBAOT TN OOKLSA3M
OU0k D Awbd 50K LS BBQ zpc DIORE Sl 1 zesdM 2w Db larZea i vzhd iSl,
bGExdDApD OO CEeGUMCKMBAF AT ER YT Ml 3lzdG ik 2l cbnR kb G w

)3 | | Copy Test | | Submit Report

Figure 41 — Error in ASProtect 2.xx.

But with ASProtect 2.0 Build 10.20, it doesn’t happen. Another example is the Official Execrytpror
Crackme that we saw. In that case, it doesn’t get any function. But with the latest version of
Execryptor I haven’t had any problems, it got me all the functions:

256=> M———4————1-————+-———-2-
1:401027 77d35694,
2:u0104F 77d19718,

J:481869
4I4B81876
S:h4B1088
6:4818%a
fzhP18ad
8:4818bd
o:4B818d8
18:48181a
11481169
12:48168fe
134081112
14:48117a

77d15FBe
77d188bc.
77d188bc.,
77d367ec,
77d15F0e,
77d367ec.
77d15F0e.,
77d1bd7e.
77d3b@oga,
77d365b2,
77d365b2,
77d1d9df .

] 15z ¢

Figure 42 — Log from a crackme packed with ExeCryptor.

Those functions are from the CrackME 2 by Yllera packed (FULL) with Execryptor version 2.1.15
(Licensed Version).

NOTE: When I say that the tracer 4.c isn’t able to get any function, I don’t mean that it doesn’t
work, but that the tracer doesn’t works when we onlu run it, because with such special packers as
ASProtect or ExeCrytor or some with CopyMenll, the redirections of the table are very tricky and
go beyond our imagination XD. But this tracer has a log function that logs everything in the txt file
and gives us the tool to get all the functions that don’t show up by themselves. We’ll force their
execution and we’ll see that we can get all of them.

Let’s keep on working with the packed crackme that we had before.
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Now, imagine that some functions aren’t in the log for some reason that’s beyond our control. How

can we get those functions? Well, as AkirA says in his tutorial, we’ll force their execution.

For this task we need one library for each module of the OS. But, as we saw, we can modify that
library and we don’t need to compile many of them.

In this case, we’ll get some functions from user32.dll.

First of all we run the inyector.exe and the messagebox pops up:

PRUEBA: kernel32.dll [%)

IAT UMINVERSAL ¥ LOia

Figure 43 — MessageBoxA.

Then, it loads the packed program:

£ CrackME2 por Yllera

CrackslLatinoS

Figure 44 — Packed Crackme.

Now we open an Olly and we attach the B8.exe:

Select process to attach

Process |Mame I indow Fath s

BEE0E1E | csrss =ETCr =WIMHOOWS~sw st em3 2~ csrss. eHe B

EEERETIES | win logon | HetDOE Agent =PPuCr SWIMDOWS~swstem32~win logon.exe

HEEREIER | serwices C:~WIMHDOWS~sustem32~services.ene

BEAHAIEC| lsass Ce~WIMHDOWS~sustem32 - lsass.ete

HEAREZEC | swchost Ce~WIHDOWS~sustem32~suchost . exe

HEEREZES | swchost Cz~WIHDOWS~5ustem32~suchost . exe

HEAHEZFC| swchost C:~WIHDOWS~5ustem32~suchost . exe

AEERRZES | swchost Cr=WIMDOWSE~System32~suchost . exe

BEEHEZAC | spoo Lsw C:~WIHOOWS~sustem3Z~spoolsw. exe

HEAREZCH| TSCHe Llp | C:~Arch ivos de programa~Tel Ci~Hech ivos de programa~TechSmith~5nag

HEADE4EH| alg C:~WIMDOWS~5ustem3Z~alg. exne

HERRESER | UASerw i Ce~WIHDOWS~5ustem3 2~ URSer icer. ene

FEARE4CH | Winamp ODE Server Window C:~Hrch ivos de programasllinamp~Winanp.

HEEREEER | WIMWORD | Ortografva w grambt ica C:~Hrch ivos de programa~Microsoft OFFL

HEAREEER | Snaglt32| Snaglt OneClick C:~Arch ivos de programa~TechSmith~Snag

BEEEEEFS| b8 CrackMEZ2 por Yllera C:=b3.exe

BEEEEEAC | Evplorer| CicerolINndFrame C:~WIMDOWS~Exp lorer .. EXE

BEAEES0S | Mider Miner C:~WIMHDOWS-Miner.ene ;

HEAHEEFE | ot £ mon CicerolIWndFrame C:~WIMHDOWS-5ustem32~ctfmon. ene b
Aftach | Cancel |

Figure 45 — Attaching .
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Now we go to the MemoryMap and look for the beginning of the code section of the program:

HE4HE8EE | AEEE]1 888 | b2 FE header Imag| Rl RUWE
88481880 A06E1888| b3 teRt Imag| Rl RUWE
BE4E2888 | AREE]1 888 | b3 .rdata Imag| Rl RUWE
BE4E83008 | DO0E1Ea88 | b3 data Imag| Rl RIE
BE4 04880 BADFIADE | bE L IErG CESOUTGES Imag| Bl RWE
89477008 008ETAEE| bE imports | Imaa| U RUE

Figure 46 — MemoryMap .

In this case, we know that it begins at 401000 but in other cases we won’t know. However, very
often it’s the section next to the PE-HEADER. So, we go to the beginning of that section, which in

our case is precisely the OEP

BE4E 188 &R B@ FUSH @

BE4E 1882 E2 BDA4EREAR CALL b3.a84A14C4

ga4a1887 Az Fe324880 MOY DWORD PTR DS: (4832731, ERX
BE4a8 1880 EZ EFa48886 CALL b3.884R1568

aa4a1811 &H 848 FUSH &

BE4a1813 &2 ZE184886 FUSH bE.88d4R162E

Bad4aials &A 848 PUSH @

BE4a181H & &5 PUSH &5

aa4aiaic FF35 72324006 |PUSH DWORD PTR OS: [4@3273]
Ba4a1822 EZ2 A28488E86 CALL b2.88481406

Figure 47 —OEP .

Now, we look for the table of jumps of the IAT by doing a binary search of the opcodes of the

jumps (OxFF25):

Enter, binary string to search for

b3

ASCI
UNICODE [l
HEX+02 (e

Iv Entire block

[ Caze sensitive

<< =

OF.

Canicel

Figure 48 —Searching Opcodes .

B84814BE| - FF2E 1828468868 | JHMF DWORD PTR DS:[4826167
HEd4El4C4 | — FF2E BC2ad4aaa | JMP OWORD PTRE DS: [4B828EC1
BE4E14CH| - FF2E ogzadaaa | JHMP DWORD PTR [5: [4820835]
HE4E 1400 - FF2E ZBZad4aaa | JHMP DWORD PTR 05: [482626]
AEdE 1406 |- FF25 18284888 | JHMP ODWORD PTR D5: [482A187
AE4E 1400 = FF25 1CZA4E8a | JMF OWORD PTR DS: [482A1C]
HE4E14EZ | = FF25 24284888 | JMF DWORD PTRE DS: [482634]
HE4E14ES | = FF25 24284888 | JMP DWORD PTRE DS: [482624]
EE4E14EE |- FF2E5 282848848 | JHMF OWORD PTR DS:[4826258]
AEd4al4F4 | — FF2E 2024808 | JHMP OWORD PTRE DS: [4B8282C1
BE4E14FA|— FF2E ZBZadaaa | JHMP DWORD PTR [5: [48260368]
na451500| - FE2S Bazadapn |JHP DUORD_FTR_DS:[4n2680]

Figure 49 —Table of JMP's .

Good, we can see that all the entries have been redirected.

Before, we said that this dll had a log function that wrote the addresses in the log.txt. Well, this

function works along with a table with the following format:
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PUSH ADDRESS_OF_THE_FUNCTION
CALL LOG_FUNCTION
RET

ADDRESS_OF_THE_FUNCTION: is the actual address of the function got from the exports table
of each module that is loaded with the dll. In this case we’ll find all the functions from the exports
table of user32.dll. Then, when one of these functions is called from the program, it isn’t called
directly to the module, but to our dll that will intercept the call and will log the point from which the
call was made as well as the function called.

This table is easy to find, we only need to go to the Memory Map and put the OPCODES of the
instructions, but using wildcards, because we don’t know the specific addresses or the address of
the log function:

Enter, binary string to search for

ASCI [

UNICODE [
HEX +0B  [[AE EB C3

Iv Entire block ﬂ J

[ Case sensitive Ok Carnizel |

Figure 50 —Searching the log function .

The first occurence is this:

2] Dump - 00150000..00150FFF FE&E
HE1ER20E Fr| ™ b E, D% thhEiw

ART1ER=4A

Figure 51 —Dump.

BE 158208 &2 DFD201YY FUSH 7rD1090F
BE158205 ES 3580EEBBAF CALL import.l1B6868188F
BE158:20H C3 RETH

BE15820E &2 EZE2A0EYY FUSH FFOESHES
BE1EE2ER EZ2 ZABDEEBF CALL import. 18661688F
BE1EE2ES (9] RETH

BE1EAZEL &2 E2E20177 FUSH FFO152ER
BE1562ER EZ2 1FBDEEEF CALL import. 1B661688F
BE15azFa [ RETH

BE15A2F1| - E2? ADASESHA JMP EndTask
AR1ERZFA|l RRGER onn RYTF PTR NS-TFFO%T Ql

Figure 52 — Begining of table.
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And the rest of the table is at 0CDO000O:

BECOAEER &2 &FBOD17Y PUSH #FPO1B0DSF

BACOAREAS E2 BE182268F CALL import. 16661688F

BACOAREA (9] RETH

BECOAEEE &2 PBELD3YY PUSH 7PO3EL196

BacCoaala ES FRAF338F CALL import.1868&188F

Bacoaals C3 RETH

BEACOAE1E &2 BO2:2D17Y FUSH 770O192E0

BECOaE1E EZ2 EF@F228F CALL import. 16661688F

BECOAE2E (9] RETH

Bachasz1 &2 21920677 PUSH 7PFO&9221

BACOAB2E E2 E48F228F CALL import. 16661688F

BEC0aE2E [ RETH

Bacoaszc &3 B1BRDSYY PUSH 77OSEAAL

aaCcoaas1 ES D98F338F CALL import. 18686188F

BECOAEZE =] RETH

BECOaEa7 &2 FFBFD1YY PUSH 7FO1BFFY

BECOAE2C EZ2 CEBFZ228F CALL import. 16661688F

BaCchaE4g 1 (9] RETH

BaCoaa4:2 &8 ZFE2DEYY PUSH FFOSEEEF
ECOBE47 E2 C28F228F CALL import. 16661688F
CoeE4C [ RETH

ACOEE40 653 F45EDETY PUSH 7FOSSET4

BaCOaas:s ES B38F338F CALL import. 18688188F

BECOAEs T (=] RETH

BECOaEc: &2 6AVADIYTY PUSH 7FO27ECH

BECOAEED E2 RDEF22E8F CALL import. 16661688F

BACOARE: (9] RETH

BACOARES &8 BFPI027Y PUSH FFO279E7

gaCchases ES RZ8F338F CALL import.10881688F

BaCOasasn C3 RETH

BEACOABEE 653 BCEFDSYY PUSH 7FOSEYAC

BECOAE S EZ SVEF338F CALL import. 1666188F

BaChaE = 9] RETH

Figure 53 — The rest of the table.

FUNCION_LOG in our case begins at 1000100F:

166618684 [ IMTZ2

1BEATEEE| % E? CeB28E0ER | JMP imporct. 16661208
lEEa16EH| % EZ FlB8Eaa | JMP import. lO0681C6E8
»~-EZ GCAABEAGE | JMF import. 1BEE1ASE
TeEaialid) . E? AFB48000 | JMF import. 1BEE14C8
1eaaiaig) % Eg 22888088 | JHP import. 10681048

leaalalF cC IMTZ2

Figure 54 — The start of Function Log.

As you can see, | already put a BPX with F2 in the jump that takes us to the function, because we’re
going to need it.

1eEa1esE|r: LES FUSH EEF

laaaiazl(| . SBEC HMaw EBF,ESP

lBaai@zs(] . S83EC 48 SUE ESF, 48

leaaiEss(| « 53 FUSH EEX

lBaaiEsy(l . 56 FUSH ESI

lBaaiEss(| . 57 PUSH EDI

leEEaiees(] « 8070 Ca LER EDI,OWORD PTR SS: [EBP-4@1
leaaiaec||l . B9 168@8asa | Mol ECH, 1d

leEaiEz1 |l . B& CCCCCCCC | MOU ERX, CCCCCCCC

lagaieas(l . F3:AB REF STOS DWORD FTR ES: [EDI]
topatess|| . e PUSHAD, ___

Figure 55 — Function Log.

That’s the beginning of the log function, but we’re interested in the end of the function. So we must
put a BPX in the final RET of the function:

- [T

legalz4v7|l . B5E FOF ESI
1eaalz43)] . FOF EBX
le@alz=4911 . 383C4 48 ADD ESF, 48
le@al=4c|] . 3BEC CHMF EEF,ESF
leEalz4e|l - EZ SD8CE8ER | CALL  import. 1BEE1EFE
leEal=2c2|1 . BBES MOL ESP, EBP
1GEA12EE] . 5D FOF EBP
. L2 RETH
leBalzgy cC INT3
18881255 cC INT3

Figure 56 — The RET of the function.
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Now let’s go back to the table of jumps of the program.

Now we need some previous info to work, because if we start here, we won’t know what functions
does the program use and, even if we knew using the KAM for instance, we should also know
where the jumps to user32.dll, kernel32.dll, etc.,. are. We’ll use this when there are only a few
functions missing and we’ll use the first mechanism to find the rest of them. Otherwise it won’t
make much sense to do all the work manually, that would be the Unofficial ExeCryptor Crackme.

For instance, let’s look for all the functions that weren’t in the log and that we had to get by playing
with the crack for a while. If my memory serves me well, they were MessageBoxA,
GetDlgltemTextA (from user32.dll) and IstrlenA (from kernel32.dll).

Let’s suppose that we have the complete table already and only the above fuctions missing.

Let’s mark in the picture the jumps that are still left to be repaired:

BE4E14ED| CC INTS
BE4G14EE| - FF25 18264608 |JHMP DWORD PTR DS:[482018]
BE4G14C4| - FFZ5 BLZG4886 | JHF DWORD FTR OS:[482G6C]
G04614CH| - FFZ5 BS2G4088 | JHP DWORD PTR DS:[402005] effe—— uha
BE4G1406| - FFZ5 26264896 | JHF DWORD PR DS:[482G28]
BE4G1406| - FFZ5 18264898 | JHF DWORD FTR OS:[482G18]
BE4G140C| - FF2E 1C264808 | JHP DWORD FTR DS:[482G1C]
GE4614E2| - FFZE 34264008 | JHP DWORD PTR O5:[462834] f—— dos
BE4G14ES| - FF25 24264608 |JHMP DWORD PTR DS:[482624]
BE4G14EE| - FFZ5 28264806 | JHF DWORD FTR OS:[482G25]
Ba4614F4|- FF25 20284008 | JMP DWORD PTR D5:[40202C] iff—— tres
BE4G14F0| - FFZ5 58264806 | JHF DWORD FTR DS:[482658]
aa4aisen|- FE2S baedace | i DUORD ETR DS: f4a2000)

Figure 57 — The Missing functions.

As I said before, we assume that we have the rest of the functions and we know which ones are
missing.

If we have the rest of the functions, we know where the jumps to the functions of kernel32, user32,
etc.,. are. In this case, we know that the first two were from kernel32, then the one missing and then
the jumps fo the functions from user32.dll. So this jump is either the last from kernel32 or the first
from user32. Which one do we choose? Well, let’s try. I have the dll which intercepts functions
from user32.dll loaded, so I'll go for the other two first ‘cause they’re very likely to be from
user32.dll since they’re among the others. So we’ll start with “tres” and “dos” and then we’ll go to

At the end of this table of jumps we have some free space in which we’ll write a JMP to “tres’:

Bk 1 ok Ll HUU B%I1E FIH LSz LEHAT, HL
BE481568H BREE ADD BYTE PTR DS:L[EAX]1, AL
BE4E158C)~ EB EG JMP SHORT b2, BE4614F4

BE48158E BEEE AODO BYTE PTR DOS:LCERXI, AL
BE4a151A Ju]uTsTs] ADD BYTE PTR D5:[ERAXI, AL
ARARTE] 2 ARGR onn RUTE PTR NG=TFO%T Ol

Figure 58 — Writing a JMP to “tres”.

We change the EIP by doing a NewOriginHere at the jump:

Please confirm suspicious EIP

<@ The byte wou are pointing at lies outside the executable code of any known module, Invalid EIP may have disastrous
‘Hf/ effects on the debugged program. Do vou still want to change origin?

Si | Mo

Figure 59 — Changing the EIP.
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Ju]ulsTs] ADD BYTE PTR DO5:LERAXI, AL
ae8a8 ADD BYTE PTR DO5:CEAXI, AL

~~EE E& JHMP SHORT bS.A64814F4
BE48 158E aaaa HOD BYTE PTR DS:L[ERXI, HL
BE4a151A BEEE ADD EBYTE PTR DS:LEAXI, AL
BE4a1512 Baaa ADD BYTE PTR DS:L[EAXI, AL

Figure 60 — Writing a JMP.

Now we press F9 (Run) and the program stops at the first of the two BPXs:

»w ES BLHAEEER | JHF LMOOCt . 1E6061AEE
Fv| E? AVB48008 | JMP import. 188814CH
oo Eg ZZ2a8888 .ilnﬁgi.ml:lnrt. 106616848

CC IMTZ2
~r

leaaialig
1eEaiale
166E181E
1aaaialF

1 FAAEA B20EA

Figure 61 — Stop in the BPX.

If we look at the Stack, we can see that between both returns there’s an address:

BE15AFEA| RETURH to BAIEAVEA from impoct. 1BEE1EEF

BE1EFFCE| 77FO2BAGA| USER2Z.FFOSBEEA

BEL1EFFCC| vPF4F31F| RETURM %o ntdll.7rF4F21F from ntdll.DbgBreakFoint
BE1EFFOE| BEBEEEES

AFTFFFENS T ARAARRRS

Figure 62 — Stack — Address of the function.

Let’s copy that address and let’s assemble, in another Olly, a jump to it:

- EF BEABSEYY | JMP user3Z.MessageBouH
BE4E ] AES =15} MOF
BEGE 1 AEE Q6 MOF
EE461EE7 ] . A2 72224688 [HMOY DWORD PTR OS: [(4822721,EAX

Figure 63 — JMP to MessageBoxA.

Now we press F9 again and it stops at the RET of the LOG function:

ieaaiz4a)] . G5B | FOP EEX
leaaiz421]1 . 33C4 48 ADD ESP, 4@
leaalz4c|) . 3BEC CHF EEF,ESF
le@Eali=4e|] « ES 208CE88R | CALL import. l1BEE1EFE
1e@al=s3|] . 8BES MOL ESF, EEFP
1EEAL=EE1] . 50 FOF EEF
= B RETH
1HERT2E? rr: THT=

Figure 64 — We stop in the RET.

We change the EIP in the Stack so that it returns to the jump:

BE4E156C) b2. AE4E156C

BE1EFFCE| YrD2E88R| USERSZ. FrDE8BEA

BELEFFCC| vPF4F31F| RETURM %o ntdll.7rF4F31F from ntdll.DbgBreakFoint
BE1EFFOE| BEBEE8ES

BEIEFFD4 | BEBEEEES

BEIEFFDE] DEBEEEE1

Figure 65 — We can change the return of the call.
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Ba4a15685 BEGEE AODD BYTE PTR
346 158H Baaa ADD BYTE PTR
~-EE E& JHMFP SHORT BS.

aEaa AOD BYTE FPTR

aaaa AOD EBYTE FPTR

BEEE AODD EBYTE FPTR

Baaa ADD BYTE PTR

05: CEAX], AL
05: CEAX], AL
ge4814F4

D05: CERXT, AL
D0S:CERX], AL
OS:CEAX], AL
DS:CEAX1. AL

Figure 66 — JMP to JMPs table.

Of course, I put a BPX beforehand so that I don’t miss the execution ;)

Now I change the address of the jump and point it to “dos”, that is, JMP 4014E2:

KNI L T [aparar] HUL CFIE F IR LSE LEHA D, HL
HE4E 1588 HEEE AOD BYTE FTE OS:[CERX], AL
EHiEdE 1S8R HEEE AOD BYTE FTE DS:[CEAX], AL
~-EB D04 JMP SHORT b&.@@4@14EZ
BHE4E 158E HEER AODO BYTE FTE DO5:CERX].AL
ARLATET A ARRA ANN RYTF PTR NS:TFRX1.AI

Figure 67 — JMP to JMPs table.

We press F9 (Run) again and it stops at the log function.
And we see the address of the function in the Stack again:

BE1EFFCY

BA15A96A] RETURH to BRISADEA from imporct . 1BE8E1EEF

7rO0265B2) USER32. FFO2EEE2

rrO03E8AR| USER3Z. 7 PO3EAEA

rrF4F31F| RETURH to ntdll.77F4F31F from ntdll.DbgBreakFPoint

BEEEEEE5

A FrrmA R A

Figure 68 — Stack of Log Function.

Now, in another Olly we assemble a JMP to this address (JMP 77D365B2):

E2 BZHEZSFY
Eg AZEE23YY

JHP user3z2.HessageBorH
ﬁgg userd2.Get0lgltenTextA

MOF
CALL <JHMP.%comct 132, In itCommonCe

El5]
aad4eiEac(] . ES EFa48080

Figure 69 — Writing a JMP'’s.

For the last function, the best thing would be to modify the source so that it loads the more dlls
possible, or at least the best known ones (kernel32.dll, user32.dll, comctl32.dll, etc.,.). So I made a
table for each module. Otherwise we would have to try with each dllI until we find the right one.

In this case, our only chance is to change the dll to look for functions from kernel32.dll, ‘cause
Olly, when we repeat the procedure, stays “Running” and nothing happens. So this could be a good
sign to change dlls, he-he.

We proceed as before, we modify the dll to look for functions from kernel32.dll, we run the
inyector, we attach the program and we assemble the jump to the function missing:

BE48 15680 BEEE AODD BYTE PTR DS:[ERXI, AL
BE48158E BEGEE ADD BYTE PTR D5:[ERAXI, AL
BE4E151A u]sTsTs] ADD BYTE PTR D5:[EAXI, AL
Ba4a1s12 ~-EE E6 JHMP SHORT bS. BE4814CH

BEa4a1514 aaaa HOD BYTE PTR DS:L[ERX],HL
BE4E1516 BEEE ADD BYTE PTR DS:[ERX], AL

G LRt kal ATE ATR e . FEAT T

Figure 70 — Writing a JMP, the last one.
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We change the EIP and press F9 (Run) and it stops at the beginning of the LOG function:

B9 eCEEEEEE
1EEE1EL4 | $v| ES AVE480688
1EEE1A19| $v| E9 22880888
iseiate] | ge

Figure 71 — Stop in the BPX.

JHMP import. 106016828
JMP import . 10661408
JMP import. 106616848
INTZ

TRITS

And if we look at the Stack, we have the address of the missing function:

HE1S0EEH] RETURH to BE1500EA from import. 16E01E8EF

BEI1EFFCE| FFESEHEL kernel32. Y FEEGHEL

BE1EFFCC| FFF4F31F|RETURM to ntdll.7rF4F31F from ntdll.0bgBreakPoint
HELEFFDE| BEDEEEHS

BoiEFFD4| Gaacand

e

Figure 72 — Stack of LOG function.

We go to another Olly and assemble a jump to that address:

S S, e S Y S O S T e S U O S s I N N
- ES BEAESEYY [ JMP user3z2.HMessageBodA
- E9 A2EE92VY | JMP uwser3Z2.GetDlaltemTextA
- E9 DZEOASYY [ JMP kernel3Z. lstrlenA

28 Hap
] Hap
&H DB FUSH &

SO D0 AARGaA OHCY e imie =1 @AGAGI@R2C

BE4E 1885

AAARI @2

Figure 73 — Writing more JMPs.

With this, we have the complete table, but it still takes us long to fill the table entry by entry. So my
idea isn’t other but to automatize this last mechanism proposed by AkirA via an injert which will
change the jump so that it points to each of the jumps in the table. Then, when it stops at the log
function, it’1l take the address from the Stack and store it in the corresponding memory address.
Then it’ll change the return of the function and repeat everything all over again. As I said, this is not
too complicated but the more dlls are loaded in memory, the better. So that every function could be
found in some table, otherwise we won’t know where the functions of each module begin. So the
first thing is to modify the source of the tracer 4.c to do this. I'm not sure how to do that, probably
just adding more lines like:

module = LoadLibrary( "user32.d1l" );

will suffice. If any of the list members (kaos_xIro or AkirA) can send me the source, I'll continue
with this.

3. References

] “AkirATrazadores”, AkirA , http://www.iespana.es/OllyDbg

] "AkirAApiWrapper" , AkirA, http://www.iespana.es/OllyDbg

] “AkirAExecryptor”, AkirA, http://www.iespana.es/OllyDbg
[4] “AkirAObsidium”, AkirA, http://www.iespana.es/OllyDbg

]

]

“Inyeccion corriendo e inyeccion por registro_kaos”, kaos_xlro, CracksLatinoS! List
“Trazador 4c_kaos”, kaos_xlro, CracksLatinoS! List
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4. Conclusions
Well, this is the end. This new method if very powerfull but try it by your self =)

All the code provided with this tutorial is free for public use, just make a greetz to the
authors and the ARTeam if you find it useful to use. Don’t use these concepts for making
illegal operation, all the info here reported are only meant for studying and to help having
a better knowledge of application code security techniques.

5. History

= Version 1.0 — First public release!

6. Greetings

Of course, the first thanyou goes to AkirA for giving us this new possibility and second and not less
important, to kaos_xlro who was the one that taught me and hefiped me with this subject. Also the
people from VirtualMachine. I also want to say hello to kOrt, ELVIS[em], Joe Cracker, SyXe and
EagleCrack who I always find in MSN, although I’'m always about to leave (sorry for that). I also
say hello to Ricardo with whom I dreamed last night. I very much look forward to meet him and
I’'m travelling to Buenos Aires, Argentina soon.

And of course to everybody in the CracksLatinoS! 2005 list and all the people in ARTeam, no
exceptions.

See you soon.
+NCR/CRC! [ReVeRsEr]

Saturday, November 12th, 2005

ncr.iespana.es
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