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��� $EVWUDFW
 Hi folks!! How are you doing?. I’m back again writing a tutorial but this time with a goal that I
hope to be able to achieve sometime in the near future. I pretend to follow (if he allows me to do so)
the steps of the Master $NLU$. This guy, a good friend of mine, cracker, programmer and researcher
has opened to us a wide range of possibilities we must take advantage of. Everybody in
CracksLatinoS! 2005 know who I am talking about, but some people know him specially for his
excellent work with Xprotector and Themida.

AkirA and his tracers have given us many new possibilities when it comes to face our beloved
packers, either new ones or not so new ones. Up to now, the tracers are the best tool to do 70%, if
not more, of the work. In this “short” tutorial we’ll see how to blow up a packer and how to play
with it. I can’t remember if it was RLP, Hygyn’s, SCP or PE Mutilator, but it’s a packer nonetheless
with an easy redirection of the import table. But the important thing is that we’ll see how to use the
tracers and how to apply them to diferent cases and we’ll realize how they make our life easier,
specially with the import table (IAT).

Before starting, as AkirA once said, the tracers are useful with most of packers nowadays, even the
new ones that come out, ‘cause few programmers now them yet. But if we start using them and
make them known, we’ll see that things will change. It’s a fact that packers are more and more
complicated, with more anti-debug and anti-dump tricks, redirections of the import table almost
impossible to figure out, and many more difficulties. But with this tool, things are much easier.

Well, enough said, let’s start working and see what happens...

As usual I will provide sample code with this tutorial, and non-commercial sample victims. All
the sources have been tested with WinXP and Visual Studio 6.0 (Visual C++).
The techniques described here are general and not specific to any commercial applications. The
whole document must be intended as a document on programming advanced techniques, how
you will use these information will be totally up to your responsibility.
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��� :RUNLQJ�:LWK�7UDFHUV
First of all, we’ ll define the basic idea of a tracer, which is the name that AkirA gave to them.

A tracer consists basically of an inyector (exe) and a library (dll).
The inyector creates a suspended process, which in our case will be the packed program and then it
inyects a remote thread in that process. That remote thread is nothing but our DLL which has a
hook. That hook can intercepts functions which can be the usual ones or even Zw functions or a
ntcall. We can even dump sections, log any instructions we want, etc. All in all, we can do whatever
we want with to the program once we have it under control, thanks to the hook.

I don’ t pretend to explain all the theory here, you can study AkirA’ s tutorials for that matter. I’ ve
only used them and tried the ideas shown there to see if they worked. And they did! They’ re pretty
powerful.

Those who want the whole theory about tracers should read the tutorials here:
www.iespana.es/OllyDbg under AkirA’ s section, all of them are there, the one about Xprotector,
Themida, ApiWrapper, and the rest of them.

In this tutorial we’ ll use the type 4.c tracer, because the type 4.b had a bug when working with
kernel32.dll; which was solved by NDRVB[OUR.

We’ ll also use a couple of crackmes, one packed and the original without packing so that we can
compare to see if things are going well. Our main goal isn’ t unpacking but to show how well the
tracers work and what a fantastic tool they are to fight packers. They can even be used with
programs that aren’ t packed, but that’ s another story.

Now, let’ s go. First of all let’ s see how we would unpack a program without using tracers. We load
the program in our OllyGhost modified with the patches for VP, plugins for anti-debug,... Well,
what we always use in unpacking tutorials. I’ ve said this many times, so I hope you know what I’ m
talking about.

)LJXUH���±�(UURU�RQ�3(�+($'(5�

Soon after the start, we see this warning message in Olly that prevents us from loading the program.
As you can see, it stops at System StartUp Breakpoint:
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)LJXUH���±�6\VWHP�6WDUW�8S�%UHDNSRLQW�

This happens because the value in NumOfRvaAndSizes has been modified on purpose by the
packer itself. In general, in many packers this value is used to decrypt the last portion of code before
jumping to the OEP and perform a CRC32. In this case, the value has been changed to 40h:

)LJXUH���±�1XP2I5YD$QG6L]HV�

The default value in Windows executables is 10h and every program, suposedly, should have that
value. But as I said, sometimes this value is changed with evil purposes in mind ;)

If we also look at the MemoryMap, we’ ll see that many of the sections of the program haven’ t been
loaded. Only the PE-HEADER and another section:

)LJXUH���±�6HFWLRQV�	�3(�+($'(5�
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And if we open the original crackme with a PE Editor, we see that there are a few more sections
that should be loaded:

)LJXUH���±�6HFWLRQV�

The view is too fuzzy by now. What can we do? Well, I, personally, would start trying things and
perhaps do some unorthodox thing to unpack the crackme. Many of us have done this sometime, but
today we will resist the temptation and we will try this new tool we’ ve heard about some time ago
that maybe we don’ t fully understand but we know that it works and that’ s enough. At the end of
the tutorial you will be able to judge if it was worthwhile or not.

Before using our tracers, let’ s try something. Let’ s change the value in
NumOfRvaAndSizes to 10h and load the Olly again.

First we change the value using any PE Editor like LordPE:

)LJXUH���±�&RUUHFW�1XP2I5YD$QG6L]HV�

Now we load the program in Olly and we see the usual warning we like so much:

)LJXUH���±�(QWU\3RLQW�2XWVLGH�WKH�FRGH
�
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You missed it, didn’ t you? XD.

And then this annoying message pops up:

)LJXUH���±�(PS\�FRGH�VHFWLRQ

We press <Aceptar> and now it seems we’ re at the EP:

)LJXUH���±�(QWU\3RLQW�

I configure my Olly so that it doesn’ t stop at the exceptions:

)LJXUH����±�'HEXJJLQJ�2SWLRQV�
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The I press F9 (Run) and the program starts beautifully like if nothing had happened. So, that value
in NumOfRvaAndSizes was there just to piss us off. But be careful, in many cases couldn’ t be like
that. An example is my friend PDUFLDQR¶V packer. As I said before, it uses that value to unpack a
section of the code and to perform some CRC32s. Actually, this value is used to decrypt a part of
the code.

Now, let’ s uncheck all the boxes that we checked before in the exceptions tab and restart Olly by
pressing <Ctrl+F2>. We’ ll make use of the exceptions method to get to the OEP. I assume that you
know how this works, so I won’ t go through it in detail. The only thing I’ ll tell you is that the last
exception before the program starts is (in my computer):

)LJXUH����±�/DVW�([FHSFWLRQ�
An the OEP is:

)LJXUH����±�2ULJLQDO�(QWU\�3RLQW�

OEP == 401000.

If we look for the table of jumps of the IAT, we’ ll see the values in the jumps that have been
redirected:

)LJXUH����±�2SFRGHV�WR�VHDUFK�
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)LJXUH����±�7DEOH�RI�-03¶V�

If we select one of those jumps and click on Follow in Dump, we’ ll see all the redirected addresses
of the IAT:

)LJXUH����±�,$7�:LWK�5HGLUHFWHG�$GGUHVVHV�

Our job now would be to find the section of the code in which the packer stores all these “bad”
values. That’ s not difficult and you’ ll see that it’ s right here:

)LJXUH����±�5HGLUHFWLQJ�$GGUHVVHV�

It’ ll take an address out of the Stack and it’ ll store it in the memory address pointed by EDX:

)LJXUH����±�6WDFN�

We can even see the name of the redirected function in the Stack. And if we look at the registers,
there’ s no doubt. We have all the info needed to write an script:
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)LJXUH����±�5HJLVWHUV�

We could write a script like the following one to easily repair the IAT.

--------------------- SCRIPT TO REPAIR THE TABLE -------------------------

start:
ESKZV 40eb4d,�[�
HRE break
UXQ
break:
FPS eip,40eb4d
MQH final
ESKZF 40eb4d
PRY [esp],eax
MPS start

final:
UHW
---------------------------------------------------------------------------------

This is the way we usually do it. But, what if the redirection is like the one in Execryptor? Or if
there’ s too much antidebug to trace the program? Or if there’ s too much polimorfism and also
mixed with JunkCode? Or even worse, the new built-in methamorfism in ASProtect? No doubt that
the job would be much more difficult and we would spend several hours in front of the computer
trying to repair the IAT or trying to find the OEP. Actually, when I wrote the tutorial of the
Unofficial Execryptor Crackme, I repair the IAT by hand and I traced one by one more than 200
entries and I swore that I wouldn’ t do it again (although I did, he-he).

Well, this is like those TV ads where they say, “Buy it now and solve all your problems”. In this
case the product are the TRACERS.

Okay, this is the code of the inyector:

�������������������������&2'(�2)�7+(�,1<(&725�����������������������������
�LQFOXGH��VWGLR�K�
�LQFOXGH��ZLQGRZV�K!
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LQW�PDLQ��
^
�����+$1'/(���������K0RGXOH�
�����FKDU����������
'//)LOH �LPSRUW�GOO��
�����FKDU����������
SDWK �&�??E��H[H��
�����67$5783,1)2����6,QIR�
�����352&(66B,1)250$7,21�3,QIR�
�����LQW�/HQ:ULWH�
�����FKDU�
�$OORF0HP�
�����+$1'/(�K7KUHDG�
�����':25'�5HVXOW�
�����37+5($'B67$57B5287,1(�,QMHFWRU�
�����)$5352&�S/RDG/LEUDU\ 18//�
�����/HQ:ULWH� �VWUOHQ�'//)LOH������
�����*HW6WDUWXS,QIR�	6,QIR��
�����&UHDWH3URFHVV�SDWK��18//��18//��18//��)$/6(��&5($7(B6863(1'('��18//�
18//������	6,QIR�	3,QIR��
�����+0RGXOH 3,QIR�K3URFHVV�
�����$OORF0HP� ��FKDU�
��9LUWXDO$OORF([�K0RGXOH�18//��/HQ:ULWH�
0(0B&200,7�3$*(B5($':5,7(��
�����:ULWH3URFHVV0HPRU\�K0RGXOH��$OORF0HP���'//)LOH��/HQ:ULWH��18//��
�����S/RDG/LEUDU\� ��)$5352&��*HW3URF$GGUHVV�*HW0RGXOH+DQGOH��NHUQHO���GOO���
�/RDG/LEUDU\$���
�����,QMHFWRU� ��37+5($'B67$57B5287,1(��S/RDG/LEUDU\�
�����LI��,QMHFWRU�
�����^
���������SULQWI��&DQQRW�LQMHFW�7+5($'B67$57B5287,1(?Q���
���������UHWXUQ���
�����`
K7KUHDG� �&UHDWH5HPRWH7KUHDG�K0RGXOH��18//�����,QMHFWRU�
�YRLG�
��$OORF0HP�����18//��
�����LI��K7KUHDG�
�����^
��������SULQWI��&DQQRW�FUHDWH�7+5($'B67$57B5287,1(?Q���
��������UHWXUQ���
�����`
������5HVXOW� �:DLW)RU6LQJOH2EMHFW�K7KUHDG��,1),1,7(��
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������LI�5HVXOW  :$,7B$%$1'21('�__�5HVXOW  :$,7B7,0(287�__
5HVXOW  :$,7B)$,/('�
������^
���������SULQWI��:DLW)RU6LQJOH2EMHFW�EDG�UHVXOW?Q���
���������UHWXUQ���
������`
���������9LUWXDO)UHH([�K0RGXOH���YRLG�
��$OORF0HP�����0(0B'(&200,7��
���������LI�K7KUHDG� 18//�
������������&ORVH+DQGOH�K7KUHDG��
���������5HVXPH7KUHDG�3,QIR�K7KUHDG��
����������([LW3URFHVV����
����������UHWXUQ���
`
���������������������������������������������������������������������������������
Once we’ ve compiled this source in Visual C++ 6.0, it’ s time to write the dll.

�����������������������������75$=$'25���&����������������������������������������
�LQFOXGH��ZLQGRZV�K!
�LQFOXGH��VWGLR�K!
�LQFOXGH��VWGOLE�K!
�LQFOXGH��VWULQJ�K!
�GHILQH�VFDVW�VWDWLFBFDVW
�GHILQH�UFDVW�UHLQWHUSUHWBFDVW
ERRO�,QVWDODU���
ERRO�'HV,QVWDODU���
��ERRO�1WGOO$SL����(VWD�YDULDEOH�GHO�FRGLJR�HQ�DVP
+02'8/(�PRGXOH�
FRQVW�%<7(
�LPDJH%DVH�
FRQVW�,0$*(B'26B+($'(5
�GRV+HDGHU�
FRQVW�,0$*(B17B+($'(56
�ZLQ+HDGHU�
FRQVW�,0$*(B'$7$B',5(&725<
�H[SRUW'DWD'LU�
':25'�H[SRUW59$�
':25'�H[SRUW6L]H�
':25'�H[SRUW%HJLQ�
':25'�H[SRUW(QG�
FRQVW�,0$*(B(;3257B',5(&725<
�H[SRUW'LU�
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':25'
�IXQF7DEOH�
FRQVW�':25'
�QDPH7DEOH�
FRQVW�:25'
�RUGLQDO7DEOH�
FRQVW�':25'
�QDPH7DEOH%HJLQ��
QDPH7DEOH(QG��
QDPH7DEOH,WHU�
FRQVW�:25'
�RUGLQDO7DEOH,WHU�
':25'�1XPHUR)XQFLRQHV ��
YRLG�
�3ULPHUD7DEOD�
':25'�
�3WU3ULPHUD7DEOD�
YRLG�
�6HJXQGD7DEOD�
FKDU�
�3WU6HJXQGD7DEOD�
':25'�$X[LOLDU� ��
':25'�GZ,G2OG�
+$1'/(�K3URF�
ERRO�IODJ IDOVH�
�GHILQH�0$;/2*6�����
':25'�FRQWDGRU ��
':25'�(O-03 ��
':25'�'LU9ROFDU,QIR�
�GHILQH�0$;$3,6�����
':25'�$3,6>0$;$3,6@ ^�`�
':25'�&RQWDGRU$SLV ��
XQVLJQHG�LQW�L ��
':25'�&DOFXOD-03�':25'�0L)XQFLRQ��':25'�'LU$FWXDO�
^
':25'�MPSDGGU� �0L)XQFLRQ����':25'�'LU$FWXDO�����
UHWXUQ�MPSDGGU�
`
+$1'/(�K:ULWHU)LOH�
':25'�Y� ��
FKDU�EXIIHU>��@ ^�`�
':25'�'LU$SL ��
':25'�'LU5HWRUQR ��
':25'�7DPDQR ��
YRLG�9ROFDU,QIR��
^

BDVP
^
SXVKDG�
PRY�HD[�HVS�
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DGG�HD[��[���
PRY�HD[�>HD[@�
PRY�'LU$SL�HD[�
PRY�HD[�HVS�
DGG�HD[��[���
PRY�HD[�>HD[@�
PRY�'LU5HWRUQR�HD[�
SRSDG�
`
IRU�L ��L�&RQWDGRU$SLV�L���
^

LI�$3,6>L@  'LU5HWRUQR�
UHWXUQ�

`
LI�&RQWDGRU$SLV  0$;$3,6�
UHWXUQ�
$3,6>&RQWDGRU$SLV@ 'LU5HWRUQR�
&RQWDGRU$SLV���
LI�FRQWDGRU�0$;/2*6�
^

ZVSULQWI�EXIIHU���[��'LU5HWRUQR��
7DPDQR OVWUOHQ�EXIIHU��
:ULWH)LOH�K:ULWHU)LOH��EXIIHU�7DPDQR�	Y���18//��
:ULWH)LOH�K:ULWHU)LOH��������	Y���18//��
ZVSULQWI�EXIIHU���[��'LU$SL��
7DPDQR OVWUOHQ�EXIIHU��
:ULWH)LOH�K:ULWHU)LOH��EXIIHU�7DPDQR�	Y���18//��
:ULWH)LOH�K:ULWHU)LOH���?Q����	Y���18//��

`
`

%22/�$3,(175<�'OO0DLQ��+,167$1&(�K,QVWDQFH��':25'�XOBUHDVRQBIRUBFDOO��/392,'
OS5HVHUYHG�
^

LI�XOBUHDVRQBIRUBFDOO�  �'//B352&(66B$77$&+�
^

PRGXOH� �/RDG/LEUDU\���XVHU���GOO����
0HVVDJH%R[����,$7� 81,9(56$/� <� /2*���358(%$�

NHUQHO���GOO��0%B2.��
LI���PRGXOH�  �18//��

UHWXUQ���
���JHW�KHDGHUV
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LPDJH%DVH� �UFDVW�FRQVW�%<7(
!��PRGXOH���
GRV+HDGHU� �UFDVW�FRQVW�,0$*(B'26B+($'(5
!��PRGXOH���
ZLQ+HDGHU� �UFDVW�FRQVW�,0$*(B17B+($'(56
!��LPDJH%DVH���GRV+HDGHU�

!HBOIDQHZ���
���ILQG�WKH�H[SRUW�GDWD�GLU
H[SRUW'DWD'LU�  � 	ZLQ+HDGHU�!2SWLRQDO+HDGHU�'DWD'LUHFWRU\>

,0$*(B',5(&725<B(175<B(;3257�@�
H[SRUW59$� �H[SRUW'DWD'LU�!9LUWXDO$GGUHVV�
H[SRUW6L]H� �H[SRUW'DWD'LU�!6L]H�
LI���H[SRUW59$�  ����

UHWXUQ���
���ILQG�WKH�H[SRUW�GLU
H[SRUW%HJLQ� �H[SRUW59$�
H[SRUW(QG� �H[SRUW%HJLQ���H[SRUW6L]H�
H[SRUW'LU�  � UFDVW�FRQVW� ,0$*(B(;3257B',5(&725<
!�� LPDJH%DVH� �

H[SRUW%HJLQ���
���JHW�WKH�H[SRUW�IXQFWLRQ�QDPH�RUGLQDO�WDEOHV
IXQF7DEOH� ��':25'
���LPDJH%DVH���H[SRUW'LU�!$GGUHVV2I)XQFWLRQV��
QDPH7DEOH� ��':25'
���LPDJH%DVH���H[SRUW'LU�!$GGUHVV2I1DPHV���
RUGLQDO7DEOH�  � UFDVW�FRQVW� :25'
!�� LPDJH%DVH� �� H[SRUW'LU�

!$GGUHVV2I1DPH2UGLQDOV���
1XPHUR)XQFLRQHV� �H[SRUW'LU�!1XPEHU2I1DPHV�
1XPHUR)XQFLRQHV���
,QVWDODU���

`
LI�XOBUHDVRQBIRUBFDOO�  �'//B352&(66B'(7$&+�
^

'HV,QVWDODU���
`
UHWXUQ�758(�

`
ERRO�,QVWDODU��
^

�������������VHFRQG�SDVV�WR�EXLOG�WDEOH����������������������������
��,�VDYH�WKH�UHDO�DGGUHVVHV�WR�UHFRYHU�WKHP�ODWHU�RQ
K:ULWHU)LOH &UHDWH)LOH��ORJ�W[W��� *(1(5,&B:5,7(�

),/(B6+$5(B5($'���23(1B$/:$<6��),/(B$775,%87(B1250$/����
6HW(QG2I)LOH�K:ULWHU)LOH��
3ULPHUD7DEOD 
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9LUWXDO$OORF�18//��1XPHUR)XQFLRQHV
���0(0B&200,7�3$*(B(;(&87(B5($
':5,7(��

3WU3ULPHUD7DEOD ��':25'�
��3ULPHUD7DEOD�
QDPH7DEOH%HJLQ� �QDPH7DEOH,WHU� �QDPH7DEOH�
QDPH7DEOH(QG� �QDPH7DEOH%HJLQ���H[SRUW'LU�!1XPEHU2I1DPHV�
RUGLQDO7DEOH,WHU� �RUGLQDO7DEOH�
IRU�����QDPH7DEOH,WHU�� �QDPH7DEOH(QG����QDPH7DEOH,WHU����RUGLQDO7DEOH,WHU��
^

FRQVW�FKDU
�IXQF1DPH� �UFDVW�FRQVW�FKDU
!���LPDJH%DVH���
QDPH7DEOH,WHU���
LI���VWUQFPS��IXQF1DPH���""B&#B�������  ����

FRQWLQXH�����MXVW�D�VWULQJ��VNLS
':25'�IXQF$GGUHVV� �IXQF7DEOH>�
RUGLQDO7DEOH,WHU�@�
IXQF$GGUHVV�� �UFDVW�':25'!��LPDJH%DVH���
FKDU�
�$OD)XQFLRQ �FKDU�
�IXQF$GGUHVV�
':25'�&$OD)XQFLRQ�
��7KLV�LV�WKH�QHZ�FRGH��+HUH�,�FRPSDUH�WKH�FRQWHQW�RI�WKH�$3,
��WKDW�,�UHDG�ZLWK�WKH�VWULQJ��1WGOO���LQ�UHDOLW\�RQO\�µ1WGO¶��EXW

���������������LQ�KH[D���[�&�����(
��7KH�VDPH�ZLWK�WKH�UHVW�RI�WKH�SDVVHV�WR�WKH�WDEOH�
��7KH�SUREOHP�ZDV�WKDW�,�ZDV�UHDGLQJ�IDOVH�$3,V�IURP�NHUQHO��
��,QVWHDG�RI�WR�DQ�$3,��WKH�WDEOH�ZDV�SRLQWLQJ�WR�D�VWULQJ

���������������OLNH��1WGOO�5WO����

PHPFS\��	&$OD)XQFLRQ�$OD)XQFLRQ�����
LI���&$OD)XQFLRQ�  ��[�&�����(��

FRQWLQXH�
�
BDVP�^

SXVKDG�
PRY�HD[��$OD)XQFLRQ�
PRY�HD[��>HD[@�
FPS�HD[���[�&�����(�
PRY�1WGOO$SL����
MH�.���
SRSDG�

.���
MQH�.���
PRY�1WGOO$SL����
SRSDG�

.���
`
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LI��1WGOO$SL�
FRQWLQXH�
�

IXQF$GGUHVV� �IXQF7DEOH>�
RUGLQDO7DEOH,WHU�@�
�
3WU3ULPHUD7DEOD� IXQF$GGUHVV�
3WU3ULPHUD7DEOD���

`
�������������(QG�RI�WKH�VHFRQG�SDVV������������������������������������
���������WKLUG�SDVV�WR�EXLOG�WKH�WDEOH�������������������������
��,�EXLOG�WDEOHV�ZLWK�RSFRGH��[����SXVK��DSL�DGGUHVV�DQG�RSFRGH��[F��UHWQ
��,�UHVHUYH�URRP�IRU�WKH�VHFRQG�WDEOH
6HJXQGD7DEOD 
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IRU�����QDPH7DEOH,WHU�� �QDPH7DEOH(QG����QDPH7DEOH,WHU����RUGLQDO7DEOH,WHU��
^

FRQVW�FKDU
�IXQF1DPH� �UFDVW�FRQVW�FKDU
!���LPDJH%DVH���
QDPH7DEOH,WHU���
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.���
`
LI��1WGOO$SL�

FRQWLQXH�
�
�
3WU6HJXQGD7DEOD� �FKDU��[���
3WU6HJXQGD7DEOD���
PHPFS\��YRLG�
�3WU6HJXQGD7DEOD�	IXQF$GGUHVV����
3WU6HJXQGD7DEOD� ��
'LU9ROFDU,QIR �':25'�9ROFDU,QIR�
(O-03 &DOFXOD-03�'LU9ROFDU,QIR��':25'�3WU6HJXQGD7DEOD��
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3WU6HJXQGD7DEOD� �FKDU��[(��
3WU6HJXQGD7DEOD���
PHPFS\��YRLG�
�3WU6HJXQGD7DEOD�	(O-03����
3WU6HJXQGD7DEOD� ��
�
3WU6HJXQGD7DEOD� �FKDU��[&��
3WU6HJXQGD7DEOD���

`
�������������(QG�RI�WKH�WKLUG�SDVV�������������������������������
�������������IRXUWK�SDVV�WR�FKDQJH�WKH�H[SRUW�WDEOH���������������
3WU6HJXQGD7DEOD ��FKDU�
��6HJXQGD7DEOD�
$X[LOLDU� ��
GZ,G2OG �*HW&XUUHQW3URFHVV,G����
K3URF� �2SHQ3URFHVV�352&(66B$//B$&&(66�����GZ,G2OG��
QDPH7DEOH%HJLQ� �QDPH7DEOH,WHU� �QDPH7DEOH�
QDPH7DEOH(QG� �QDPH7DEOH%HJLQ���H[SRUW'LU�!1XPEHU2I1DPHV�
RUGLQDO7DEOH,WHU� �RUGLQDO7DEOH�
IRU�����QDPH7DEOH,WHU�� �QDPH7DEOH(QG����QDPH7DEOH,WHU����RUGLQDO7DEOH,WHU��
^

FRQVW�FKDU
�IXQF1DPH� �UFDVW�FRQVW�FKDU
!���LPDJH%DVH���
QDPH7DEOH,WHU���
LI���VWUQFPS��IXQF1DPH���""B&#B�������  ����

FRQWLQXH�����MXVW�D�VWULQJ��VNLS
':25'�IXQF$GGUHVV� �IXQF7DEOH>�
RUGLQDO7DEOH,WHU�@�
IXQF$GGUHVV�� �UFDVW�':25'!��LPDJH%DVH���
FKDU�
�$OD)XQFLRQ �FKDU�
�IXQF$GGUHVV�
':25'�&$OD)XQFLRQ�
PHPFS\��	&$OD)XQFLRQ�$OD)XQFLRQ�����
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LI���&$OD)XQFLRQ�  ��[�&�����(��
FRQWLQXH�

�
BDVP�^
SXVKDG�
PRY�HD[��$OD)XQFLRQ�
PRY�HD[��>HD[@�
FPS�HD[���[�&�����(�
PRY�1WGOO$SL����
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SRSDG�

.���
MQH�.���
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`
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RUGLQDO7DEOH,WHU� @�� ��
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IXQF7DEOH>�
RUGLQDO7DEOH,WHU�@ $X[LOLDU��
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RUGLQDO7DEOH,WHU@�� ��� GZ,G2OG�

	GZ,G2OG��
3WU6HJXQGD7DEOD� ���

`
�������������(QG�RI�WKH�IRXUWK�SDVV������������������������������
IODJ WUXH�
UHWXUQ���

`
ERRO�'HV,QVWDODU��
^

LI�IODJ  IDOVH�
UHWXUQ���

�������������ILIWK�SDVV�WR�UHFRYHU�WKH�RULJLQDO�WDEOH������������������
3WU3ULPHUD7DEOD ��':25'�
��3ULPHUD7DEOD�
$X[LOLDU� ��
GZ,G2OG �*HW&XUUHQW3URFHVV,G����
K3URF� �2SHQ3URFHVV�352&(66B$//B$&&(66�����GZ,G2OG��
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QDPH7DEOH%HJLQ� �QDPH7DEOH,WHU� �QDPH7DEOH�
QDPH7DEOH(QG� �QDPH7DEOH%HJLQ���H[SRUW'LU�!1XPEHU2I1DPHV�
RUGLQDO7DEOH,WHU� �RUGLQDO7DEOH�
IRU�����QDPH7DEOH,WHU�� �QDPH7DEOH(QG����QDPH7DEOH,WHU����RUGLQDO7DEOH,WHU��
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FRQVW�FKDU
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�
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SXVKDG�
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PRY�HD[��>HD[@�
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UHWXUQ���
`
��������������������������(1'�2)�75$&(5���&���������������������������������
Now it’ s time to compile the dll. And in most of the cases, we are ready to work with this.

One thing we must take into account is that my inyector will load the program from C:\\ and the
name of the executable must be B8.exe. and the dll that’ s going to be inyected will only intercept
functions from user32.dll. We’ ll see later on how to do it with the rest of modules of the OS.

Let’ s rename our packed program to B8.exe and save it in C:\\:

)LJXUH����±�5HQDPHG�(;(�

Now we pace the inyector.exe and the import.dll in the same folder and we run the inyector and see
that a DOS console is loaded and a messagebox pops up:

)LJXUH�����±�0HVVDJH%R[$�

The title of the messagebox says “PRUEBA: kernel32.dll” but in reality it deals with user32.dll, I
forgot to change the title, he-he.

We press <Aceptar> and the program is loaded. Now we close it and take a look at the log.txt:

)LJXUH�����±�1RWHSDG�

Don’ t be scared!! We see many addresses with no aparent meaning, but if we look closer and
format the output a little bit we’ ll find a treasure. In order to visualize the document better, I’ ll use a
text editor called “Dana”:
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)LJXUH�����±�'$1$�(GLWRU�

These are the first lines of the log.txt, let’ s take a look at the last ones:

)LJXUH�����±�&$//¶V�IURP�RXU�SURJUDP�

There we are, each and every call that the program has made and the functions called. This isn’ t like
the ApiWrapper, in that tracer we intercepted the moment in which the packer wrote the values in
the table, or more precisely, the moment in which the packer took the addresses of the functions
from a module in order to apply to them the corresponding algorithms to redirect the table. Here we
can see that each call that the crackme made to a function from user32.dll has been intercepted. If
any function is not used when the crackme is loaded but rather when the user clicks on a button for
instance, it won’ t show up and we will have to force its execution with the corresponding action.
That’ s why when the crackme is loaded and it’ s hooked by the dll, we should play with it and click
every button, etc.,. so that as many functions as possible are called. However, we’ ll see how to get
functions that are not executed at loading time and we’ ll try to write an script to automatize such a
task. But first, let’ s see what we got.

Let’ s open an Olly and let’ s load any program and in the OEP let’ s assemble direct jumps to each
and every one of the addresses that we saw before, in this way: JMP
ADDRESS_OF_THE_MODULE. Mine are like this:
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)LJXUH�����±�-03¶V�IURP�WKH�/RJ�

We see that all of the addresses are pointing to user32.dll. So far, so good. Now let’ s load the
original crackme in Olly and let’ s see which are its user32.dll functions:

)LJXUH�����±7DEOH�RI�-03¶V�IURP�2ULJLQDO�&UDFNPH�

Well, I think that there’ s no doubt that it works;) We see that only MessageBoxA is missing from
the list:

1-  401027 77d35694 --> DialogBoxParamA
2-  40104f 77d19710 --> LoadIconA
3-  401069 77d15f0e --> SendMessageA
4-  401076 77d180bc --> GetDlgItem
5-  401088 77d180bc --> GetDlgItem
6-  40109a 77d367ec --> LoadBitmapA
7-  4010ad 77d15f0e --> SendMessageA
8-  4010bd 77d367ec --> LoadBitmapA
9-  4010d0 77d15f0e --> SendMessageA
10- 40117a 77d1d9df --> EndDialog

But if we run the tracer again and when the crackme is loaded we go to the “ About”  window and
then we take a look at the log.txt:

)LJXUH�����±�1HZ�/RJ�
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Let’ s compare to the original crackme and see what’ s at 401169:

)LJXUH�����±�0HVVDJH%R[$�IXQFWLRQ�

MAGIC!!!, It’ s MessageBoxA, he-he. Now we have the complete list of functions, have we?:

1-  401027 77d35694 --> DialogBoxParamA
2-  40104f 77d19710 --> LoadIconA
3-  401069 77d15f0e --> SendMessageA
4-  401076 77d180bc --> GetDlgItem
5-  401088 77d180bc --> GetDlgItem
6-  40109a 77d367ec --> LoadBitmapA
7-  4010ad 77d15f0e --> SendMessageA
8-  4010bd 77d367ec --> LoadBitmapA
9-  4010d0 77d15f0e --> SendMessageA
10- 40117a 77d1d9df --> EndDialog
11- 401169 77d3b00a --> MessageBoxA

Well, not quite, GetDlgItemTextA is missing. We can get this one the same way that
MessageBoxA:

)LJXUH�����±�1HZ�/RJ�

)LJXUH�����±�*HW'OJ,WHP7H[W$�IXQFWLRQ�
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Don’ t worry, there’ s a way to get this address without knowing which function’ s been called, which
is what we’ re really interested in. Up to now, we’ re only testing the results of the tracer.

Okay, we have all the functions from user32.dll, let’ s get now the ones from kernel32.dll. Here’ s a
problem that many of you may have suffered. I’ ve asked the people in the list many times that when
they send sources attached to the tutorials, they send also the compiled exe or the dll because not all
of us have the same compilers and not all of us compile the same way. I was asking for the
compiled inyectors and dlls for more than a month ‘cause I didn’ t have Visual C++ at home, but
nobody answered. Finally, )XULRXV�/RJLF and NDRVB[OUR helped me and sent them over. Furious
Logic sent all the tracers and dlls in the Xprotector and Themida tutorials and kaos_xlro sent me the
tracer 4.c and the dlls of the ApiWrapper (Thanks a lot to both of you!!!).

Once we have the inyector.exe and the corresponding dll, it’ s easy to change it so that it does
whatever we want without having to re-compile it. What I did was to load the dll in Olly with the
dlls loader and to modify the code that loads the module we want to hook. This is the line in the
source code:

PRGXOH� �/RDG/LEUDU\���XVHU���GOO����
We can find this line easily in the dll, either looking at the String References or looking at the code:

)LJXUH�����±�/RDGLQJ�WKH�,PSRUW�GOO�

When we load a dll, Olly tells us that it cannot load it directly and asks us whether we want to do it
via LOADDLL.EXE. We say YES and continue:

)LJXUH�����±�&KDQJLQJ�WKH�GOO�WR�ORDG�

There you are, the code to be modified. We select the parameter of LoadLibraryA and click on
Follow in Dump – Inmediate Constant:

)LJXUH�����±�'XPS�
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Now we only have to change ‘user32.dll’  by ‘kernel32.dll’  and remember to write a null character
at the end of the string to avoid an error. Then we save the changes and it’ s done, without
compiling:

)LJXUH�����±�1RZ�ZH�ORDG�WKH�NHUQHO���GOO�

Now we run the inyector again and take a look at the log.txt:

)LJXUH�����±�/RJ�

We do the same thing as before, we open Olly and load any program and assemble direct jumps to
these addresses:

)LJXUH�����±�)XQFWLRQV�IURP�NHUQHO���GOO�

We can see that there’ s an error just by looking at the log.txt ‘cause the first address is 4774DA and
this address isn’ t in our code section. Let’ s take a look at the original program:

)LJXUH�����±0HPRU\0DS�

Besides, if we look at the table of jumps of the original program, we’ ll see that VirtualProtect isn’ t
there:

)LJXUH�����±�7DEOH�RI�-PS¶V�RI�WKH�RULJLQDO�FUDFNPH�
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Those are the only three functions that the program imports from kernel32.dll.

There’ s only lstrlenA left, but as we know, the more we play with the hooked crackme, the more
functions we’ ll have in the log. So we load the crackme again with the inyector.exe and we play for
a while with the edits and when we look at the log again, the missing function is already there:

)LJXUH�����±�/RJ�RI�.HUQHO���GOO�

)LJXUH�����±�OVWUOHQ$�IXQFWLRQ�

Now we have our list of kernel32.dll functions:

401007 77e5ad86 --> GetModuleHandleA
40111c 77e560e1 --> lstrlenA
40102e 77e598fd --> ExitProcess

The only one left is comctl32.dll, but we know how to solve that. We modify the dll and change
‘kernel32.dll’  by ‘comctl32.dll’ . We run the inyector again and take a look at the log.txt:

)LJXUH�����±/RJ�RI�FRPFWO���GOO�

)LJXUH�����±�,QLW&RPPRQ&RQWUROV�IXQFWLRQ�

401011 773138b1 --> InitCommonControls

We already have all the functions imported by the program without having to trace or skip any anti-
debugs. But although these tracers make our life easier, they
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are not fool-proof. I’ ve tested this tracer 4.c with diferent versions of ASProtect, PESpin with
CopymenII and ExeCryptor and they haven’ t got a single good entry. For instance, with some
versions of ASProtect (1.31 or 2.0), we got this message when we run the inyector:

)LJXUH�����±�(UURU�LQ�$63URWHFW���[[�

But with ASProtect 2.0 Build 10.20, it doesn’ t happen. Another example is the Official Execrytpror
Crackme that we saw. In that case, it doesn’ t get any function. But with the latest version of
Execryptor I haven’ t had any problems, it got me all the functions:

)LJXUH�����±�/RJ�IURP�D�FUDFNPH�SDFNHG�ZLWK�([H&U\SWRU�

Those functions are from the CrackME 2 by Yllera packed (FULL) with Execryptor version 2.1.15
(Licensed Version).

NOTE: When I say that the tracer 4.c isn’ t able to get any function, I don’ t mean that it doesn’ t
work, but that the tracer doesn’ t works when we onlu run it, because with such special packers as
ASProtect or ExeCrytor or some with CopyMenII, the redirections of the table are very tricky and
go beyond our imagination XD. But this tracer has a log function that logs everything in the txt file
and gives us the tool to get all the functions that don’ t show up by themselves. We’ ll force their
execution and we’ ll see that we can get all of them.

Let’ s keep on working with the packed crackme that we had before.
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Now, imagine that some functions aren’ t in the log for some reason that’ s beyond our control. How
can we get those functions? Well, as AkirA says in his tutorial, we’ ll force their execution.

For this task we need one library for each module of the OS. But, as we saw, we can modify that
library and we don’ t need to compile many of them.

In this case, we’ ll get some functions from user32.dll.

First of all we run the inyector.exe and the messagebox pops up:

)LJXUH�����±�0HVVDJH%R[$�
Then, it loads the packed program:

)LJXUH�����±�3DFNHG�&UDFNPH�

Now we open an Olly and we attach the B8.exe:

)LJXUH�����±�$WWDFKLQJ��
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Now we go to the MemoryMap and look for the beginning of the code section of the program:

)LJXUH�����±�0HPRU\0DS��

In this case, we know that it begins at 401000 but in other cases we won’ t know. However, very
often it’ s the section next to the PE-HEADER. So, we go to the beginning of that section, which in
our case is precisely the OEP:

)LJXUH�����±2(3��

Now, we look for the table of jumps of the IAT by doing a binary search of the opcodes of the
jumps (0xFF25):

)LJXUH�����±6HDUFKLQJ�2SFRGHV��

)LJXUH�����±7DEOH�RI�-03¶V��

Good, we can see that all the entries have been redirected.

Before, we said that this dll had a log function that wrote the addresses in the log.txt. Well, this
function works along with a table with the following format:
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PUSH ADDRESS_OF_THE_FUNCTION
CALL LOG_FUNCTION
RET

ADDRESS_OF_THE_FUNCTION: is the actual address of the function got from the exports table
of each module that is loaded with the dll. In this case we’ ll find all the functions from the exports
table of user32.dll. Then, when one of these functions is called from the program, it isn’ t called
directly to the module, but to our dll that will intercept the call and will log the point from which the
call was made as well as the function called.

This table is easy to find, we only need to go to the Memory Map and put the OPCODES of the
instructions, but using wildcards, because we don’ t know the specific addresses or the address of
the log function:

)LJXUH�����±6HDUFKLQJ�WKH�ORJ�IXQFWLRQ��

The first occurence is this:

)LJXUH�����±'XPS�

)LJXUH�����±�%HJLQLQJ�RI�WDEOH�
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And the rest of the table is at 0CD0000:

)LJXUH�����±�7KH�UHVW�RI�WKH�WDEOH�

FUNCION_LOG in our case begins at 1000100F:

)LJXUH�����±�7KH�VWDUW�RI�)XQFWLRQ�/RJ�

As you can see, I already put a BPX with F2 in the jump that takes us to the function, because we’ re
going to need it.

)LJXUH�����±�)XQFWLRQ�/RJ�

That’ s the beginning of the log function, but we’ re interested in the end of the function. So we must
put a BPX in the final RET of the function:

)LJXUH�����±�7KH�5(7�RI�WKH�IXQFWLRQ�
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Now let’ s go back to the table of jumps of the program.

Now we need some previous info to work, because if we start here, we won’ t know what functions
does the program use and, even if we knew using the KAM for instance, we should also know
where the jumps to user32.dll, kernel32.dll, etc.,. are. We’ ll use this when there are only a few
functions missing and we’ ll use the first mechanism to find the rest of them. Otherwise it won’ t
make much sense to do all the work manually, that would be the Unofficial ExeCryptor Crackme.

For instance, let’ s look for all the functions that weren’ t in the log and that we had to get by playing
with the crack for a while. If my memory serves me well, they were MessageBoxA,
GetDlgItemTextA (from user32.dll) and lstrlenA (from kernel32.dll).

Let’ s suppose that we have the complete table already and only the above fuctions missing.

Let’ s mark in the picture the jumps that are still left to be repaired:

)LJXUH�����±�7KH�0LVVLQJ�IXQFWLRQV�

As I said before, we assume that we have the rest of the functions and we know which ones are
missing.
If we have the rest of the functions, we know where the jumps to the functions of kernel32, user32,
etc.,. are. In this case, we know that the first two were from kernel32, then the one missing and then
the jumps fo the functions from user32.dll. So this jump is either the last from kernel32 or the first
from user32. Which one do we choose? Well, let’ s try. I have the dll which intercepts functions
from user32.dll loaded, so I’ ll go for the other two first ‘cause they’ re very likely to be from
user32.dll since they’ re among the others. So we’ ll start with “ tres”  and “ dos”  and then we’ ll go to
“ uno” .
At the end of this table of jumps we have some free space in which we’ ll write a JMP to “ tres” :

)LJXUH�����±��:ULWLQJ�D�-03�WR�³WUHV´�

We change the EIP by doing a NewOriginHere at the jump:

)LJXUH�����±��&KDQJLQJ�WKH�(,3�
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)LJXUH�����±��:ULWLQJ�D�-03�

Now we press F9 (Run) and the program stops at the first of the two BPXs:

)LJXUH�����±��6WRS�LQ�WKH�%3;�

If we look at the Stack, we can see that between both returns there’ s an address:

)LJXUH�����±��6WDFN�±�$GGUHVV�RI�WKH�IXQFWLRQ�

Let’ s copy that address and let’ s assemble, in another Olly, a jump to it:

)LJXUH�����±�-03�WR�0HVVDJH%R[$�

Now we press F9 again and it stops at the RET of the LOG function:

)LJXUH�����±�:H�VWRS�LQ�WKH�5(7�

We change the EIP in the Stack so that it returns to the jump:

)LJXUH�����±�:H�FDQ�FKDQJH�WKH�UHWXUQ�RI�WKH�FDOO�



Unpacking With Tracers II

Version 1.0 YW Page 34 of 36

)LJXUH�����±�-03�WR�-03V��WDEOH�

Of course, I put a BPX beforehand so that I don’ t miss the execution ;)

Now I change the address of the jump and point it to “ dos” , that is, JMP 4014E2:

)LJXUH�����±�-03�WR�-03V��WDEOH�

We press F9 (Run) again and it stops at the log function.
And we see the address of the function in the Stack again:

)LJXUH�����±�6WDFN�RI�/RJ�)XQFWLRQ�

Now, in another Olly we assemble a JMP to this address (JMP 77D365B2):

)LJXUH�����±�:ULWLQJ�D�-03¶V�

For the last function, the best thing would be to modify the source so that it loads the more dlls
possible, or at least the best known ones (kernel32.dll, user32.dll, comctl32.dll, etc.,.). So I made a
table for each module. Otherwise we would have to try with each dll until we find the right one.

In this case, our only chance is to change the dll to look for functions from kernel32.dll, ‘cause
Olly, when we repeat the procedure, stays “ Running”  and nothing happens. So this could be a good
sign to change dlls, he-he.

We proceed as before, we modify the dll to look for functions from kernel32.dll, we run the
inyector, we attach the program and we assemble the jump to the function missing:

)LJXUH�����±�:ULWLQJ�D�-03��WKH�ODVW�RQH�
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We change the EIP and press F9 (Run) and it stops at the beginning of the LOG function:

)LJXUH�����±�6WRS�LQ�WKH�%3;�

And if we look at the Stack, we have the address of the missing function:

)LJXUH�����±�6WDFN�RI�/2*�IXQFWLRQ�

We go to another Olly and assemble a jump to that address:

)LJXUH�����±�:ULWLQJ�PRUH�-03V�

With this, we have the complete table, but it still takes us long to fill the table entry by entry. So my
idea isn’ t other but to automatize this last mechanism proposed by AkirA via an injert which will
change the jump so that it points to each of the jumps in the table. Then, when it stops at the log
function, it’ ll take the address from the Stack and store it in the corresponding memory address.
Then it’ ll change the return of the function and repeat everything all over again. As I said, this is not
too complicated but the more dlls are loaded in memory, the better. So that every function could be
found in some table, otherwise we won’ t know where the functions of each module begin. So the
first thing is to modify the source of the tracer 4.c to do this. I’ m not sure how to do that, probably
just adding more lines like:

PRGXOH� �/RDG/LEUDU\���XVHU���GOO����
will suffice. If any of the list members (kaos_xlro or AkirA) can send me the source, I’ ll continue
with this.

��� 5HIHUHQFHV
[1] “ AkirATrazadores” , AkirA , http://www.iespana.es/OllyDbg
[2] "AkirAApiWrapper" , AkirA, http://www.iespana.es/OllyDbg
[3] “ AkirAExecryptor” , AkirA, http://www.iespana.es/OllyDbg
[4] “ AkirAObsidium” , AkirA, http://www.iespana.es/OllyDbg
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��� &RQFOXVLRQV
Well, this is the end. This new method if very powerfull but try it by your self =)

��� +LVWRU\
� Version 1.0 – First public release!

��� *UHHWLQJV
Of course, the first thanyou goes to AkirA for giving us this new possibility and second and not less
important, to kaos_xlro who was the one that taught me and heñped me with this subject. Also the
people from VirtualMachine. I also want to say hello to k0rt, ELVIS[em], Joe Cracker, SyXe and
EagleCrack who I always find in MSN, although I’ m always about to leave (sorry for that). I also
say hello to Ricardo with whom I dreamed last night. I very much look forward to meet him and
I’ m travelling to Buenos Aires, Argentina soon.

And of course to everybody in the CracksLatinoS! 2005 list and all the people in ARTeam, no
exceptions.

See you soon.

�1&5�&5&��>5H9H5V(U@
Saturday, November 12th, 2005

ncr.iespana.es
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