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1. Introduction

We are going to be unpacking the newest version of PECompact available at www.bitsum.com,
Hopetully after reading this tutorial you will have a better 1dea of how PECompact works and the
effective ways to unpack it, we will then cover unpacking and rebuilding a pecompact target with
advanced options to prevent debugging and rebuilding.

Tools needed:
1. Ollydbg
o Ollydump plugin
2. ImpREC

2. Unpacking

The target today is the newest beta of PECompact version 2.79 beta d
about x|
%g PECompact2 - The next generation.

— Version Information

Product version: 2. 7% beta d

Internal version: 20247

GUI venson: 2.79 beta d Jul 30 2006
Engine version: 20007

Lets start by opening up Olly. The trial beta of PECompact does not use any anti-debugging tricks, but
we will set our exceptions to the following:

x

Commands I Drizasm I CPL | Hegistersl Stack I Analvziz 1 I .-’-'-.nalj.lsis:ZI Analyziz 3
Security I Debug I Eventz Exceptions I Trace I SFx I Stringsl Addreszes

¥ lgnore memony access violations in KERNELZZ

|ghore [pass to program) following exception:
¥ INT3 breaks
¥ Single-step break
v tdemaony access violation
V¥ Integer division by 0
¥ Irwealid or privileged instruction
V¥ &l FPU exceptions

[ lgnore alzo following custom exceptions of ranges:
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Once our exceptions are set we can open PECompact2 GUI in Ollydbg. You will find yourself at the
entrypoint here:

- [CPU - main thread, module pec2gui]

File WView Debug Plugins Options

Window Help

(Blux| w{n| wije ¥4 A +f L[E[M[T|W/H|c|/|K[B|R
£

HEA4E [5] B2 F8994308
BE4E ] AES =15

BALE] ARG Bd: FF2E BEARBE
Ba4Ea1 860 &4 3925 AEEEBA
BA4E1814 33CA

Bad4E1816 2962

BAa4a1als =15

Bad4E1E1a 45

Bad4aiaif 43

BA4E181E &F

Bad4E1a1c &0

Bo481810|v 78 6l

MOY ERE, pecZaui.B8439978
FUSH ER=

FUSH OWORD FTR FS:LCA]
MOW DWORD PTR FS:L@1,
HOR ERAX, ERX

ESP

HMOL OWORD PTR DS:[ERXI, ECH
PUSH ER:
IMC EEP
IMC EE=
OUTS =, OWORD PTR ES:CEDI]

INS DWORD FTR ES:[EOII, DX
JO_SHORT peczoui.dB4B1828

I-0 command
I-0 command

Now we are going to talk a little about how PECompact2 unpacks itself. First thing you will notice 1s that
your entrypoint is located in the code (.text) section of the executable. You can verify this by checking the
memory map in Olly:

BER1 586888
ARl cEEa8
BE1 7EEEE
BE1 26668
BEZ26668
aEz26888
BRZAEEE8
BRZCaaa8
BR3RE888
BA3SEEEE
BRICEEEE
HEI7EEEE
BEIZEEAE
BR4BEEEE
aa4016888
8R4 33888
rCEaaaaa
rCEB1688a
rC222688
rC2226aa
YC2EEBAA

BEEE1 888
AEEE1AEE
BEEE1AEE
BEBE2EEE8
BEBESAEE
aEaa3a88
AEE 16888
aaaz0aaa
BE64 1888
AEREEEEE
BERE 1868
BEEE 1 BEE
BEBETAEE
BEEE1AEE8
BEaz7FaaE
BEREZA88
BEEE 1888
AERZZA8E8
BEBASAEE
BEBSSEEE
BEBESAEE

pecZgu i FPE header
pEcZgui | . teHt code
peclgui | «Tsrc imports,res
kerne 132 FE header
kernel32 | . tedt code, import
kernel32 | .data data
kernel32 | .rsro rEsSOUrces
kernel32 | .reloc relocat ions

Friw
Friw
FPriw
Friw
FPriw
Map

Map

Map

Map

Map

Friw
Friuw
Friw
Imag
Imag
Imag
Imag
Imag
Imag
Imag
Imag

prn e e g e e o v

PECompact has written its loader into the main section of the executable. What does this mean when we
are unpacking? It means that at some point PE.Compact execution will leave the code section in order to
properly unpack the original file. To do this PECompact will create a new section of memory to store
some unpacking and decryption code. We can verify that it 1s creating new sections by examining the
memory map before and after execution. The 1image above shows memory before execution. The next
mmage shows memory after execution. We can see the addition of multiple sections:
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881 7a088 | B06E 1888 Pxiv| RWE RUWE
HE1 53866 | ARG 1 SEEE Priv| Bl Rl
BEZZE8EE | DRDECEEE Px i Rl Rl
HEZ9E8E8 | AADESEEE Map | EW Rl
HEZABEAA | BAE 1 CEEE Map (R R

BEZCABAA | BAES0EEE Map (R R

BESAEEAA | AAED 1 AAE Map R R

BEZEA0AE | ARBECAEE Map [R R

HEZEE0EE | HAHE 1 BEE Pxiw| BWE RUWE
BESTASAE | BA0E 1888 Pxiv| RWE RUWE
HRZSADAR | ARRE ] AEE P i) BWE. BUWE
Sshian, Baos1nan Privlmil R

riv

eoseoone poooipes|  AMlocated Memory Priv| Rl Rl
AEICARAR | AAREARER Ex i Bl Ell
HEZ0EEAN| BARE]A0E| pecdrsrc FE header Imag| R RWE
HE2018A0H| BAKE1ADE| pec2rsrc | .rdata data,edport{ Imag| R RWE
BEZ028A0 BADASANE | pec2rsrc | .re0c CESOUrCeEs Imag| R RWE
BEIOAEEA0| BA0E1A0E| pec2rsrc | e loc relocations| Imag| R RWE
BESEQREE | GR0ElaEa Map |R R

BESFEEEE | DR0E 1 aEE P iw| Bl Rl
BE40EEAD; BACDE1A0E| pec2au i FE header Imag| R RWE
BE401 880 BANIFADE| pec2aui | . test code Imag R RWE
BE433EA0| BADEZA0E | pec2aui | .rsoc imports, resd Imag| R EWE
BE443808 | AREE4AEE | Map |R E R E
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I highlighted some of the memory that was added. Now keep in mind that not all the new sections were
created by PECompact, they may have been created by other dlls and programs operating i the
PECompact memory space. Now we know that it 1s using new sections of memory, but the question 1s
how does it do that in Windows? Well the answer is simple, and also found in the MSDN:
http://msdn.microsoft.com/library/default.asp?url=/library/en-

us/memory/base/virtual memory_functions.asp

Microsoft explains that virtual memory functions are used to allocate and free memory for programs.
These allocated memory sections are reserved and can be written to and read from but not be
overwritten or reallocated until they are freed from memory.

So the unpacker 1s allocating new memory in order to unpack the original executable code. But what
functions does it use specifically? Again the answer 1s found in MSDN:

VirtualAlloc

Reserves or commits a region of pages in the virtual address space of the calling process. Memory
allocated by this function is automatically initialized to zero, unless MEM_ RESET is specified.

VirtualFree

Releases, decommits, or releases and decommits a region of pages within the virtual address space of
the calling process.

Programs often use these 2 API functions in conjunction, after memory has been allocated and used it
can be freed in order to allow other programs to use the memory and reduce the footprint for the
program.

So you are asking yourself: “why do I care?” The reason is that knowing how the memory is allocated
and freed allows us to predict how PECompact will operate when it is using memory. It will most
likely allocate memory using VirtualAlloc and then after it is done using the memory it will free it
using VirtualFree. So it will allocte memory to store unpacking code and it will probably not free the
memory until it is no longer needed at all. Hopefully when the memory is freed it means that the
PECompact does not need to do anymore unpacking and we will be close to where it re-enters the code
section.

Well let's test this theory out. Go back to Olly, and make sure PECompact is loaded and we are at the
entry point. Next we need to set a Breakpoint on VirtualFree. Hopefully when we reach VirtualFree it
means that PECompact is done with allocated memory and very close to reaching the OEP. You can
easily set a breakpoint by using the CommandLine plugin that comes with Olly. Enter BP VirtualFree
in the CommandLine and press ENTER:

x

|ElF' UirtualFree

F

2
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After you have set the breakpoint go ahead and press RUN to start the program. You will see it execute
for a few and then you will hit a breakpoint at VirutalFree. To see the arguments of the function

VirtualFree look at the stack in Olly:
BEIZEEFH [EHLL to UirtualFree From DEISEIFT

BE1ZFF1S
BE1ZFF1IC
BE12FF28
BE12FF24

BEZAEEAEA) | Address = BESHEEEE
BEEEEEAEE|| Size = A

BEEE2AEE| LFreeTupe = MEM_RELERSE
BE3V41ER

Interesting, here we see that this function was called from location 330877 and it is going to free
memory at 3A00000. Let's see where we land if we execute the VirtualFree Function. Press Execute-
Till-Return: #|This will put you at the end of the VirtualFree function. Now press Step-Into to follow
the return back to it's calling location:E[We will end up here:

EF FOP EDI
BE3SEE7E| SE POP ESI
BE33627C| BECS MOU ERX, EBX
BESZEITE| EB FOP EEX
BE2ZEETF| C9 LEAVE
BEEZEEE6| C2_BCes RETN_@C

Well we are back in a section of memory that is not part of our original executable. I am going to save
you a few steps here, and a few keystrokes for myself, and tell you that we are not at the right location
yet. If you were to continue stepping through the code you would find that the program is still not fully
unpacked. So lets continue to run the executable and see if we break at VirtualFree again. Press RUN to
continue execution. You will break pretty quickly at VirtualFree again. This time the arguments on the
stack are:

Ba12FFas

AE368888) | Address = BASEAEEE
AEREEAAA| | Size = 8

AEEEZAA8| aFreeTupe = MEM_RELERSE
FE4226FD

BRZZ8EIE [EHLL to UirtyalFree from BE330E25
@a1ZFFad
We see that the calling location for the function is 330B95, so we are still in the 330B95 range. Just as

before Prefl Execute-Till-Return: #J|. Press Step-Into to follow the return back to the original calling
location: ®iWe will end uE here:

SE4E BC MOU ERH, DWORD PTR DS: LESI+C]
BEIZEEZE| BA3CY ADD ERA.EDI
BAZZEERA| 5D POF EEFP
HA3ZEEAL( SE POF ESI
HAZIBEAZ( SF FOF EDI
BAZIBEAZ( 5B POP EBX
BEZIEEA4| C3 RETH

Let's see where this leads... Press Execute-Till-Return and step into the return just as we have been
doing before. Doing so will place us here:

BE4ZIA1E MU ESI, EAX
BR430020| SEB4E 14 MOU ECH,OWORD PTR DS:[EEX+141

BE439AZ2| GR POP EDH

BE435024| «EB Ae JHP SHORT pec®oui.@e433a32

GR435A26| B2CA ADD ECH, EDX

BR439022| &5 DEoDDEEE PUSH SoG@

E8432R20| &R PUSH &

B843302F| &7 PUSH EDI

BE439R30| FF11 CALL DWORD FTR OS:CECHI

i o i gt

BR420035| EE JUMP TO OEP
Ga435036| GF

BB435037| &9

B8439A33| SE

88433033 &0

88439R30| FFEA

(GG E R=l= Ty k=] TArArAnG (=1 L=l =y U B ]|

| EE43901 5] EEES SF13B818 MOU OWORD PTR- 55: [EBP+186868133F1, ERx pec2gu i. B4 1BaCS

We are very close now! That JMP EAX is our jump to the Original EntryPoint. You can continue to
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step through the code until you get to the JMP EAX and follow that to 41B6C3, or whatever the OEP is
for your program. The entrypoint for PECOmpact2 GUI is:
EE SBe4D000 THLL peciaul,BRaziBes

aa41BaCs| ~E9 48FEFFFF JHMP pec2au i . B84 1ESE0
aa41BsCc0| CC INT3

B84 1EBECE INTZ

BE41BECF| CC IMTZ2

BE41RE0E| 2BE424 BC MOU EDA,.DWORD PTR S5: [ESP+C]

Once you get to the OEP you can dump the process using OllyDump plugin:

B
Start Address: |4EIEIEIEIEI Size: |3-"-“‘-|:":":I Diump

Entry Pairik: I1 ooo - Modify: |1 BEC3 | Get EIP az OEP I Cancel

Baze of Code; |1|:”:":I Base of Data: IEBEIEIEI

¥ Fix Faw Size & Offzet of Dump Image

Section I Yirtual Size | irtual Offzet I Haw Size | Faw Offzet i Eharactaristicsl
et Q0037000 Q0001 ooa Q0037000 Q0007000 EQQ000&D
i [ Q0002000 Q0038000 Q0002000 Q0038000 EQ000020

Uncheck

Fiebuild Import
' Method] : Search JMPJAPI] | CALLIAF] in memory image
" Method? : Search DLL & &F1 name sting in dumped file

Make sure you uncheck the Rebuild Import option, and then press DUMP. Select a name for the
dumped executable and press Okay. We now only need to rebuild the imports. Rebuilding the imports
for this target is fairly simple. Use ImportREC and attach to the pec2gui.exe program. Once attached
enter the Original EntryPoint of the program into the OEP box. In this case my original entrypoint was
at 41B6C3. However my image-base was 400000. 41B6C3-400000 = 1B6C3. After you have entered
the OEP press IAT AutoSearch. You will be presented with a box saying it located what may be the
original Import table. Press Okay. Now press Get Imports. You will be presented with a list of
imports, make sure that they are all valid by looking for the “Valid:Yes” after each thunk. Finally
press Fix Dump and choose your previously dumped file.

Luy
rea:J002E1 7C farwarded from mod:ntdll dll ord: 02038 name:RtléllocateH eap :I
rea:J002B1FS farwarded from mod:ntdlldil ord:024C name: BHG etlastain32E rmor

Current imports:
A, [decimal:10] walid module(z] [added: +& [decimal:+10
CF [decimal: 207] imported function(z]. [added: +CF [decimal+207]]

—‘I— IAT Infos needed-

Mew Import [nfos (ID+A5CH+LOADER]T—

1> | pva [ooo000o0—  size [o000T0TC
Rva [OD0Z5FFC Size [00000368 ol Sect,m

Load Treel Save Treel 3 -
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ImportREC will name the new fixed file filename .exe, in my case my fixed dump was PeDump .exe.
Now, finally with a fixed IAT we can test our unpacked file. Find your newly saved file, Double-Click
to run it and...

File Project Help |

Browse for files Filename Type Original size Me

Settings of selected

Restore backups

Test selected

It works!! We unpacked PECompact2.79 successfully! Hopefully this has given you a better idea as to
how the packer works and the methods you can use to unpack it. If you want to continue on I am going
to cover more advanced features that you may find in a PECompact compressed file.

3. Advanced Features

Not all PECompact programs are alike. Some can use advanced features such as anti-debugging and
import protection. Here I will cover some of the advanced options you may come across. First thing
that we will look at the anti-debugging feature. If you constantly get a debugger present warning when
trying to unpack a pecompact compressed file, it has most likely been packed using the anti-debug
feature.

~ Plug-ins

et bbecddr antidebug.di j

Mame: Anti-debug
Author: Bitsum Technologies

The anti-debugging feature in PECompact is fairly simple. It calls the API function IsDebuggerPresent,

which then returns 1=yes debugger, or 0=no debugger. We can simple defeat it by going to the

IsDebuggerPresent API function and modifying it to always return 0.

First load your program into Ollydbg. Before executing anything, Right-Click and choose Go-To. In

the new box that opens up type IsDebuggerPresent:
x

|20 ebuggerPrezen j

| k. I Eancell

Press Okay and you will be taken to the start of the IsDebuggerPresent API function. You will see that
it is a very short function. By zeroing out EAX before it returns we will make it always return 0. Select
the line: MOVZX EAX,BYTE PTR DS:[EAX+2]
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With that line selected, press SPACEBAR to Assemble the line. A new box will open up and in it type
XOR EAX,EAX. Make sure you check Fill with NOPS. Then press Assemble. Your modified code

will look like this:

FrodoC 1D [=1r]

[0 (] =]

FCEIZEAZ] ed:fl 126B8EEE | MO ERX, OWORD FTR FS:C181]
FC21ZEAT) SR4B 26 MO ER:, OWORD PTR DS: CEAX+3E]
TC212EBC) 22CE H“OR ER, ER

TCB12EBE, 2@ HOP

TCR1Z2EBF| 2@ HOP

rC212E18| C3 RETH

rCS1ZELL| 90 HOF

Once you have done that you can run the executable and unpack the program following the same steps
as we covered previously. However you may find yourself against some of the packers other features
when trying to fix the IAT. There are different plugins that modify the IAT:
Available API hook plug-ins:

ecZhooks redirect.dl

—Selected APT hook plug-in info: ——

Mame:

Authar:

Available APT hook plug-ins:

API Redirector - Inserts
dynamic shim between
imported AFIs to deter
import reconstruction.

Bitsum Technologies

ecZhooks fastim

Marme:

Author:

—Selected API hook plug-n info: ——

FastManual Import v1.01
- Custom GetProcAddress
implementation. Binary
search, hints used,
forwarders handled. Use
for undocumented windx
kernel ordinal 37 imports,

Bitsum Technologies

You will know when you encounter a program that has used these plugins because you will notice that
one of the Thunks in ImportREC is labeled as invalid:

Imparted Functions Found

- advapid2. dil FThunk: 00007000 MbFunc: ¥ [decimal: 7] walidvYES
- comct3Z2. dll FThunk; 00001020 MbFunc:1 [decimal: 1] validYES

-gdi32.dll FThunk: 00001028 MbFunc:18 [decimal 24] validYES

7 FThunk: 00001 08C HbFunc: 39 [decimal: 57) walid:HO

- ghell32. dll FT hunk: 000011 74 HbFunc: 4 [decimal 4] walid:vES
cuzerdd dil FT hunk: 00001188 MbFunc: 44 [decimal: 74) walidYES
Swinzpoal.dry FThunk: 00001 2B4 MbFunc: 3 [decimal: 3] validvES

[ e et T T R T N NI o

A4 1

- comdlg32.dil FThunk: 00001 2C4 MbFunc: 9 [decimal: 9] walid:YES

ComET

[T

To examine these invalid entries press the [+] in front of the invalid thunk. That will list all the imports
that are invalid. The reason they are invalid is because they have been redirected. They have been
redirected to jump to an allocated memory location before they actually call the API function. We can
see where they have been redirected too by right-clicking one on one of the invalid imports and choose
Disassemble/Hex View:

Version 1.0

TP 0 Furicu0ures: ©

i vl
emval

=- 7 FThunk: 000071 03C MbFunc: 39 [decimal: 57 walic

m Invalidate function{s)

Disassemble [ HexView

wal  Trace Levell {Disasm)
Al Trace Level? (Hook)
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Once you have done that a new window will open up showing the location of the redirected API
functions. Thankfully the API redirection is not very complex at all. We can see immediately what API
function has being redirected. To fix the redirection, right-click on the function name and choose Get
Import:

00BC0000 mov eax, TCAO9737 =B _d11/013F, .
002C0005 Jjmp eax =

Get Impart
008C0007 mov eax, TCEOSZAC i = I'-:ernelSE.dll_-"I'l:‘E_-'E_ adon
aoacoaoc jmp eax Copy
00BCO00E mev eax, TCEO0RLLT Jf = kernel3Z d11/0292 /e

By doing so ImportREC will automatically fix the import to point directly to the correct API function:

(LLRTRIR AR =R R R ¥ [N LEIR IR R E g |

(= ? FThunk:0000108C NbFune: 39 (decimal: 57) valid:NO
rea: 10007 090 prQ0BCO007
rea: 10007 094 pr02CO00E

rva: 00001092 pte 002C001 5
e e MO A ke ANECNINA

Continue to the next import and follow the same steps. Right-Click invalid import> Disassemble/Hex
View->Right-Click Import Name. It may seem tedious work but it won't take you very long.

However, sometimes you may come across a single import that doesn't have a name when you view it
in Disassembler view:

UugLuuLs mow eax, fLdUAced ff = KBETElss -Qll7USALS LSTECHDLN
00B8C0O0DE Jmp eax
003C0O0ED mov eax, TCBOS34E = kernel3Z . d11/0130/GetCurrentProcessId

008C0O0ES jmp eax

008CO0EE mow eax, TC316CFB
00B8C0OOF3 Jjmp eax

kernel3Z _d4dll1/010B/GetCompandl.ineW

What could this import be? Well we don't really have to do that much detective work to find out

because PECompact tells us exactly what this missing import is...
Available APT hook plug-ins:

~Selected APT hook plug-in info; ——

MName:

forwarders handled, Use
for undocumented win9x
kernel ordinal 37 imports.

Author:  Bitsum Technologies

The missing import is GetProcAddress which was “replaced” by a custom version from the PECompact
plugin! Thankfully, it is easily fixed by just making the import point to the regular windows
GetProcAddress. To do so, close disassembler view and go back to the invalid import list. Highlight the
import which has no name and double-click it.

You should be presented with a new window that has a dll name and a list of API functions contained
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in that DLL. Choose kernel32.dll as the dll and then scroll down the list until you find GetProcAddress:
z
Module
[ kemel32.di =~
Function
ord: 0134 nare: GetPrivateProfileSiringd, ;l

ord: 0195 name: GetPrivateProfileStringta
ard:01 96 name: GetPrivateProfileStructd,
ard: 0137 name: GetPrivateProfileS ruchay

ard:0198 name: GetProctddress
ard:0199 name: GetProcessafinitbazk
ard: 0134 name: GetProceszsH andleCount
ord: 0198 name:GetProcessHeap
ard:019C name: GetProcessHeaps

ord: 0190 name: GetProceszsd

Press Okay to fix the import. It will now point to the correct GetProcAddress and not to PECompacts
custom version. You can continue to fix the rest of the imports using the Disassembler view in
ImportREC. Once you fix all the imports you should see that ImportREC says that the Thunk is now
Valid. You can fix your dumped file just as we did previously.

Thats it! Hopefully you enjoyed this tut and have a better understanding of how to unpack PECompact.
And hopefully you learned something new that can be applied abstractly outside the realm of just
unpacking this single program.

4. Greetings

Thanks to ARTeam, its forum members, the people at #ARTeam on efnet, and all my friends in the
reversing scene. ©

Thanks to all the people who take time to write tutorials.

Thanks to all the people who continue to develop better tools.

Thanks to all the people at Exetools and Woodmann for providing great places of learning.

The contribution to the Reverse Engineering community by so many different teams and people has
been so overwhelming I cannot list them all anymore. You all know who you are and I salute you!
And finally, thanks to you for taking the time and interest to read this tutorial.

5. Contact

If you have any questions, comments, or complaints feel more than free to email me at:
Gabri312003[atlyahoo.com or stop by the ARTeam forum at: http://forum.accessroot.com

6. Verification
ARTeam.esfv can be opened in the ARTeamESFVChecker to verify all files have been released by

ARTeam and are unaltered. The ARTeamESFVChecker can be obtained in the release section of the
ARTeam site: http://releases.accessroot.com
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