Example on how to use oepfinder against execryptor:

Target : execryptor.2.2.50.j.exe from www.tuts4dyou.com

E3 oepfinder vX.Y.Z by deroko/ARTeam E] £l

app EI::HUnF'au:kMe_EHeEr_l,lptDrE.E_ED.i.-E I brace |
[~ Sections - || deattack

‘start : 000401000 - range : Ox0004A000 i

J

[ Custom rangs Aot

i

1user zhart range E =it

Select racing engine :

" deroko/tR T eam
[ Trace all fusing T flag]

* ztealth [execryptar for example)
[ Estra fast [not accurate sometimes)
[ don't hook CreateThread

Current opoodedstolen bytes with deattach

Click on Trace:

fe =

o el
continue?

eipin your range : 0x004271C5

2, | Zancel ]

Clikc on Cancel

-~

Error

staolen bytes ;| 5064
eip : 0x0042710C5



http://www.tuts4you.com
http://www.pdfdesk.com

Write down values, click on ok and attach olly to our target:

HE427 105
BE4271CY
BE4271C0
BE4z7 106
HE427101
HE427102
BE4z27 103
BE427 106
BE4z710C
BE427 10E
bEd427 1EA
BE4271ES
aE4z7 1ES
HE4271EE
BE4271F4
BEd27 1F7
BE4z71F9
BE427 1FF
HE4272E82
BE427 287
HE427 280
B9427 208

FE
5925 BEEEEEEE
33C4 RS

EZ
DCER4e68

34E6458A
FFEBaaE:a
2BES458A
CIEl &2
ZCEG4588
1@

C

A2 22Ec4588
EZ 24218806
SECE

~78

Restore opcodes:

JHP SHORT @E4271C5

MOV DWORD PTR DS:[@1,ESF

ROD ESF, -5&

FUSH EEX

FUSH ESI

PLUSH EDI

MO OWOROTFTRE S5 CEER=181, ESP
CHLE DWORD PTR DS: C468A0C]
EDH EDH

DNDHD FTR D5:[45E6341, EDKX
MOL ECH, EH

AHO ECH

DNDRD PTR O5: [45EE26]1, ECK
SHL ECH, 2

ADD ECH, EDW

DHERDBPTR O5: [45ES2C1, ECH

OWORD PTR DS:[45E6281, EAX
CALL 964233R0

TEST ERX, ERX

JHE SHORT BE42721A

JHF SHORT 88427105
MOL DWORD PTE DS: [6

Edit code at 004271C5
a0l [Fa
UMICODE |
HE* +02 LA G4
v Keep size
ITI Cancel

TATATT ST T T T

And yup we are at the oep:

AE427 15
BE4271CE
aa4271C0
BE427 108
BE427101
aa427 102
BE427 102
BE427 106
BE427 100
BE427 10E
BE427 1ER
BE4271EE
BE4271ES
aa427 1EE

AmASTA T A

Ea
&4; 3925 BOEEEEE

33C4 RS

ES
DCER4eE8

24Ee458R

FFaaaaa:
EEE64EBB

PUSH ER:

MOL DWORD PTR FS:[@1,ESF

AOD ESF, -53

FUSH EEX

FUSH ESI

PUSH EDI

MOV OWERE FTR =55: CEEF=181, ESP
CALL DWORD PTR DS: [468A0C]
EDH EDX

DNDRD FTR D5:[45EE3241, EDX
MOL ECH, EH

AHO ECH

DNERD FTR O5: [45EE26]1, ECH
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And now run target from olly:

IS LD
BE427 106
BE4271C0
BE427 106
BE427101
BE42F102
aE427102
BE42F 106
BE42F10C
BE427 10E
BE427 1ER
BE4271ES
BE4271ES
BE4271EE
BE4271F4
BE42F1FT
BE42F1FS
BE42F1FF
BE42 7R
BE427 287
BE427 280
BE4272HE
BE42F2 10
BE42F212
B4zl
BE42721A
BE42F21F
BEd27ER]
BE427FE2S
BE427225
BE42F22H
BE427220
BE4 2722
BE427239
BE427F23E
BE427 244
BEg27E49
BE4E7ESE

L FUEH_EHEA e
54318925 AobEEEEl MOV DWORD PTR FS:[El,ESP 12
g3c4 A2 AOC ESP, -S&
=] FUSH EEX
EE FUSH ESI
EF FUUSH EDI )

965 ES Mol CWORCIFTR S5 [EEF=181, ESF
FF15 DCAA46@A | GALE DWORD FTR DS:[46@AO0C] kerne |32, Getlers ion |
5302 WOR EDW, EOX
SA04 Moy 0L, AH
EE%E 24E64588 MOL DWORD PTR OS: [45E5241, EDH
-
£lf Teddy Rogers / SnD Team 2005
Cl
a3 i
) This is an ExeCrvptor 2.2.50 UnPackME
Eé ! {Compressed ResourcesiCodeDakaiMaximunm Compression)
ES

s 57 All Pratections Enabled + 100% Yirtualization
&0 If ywou unpack it write a tukorial.., @)

ES
23
ES
g5

w“ TS
=13 ]

ES 26818604 CALL @m42vaem

S3C4 a4 AOO ESF, 4

C7P45 FC peaaoaal MO DNORDCFTRE SS¥LEEF=41,5

EZ S7ZER000 CALL @84230C8

EZ 12110080 CALL B@422358

FF15 #4@346@@ |CALL DWORD FTR DS:[46@9841

Az DZEE4SAE MOU OWORD FTR OS: [45EEOS]1, EAX

ES 22348600 CALL @Ee4z0es5m |
AS 1BE&456H HMOL DWORD FPTR OS5: [45ES181,ERAX el

Well that’s it... as you can see it works against our ExeCryptoreeeeeee with all
protections =)

S verom u Boga, deroko/ARTeam

http://cracking.accessroot.com
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