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1. Abstract

ExeCryptor is one of the best protections available on the market, very difficult to dump and
unpack, but with some knowledge it can be done. It will change entrypoint with meta code which is
luckily for us executed in range of our target, also it has some other (dis?)advantages like resolving
APIs whenever they are called using it’s own GetProcAddress by hash, it will emulate real
GetProcAddress and some other nasty tricks. As far as | know there are only couple of tutorials
about unpacking and dumping ExeCryptor, actually only 2 of them by PakMan/SND and pnluck.

How did | get this software anyway? One night | was chatting with my friends at IRC and
someone mentioned buffer overflows in Golden FTP pro 2.7.0,[11] according to my friend this
software has way too many buffer overflows, so to prevent evil hackers from finding them, and
writing advisories, and exploits for this crappie software, author decided to protect it with
ExeCryptor and make software harder to analyze and find buffer overflows. Lame, don’t you think
s0? Heh wait till you see key check routine. Simple algo with Sleep(3000) to simulate long long and
very complex key check routine. | hope that new advisories won’t come up soon :D

For this tutorial we are gona need target : Golden FTP pro 2.7.0 packed with unknown version
of ExeCryptor. This target hates olly, terminates it whenever olly is active, has .code section
checksum checking so no patches can be applied permanently, unless we unpack it.

Tools:

- PEID v0.94

- SoftICE

- lceExt 0.67

- Olly

- hiew

- tasm32/tlink32 [9]

- Oepfinder vX.Y.Z [oepfinder]

NOTE: for everything shown here you may use Olly but it was boring to attach to target each time |
needed to check something during my little research. If anyone is curios about my configuration it
is win xp sp0 (no sp) with SoftICE 4.3.2...

S verom u Boga, deroko/ARTeam
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2. Unpacking and dumping

First things first, so we scan our target with PEID:

[ PEID v0.94 M=
File: |GFTPpro.exe ‘;:J
Entrypaint: | 00Z&403F EP Section: | uwnmitsy _:ﬂ
File Offset: | DODCDF3F First Bytes: [E9,AD,21,00 | > |
Linker Info: [5.0 subsystem: [ wWin3z GLI =]
Maorphineg w1.2 (DLL) *
Mulki Scan | Task Viewer | pri-:uns | Abouk | Ezxit |
[v Stay on bop s | | -

Well heh, not Morphine due to TLS callback and heavy anti-debug:

-h

uwnmitsy: AAGACD26

uwnmitsy:BB6ACDH26 public TlsCallback @
uwnmitsy:@86ACD26 TlsCallback @ proc near
uwnmitsy:BB6ACDH26

uwnmitsy:AA6ACD26 ; FUHGCTIOH CHUNK AT uwnmitsy:BB6ASESF
uwnmitsy:AA6ACD26 ; FUHCTIOH CHUHK AT uwnmitsy:BB6AGCFD
uwnmitsy:BA6ACD26 ; FUHCTIONH CHUHK AT uwnmitsy:B086A9924
uwnmitsy:AAGACD26 ; FUHCTIOH CHUHK AT uwnmitsy:BB6A9D23
uwnmitsy:AAGACD26 ; FUHCTIOH CHUHK AT uwnmitsy:BB6A9E9E
uwnmitsy:AA6ACD26 ; FUHMCTION CHUHK AT uwnmitsy:B66AA8GF
uwnmitsy:BB6ACDH26

uwnmitsy:BB6ACDH26 call loc_ GACE92
uwnmitsy:B06ACH2B jmp loc GAABGF
uwnmitsy:BA6ACD2E TlsCallback 8 endp
uwnmitsy:BAGACD2E

munma e s AREATRID

Now we are sure that protector used here is execryptor. TLS callbacks are executed before each
thread including primary thread. First coder that took advantage of TLS callbacks is roy’g’biv
member of 29a[1] with his Shrug virus for x32/x64/ia64. Latter on, in the book by Peter Szor[4]
was stated that Symantec has discovered this method even before roy g biv, but | doubt. | bet it took
them more then 2-3 days to figure what is going on.

Oki, during past few days, I’ve coded special tool to break at entrypoint of ExeCryptor packed app,
and also some other protectors such as Armadillo, ASProtect, enigma etc... This tool will be used
here to defeat execryptor and you can find it in oepfinder folder.
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First we fire up oepfinder to check if execryptor detects us:

-

b oepfinder vX.Y.Z by deroko/ARTeam E] [l @

app |E:hgoldenGFTPpro.exe | trace

Sechonz- deattach
|start : 000401000 - range : 0x000C5000 Fm

]

[ Custom range About

i

1user ghart range E xit

|

Select tracing engine

" derokosRTeam
[ Trace all [using T flag)
{* stealth [execrptor for exampls]

Iw iEuira fast [hot accurate zometimes}
[ don't hook CreateThread

Current opcode/stolen bytes with deattach

And we click on trace, we should get 3 MessageBoxes informing us about EIP in our range :

. o)

continue? ﬁ continue?
eip in your range @ Ox0040101C eip in your range @ Ox0040101.C
[ (0] 4 l [ Cancel ] [ oK l [ Cancel ]

We ignore first two, because they are not what we are looking for, and we wait 3"

e ot

continue? @

eip in your range : Dx004C51CA

|_ (] 4 I [ Cancel ]

If you press ok, Trial reminder will popup, so at this point we click on Cancel

Error

stolen bytes | FF25
eip » Ox004C51CA
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Memorize above bytes (FF 25), attach to process and restore them:

elelelelele]ele DEEEM A8 [ BS9B7T4F ESI-008089
¥ elelelelele]z]E £lr r el e
G ¥ A3 G ¥ G )
T
x A0S A elelelele]ele A8 £ [ i 0
HEBEEUEE BBBE9 [ 8 -
[ e #] T
B16D58 [elel=]eln]e BEBRBEOEH 3
B =
- Y H b B
r —— '—I- 3 3
] cle elele
: "'"'E' 3 ARG
- l--ll--ﬁ | - e
S BAEEE [} ARG L

erislrisivisirieieinieieiely!
CNLALACALACA CACACACACACACALALA
Dt )t D vl e e e o =
PP P P P P P P P P

Oki we are at JMP table to obfuscated IAT. Before we proceed | will in short terms explain 1AT
obfuscation used by execryptor in this target. Each jmp to obfuscated IAT is actually jmp to
ExeCryptors code. ExeCryptor is trying to avoid easy recovering of IAT by patching some jmp,
like we do with Armadillo packed applications. Instead, whenever some API is needed it will be
resolved and stored in IAT at runtime. Set BPX at 4C51CAh and press F5 once in debugger:

= L Dolllenandl e

You see? Only used APIs are being resolved, but I’m gona talk about this more when we come to
Import rebuilding (that is gona be nice and long importrec plug-in coding [3]).

Now if you take a look at stack you will see that return address is pointing to ExeCryptor’s code,
don’t afraid, set BPX at 4C51CAh and you will break once more from execryptor code, 3" break is
the one that will take us back to .code section so we can easily determine what compiler is used to
compile this app, and with some luck we will be able to restore stolen bytes and fix this target:

Keep pressing F5 in sice or F9 in olly till you see that return address is : 4A7608h.
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If you take closer look at this picture you might notice “ CPPdebugHook” which tells us that this
is nothing more than Borland C/C++ compiled application. How do | know that? Well when you
use tasm32 and bcc32 for all your programs you get familiar with code compiled with Borland
compilers.

Keep going till you get here, just step over each procedure that is on your way:

1
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T

Nice, we have located call to main() in Borland produced applications, as | told you, | know all of
this stuff so this target was perfect to write one ExeCryptor unpacking tutorial. Oki, go to the
401000h and you will see Borland C/C++ generated entrypoint:

BE4E
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5] :~EE 1@ | JMFP. SHORT bla.@E4alalz |
HE4a1 a2 =1 OB &5 CHRR "f"
bE4a1 883 B2 OB &2 CHAR "b*
HE4alaE4 2H OB 2R CHRR ":*
BRA4E1RES | 43 OB 43 CHRR "C*
BA4E] BEAG | 2B OB ZB CHAR "+'
HE4A1 847 | ZB OB ZB CHRR "+*
Ha4a1aas 48 OB 48 CHAR "H*
BEdE1EED 4F OB 4F CHAR "O'
HE4a18En 4F OE 4F CHAR "O*
bE4a1BEgE 4B OB 4B CHAR "K*
BE4@ ] aEc Q6 HOP
HE4@alaan ES OB E=2
BE4EiEEEl o 1091 4888 OO OFFSET bla.__ CPPdebugHook
HE4E1E12) > H1 AF9140688 MOU ERX, OWORD PTR D5:[49916F]
Had4aialy| . ClEA B2 SHL ERX, 2
HEdEalEainl . AF 12914808 MY OWORD PTR DS5: 04891131, ERAX
oad4aiaiF| . 52 FUSH ED:
bEd4alezal . 60 Ao FUSH & pModu le = MULL
HEd4@aiazz) o ES 4175A0EE CALL <JHP.%KERHELZZ.GetModu leHandleR* GetModu LeHand leA
AEdElEzy| . SBEDA MO EOE, EAE
HEa4@aiEaza) o ES 2E188088 CHALL bla.a848268EC
HE4A162E|] . SR FOP EDOH
fEd4aiEzF| o ES 24848088 CALL bla.aad481458
HEdElEs4| o ER 7180808 CALL bla.@08d48280C68
bE4@aiE33) . ol ao FUSH & Aral = CoEEE0EE
HE4Ea1E2E| o ES FE1CADEE CALL bla.a84@2c028 bla. BE4E2C08
AEdaiadal . 59 FOF ECH
AEd4@alagl | o &8 BEYE40EE FUSH bla.8848968E3
Ha4@aia4e) . SH Ad FUSH @ pMadu le = HMULL
HE4AaiE4s) o ES 1BFPEADEE CHALL <JHMP.&%KERHELZZ.GetModu leHandleR: GetModu LeHand leA
fEd4aia4n) o AZ 17914088 Mol OWORD PTR D5:C4991171,ERA
BEdEaiEszl . 6A @d FUSH @
poaniose| vE3 27570008 | JF bla.@adneres

Take a closer look at both pictures, one from softice, and one from olly and debugged simple “Hello
world” program. Do you see that bytes from 401000h — 401012h are the same? And when did
oepfinder break? Yes, at first access to code section and that is call to GetModuleHandleA (jmp
from 4C51CANh) so we are sure that oepfinder will take us to the right spot, if we step into and from
first call to GetModuleHandleA we will be in ExeCryptor morphed entrypoint. But that is not
necessary right now because jmp at 401012h from our target will take us to morphed code and we
can execute it without even worrying what instructions where there. In short, those were 2 calls to
GetModuleHandleA and two calls to procedures in code section itself, you can find them easily but
that is not necessary here. Also note that there is push at 401041h and at 401052h, jmp at 401054
will take us to procedure that I will name “prepare to call main()” because | have no idea how to
call it.

Once we break at 4ACC4Fh or any address that is within our “prepare to call main()”” we can scroll
up till we see push ebp at:

Now, repeat same steps with oepfinder, once we break on 1% call to GetModuleHandleA set:
BPX 4ACBO04h and run code till we hit our breakpoint so we can examine stack and determine what
is the value pushed on stack before jmp to “prepare to call main()”:
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BEEEHEEE
EIEIC)N

Now you see that last 3 instructions before “prepare to call main()” are:

push 4C6564h
push O

jmp 4ACB04h <jmp _prepate to_call_main>

Only thing that is left to go over is to figure what are those calls between two calls to
GetModuleHandleA. Here is how we are going to find them. NOTE: this is not required for dump
to work because that jmp at 401012h will take us to morphed stolen code and that’s is all we need.

Two calls are located like this:

We open our dump without imports and step into jmp at 401012h, once we step into jmp set
Memory breakpoint on access on .code section:

BE48186881 OEECEEEA] £ ited LTmaalR
AE4CABEE | BARZZA0E| £ ined
BE4ESEER) BREE16888) £ ixed
BE4EEEH) BREE1EEE| £ ited

1

!
BE4EABRR BAREIEEAE| £ ited

[

(=5

| RUIE I
Actualize
Durmnp in CPU
Dump
Search

BR4EDBEE | BRAR1EEE| f ixed
BE4EEGEE | GAGACA0E| £ ined
BAEEIARE0 | GAGEFE0E| £ ited
BESAYE8E BE0016888) fised
BESARBER| BRE3AEEA| £ ised
BEAS0ABER | BRE04888| £ ixed
BREEARER | BRAA4E8E8 |
BAF7AREE | ARRRZ68A |
BE72AGEE | B8] AZEEE|

[ETE L=t T A e e L =T T T ]

Ctrl+B

Set break-on-access Fz

Seb memory breakpaint on access

Run code, and first break is jmp [GetModuleHandleA], no need to show it, 3" stop is this:

| HOW ERE, EDN |
CHF BYTE FPTR DO5:[4C6SHC], A |
JHE SHORT fired.B84A8458
CHP BYTE PTR D5:[4CeEAD], A
JE SHORT fined.B84R6450
CHP BYTE PTR DO5:[4CEEADT, A

SBC2

5030 ACES4CHR B

1]w75 25

2| 2830 ADEE4CEE 8
~7d 14

C| 2830 ADSE4CEE 8

44|74 13 JE SHORT fined.BE4A6450
S| SB1% 98204088 | MOy EDR,DWORD PTR DS:[4050981]

1E| 833R P8 CHP DWORD PTR DS5:CEDH], A

~7o B3 JHE SHORT fixed.B84A6455

Run till retn and after that we are again in ExeCryptor code, 2 memory breakpoints following will

SEE0 28204086
Q6 1

g

A1 BC2040E8E
CoEa @1

EZ2 FFF4FFFF
c3

MOU ECH,OWORD FTR DS:[C402096]
MOU DWORD PTR DO5:CECH], ERX
MOU ERH, OWORD PTR DS: C4020BC]
HMOU BYTE PTR DOS5:[EAX], 1

CALL fined.BR4A5964

RETH

hit dummy procedures (2 rets) and 3™ memory break point will stop here:
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FEER=EE] 55 FUSH EBF

HEd4AYe05| SEEC rMal EEF,ESF

Ha4A7e07| 23C4 FE AOD ESP, -2

HE4A7s0A| 532 FUSH EBX

ba4A7s0E| SE50 @8 Mol EEX, OWORD TR S5: CEEF+&1]
HE4AYE0E|( 250 TEST EEX,EBX

bE4HYEER| BF95CA SETHE AL

BE4ATEES| S3ER A1 AMD ERE, 1

HE4ATEES| 2508 TEST EBX,EEX

HE4ATEES |~ 75 11 JHE SHORT fined.BE4AFEFE
HEa4A7TEEA| 2508 TEST EBX,EEX

HE4R7EEC |75 B0 JHE SHORT fined.HBE4H7PEFE
ba4A7sEE| S80OEE F& LEA EDX,OWORD PTR SS:[EBP-21
BE4ATEFL| B2 FLUSH ED®

HE4HYEFZ| ES 29008880 CALL fixed.oB4A772aE
BE4ATEFT| 59 FOF ECH

BE4ATEFS| 8BS0 FC Mol EBX, OWMORDTFTR 555 CEEF=41
HE4AYEFE| &8 SCADEEEN FUSH 20C

HE4A7 FEE| 53 FUSH EBX

HE4A77EL] ES SR9HFEFF CALL fixed.bE481148
HE4A7FES] S1CH 10BBanaa AOD ERX, 1@

BE4ATFEC| 58 FUUSH ERX

bE4AYFE0| EZ2 DREFFFFF CALL fixed.o84AcEED
BE4AYF1Z] S3C4- AC AOD ESP, EC

HE4AY P15 ES 42FEFFFF CALL fixed.B804A7SE0
HE4AYF1A| EE FOF EEX

HE4ArF1E| 59 FOF ECH

HE4A7F1C) 59 FOF ECH

Ba4A7710| EO FOF EEFP

BodAroiE| €3 RETH

Next break should be jmp [GetModuleHandleA] and then, bingo, you break at “prepare to call
main()”.

Ok if you want you may rebuild stolen bytes from OEP but that is not necessary. When is good time
to dump target? At 3 MessageBoxA again, because that is 1% call to GetModuleHandleA after EP.
So here we go again:

a Error
continue? @1

stolen bytes | FF25
gip in your range ; Ox004C51CA eip ¢ D045 1CA

|_ Ok I [ Zancel ]

Fire up LordPE and dump target (don’t forget to adjust image size):

| ehgoldenaftpproexd dump Ful... 00400000 00001000
@ chwttileshipe-delustlar  dump partial. . 00400000 00036000

4_' ' _ dump region... b
_.F'ath | active durmp engine v | ImageSize

lﬁ ehgoldent.gftppro. exe - o 00007 000

&) cowindows\systernag ProNtY * | nooeooo0

iff:] I:Z"-.WindDWS"-.S_','StEI‘ﬂEE El:lrrel:t ImageSizE DDDF4DDD
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"

| Correct ImageSize

s Fesult:
\]\lr) ld Imagesize: 0x00001000
Mew Imagesize: 0x002AEQQ0

Now, just dump application:

?J c:hutilestlpe-deluxtlordpe. exe 00000E 94 00400000 Qo0as000
1 ehgoldenhaftppro. exe dump Full, .. 0400000 O02AE000
4 1 dump partial,.. —

| Fath Hump Eagion lmana!:.irﬁ -

Oh yes, don’t forget to restore FF 25 at 4C51CAh and to set entrypoint in dump to 1000h.

That’s all about dumping this application, now only thing that is left to go over is import
reconstruction which is hard if you have no idea how it works or medium if you have idea how to
fix them. Ok hold one now we are moving to imports.
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3. Rebuilding imports

ExeCryptor has nice import protection, and will not allow us to use importrec at the point when we
reach good OEP, some APIs will be resolved whenever they are called. Some APIs are/will be
resolved at the moment of terminating this process(not all) so you should set hardware break point
on execution on ExitProcess. Once we break on ExitProcess, run importrec and resolve APIs that
are called. Oki? Well hmmm no. We are gona code our own importrec plugin to repair all those
obfuscated calls [3].

Whenever API is called, ExeCryptor will use it’s own GetProcAddress to find API, resolving APIs
by hand is crazy. Good thing with ExeCryptor is that all of it’s code is located in image range so our
tracer should return valid pointer only when EIP is not in image range. Tracer is included with this
document [execryptor-imprecplugin], | cann’t guarantee that it will work with all targets, but it will
work for this one for sure.

Import starts from here:

TeleTelelalalalalyl
CNCACNENCACACACnEn
alalalalalalalalala
oI D D D
Y gles] i lgleyl
= e
B e e
deefil ol g lea Y ATl
e el o Bl o Bl o B

Jalalalalalalalalalalalalalale
o o |
ILDDDDTDDDDDDDD
T, [ A T R T
={ g g e Pl =l P = = P g

P 50 0 o P 20 Dl 7 7 s e D

[elplplpipininlpinialalaiply]
CRCACACRCRCACA CACRCACALACALA
e g ey o g ey g ey P e ey e
ZIZLIZIZITIITIE

So fire up importrec and for IAT Rva type: EA108 and for size D18h, adjust oep to 1000h and click
on Get Imports you will get output similar to one shown on picture:

Version 1.0 Page 11 of 31


http://www.pdfdesk.com

Unpacking and dumping ExeCryptor, and coding loader

-ﬁ{ Import REConstructor v1.6 FINAL (C) 2001-2003 MackT/uCF B X
Attach to an Active Process
| e-\goldengftppro.exe (0000030E) ~|  Pick DLL
Imparted Functions Found
+ 7 FThunk:000EAT08 MbFuncA [decimal:10] wahd: MO [ | Shaw Invalid
+ 7 FThunk:000EA210 MbFunc: 76 [decimal:118] walid:HO (1
+- werzion.dll FT hunk: 000EAAFC MbFunc: 3 [decimal: 3] validYES Show Suspect
+-wed_32.dll FThunk:Q00EAS28 MbFunc: b [decimal:B] walid:YES
+- comct 32, dll FThunk: D00EARAS MbFunc: 18 [decimal: 24] validYES
+- gdi32.dll FT hunk:000EAT 23 MbFunc: 46 [decimal: 70) walid:YES Auto Trace
+- ghell32.dll FT hunk: O00EASSC MbFunc:b [decimal:b) valid:YES
+ 7 FThunk:000EAB24 MbFunc:AB [decimal:171] walid:MO
+)- ale32.dll FT hurk:000EADDC MbFunc: 1 [decimak 1) valid YES [ Clear Imports
Log
IAT read successiully. [
Current imports: Clear Log
7 [decimal: 7] walid madulez)] |
19F [decimal:415] imparted functionlz). L
[41 [decimal:161] unrezokved pointer(=]] b
IAT Infos needed Mew Import Infos [IID+ASCI+LOADER) Options
QEP {00007 000 [&T .-’-'-.ut-:uSean:Pl” Bt (00000000 e ]EIEIEIEIEIEI?EI_
About
R JOD0EATDS Size |EIDEIEIEID'I a [V e A eebat
Exit
Load Tree | Save Tree| Fiz Dump |

Heh, some are not resolved, no problemo at all, no problemo, my importrec plug-in will do all dirty
job for us... hehe [3]:

£ Import REConstructor v1.6 FINAL (C) 2001-2003 MackT/uCF g ™
Attach to an Active Process-
| e:goldentgftppro. exe [00000CAD) LJ Pick DLL |
Imported Function: Found
rva: 00EAT 08 mod: advapiaZ. dil ord: 0733 name: [nitialize’5 ecuntyD ezcriptor '_A_' S how Inevalid I
rva000EAT0C mod: advapia2.dll ord:01CE name:ReqCloset.ey
rva00EAT 10 phr:A0SCZ2EFE I Shaw Suspect]
rva00EATT4 phr:O05A00 7 4
rva00EATTSE ptrO0SCTER 4
ratlO0E 1 slidate Function(s)
riva: DU0E Disassemble [ HexWiew
rva:000E
pea000E  Trace Levell (Disasm) hame: 5 etFileS ecuriyd, |we] Clear Imports I
Trace Levelz (Hook) |
Trace Level3 (Trap Flag)
File lnaded succe ; |
........................... Plugin Tracers b oExecryphor e
Current imports: #dvanced Commands b T - Clear Log
'I?i'lilqel'lilmal?:! :II'Ia!l ' e : :1]fJ - 1 A41CM
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Run plug-in and wait a little bit:

Attach to an Active Process
|e:"~gu:u|den"~gftppru:u.e:-:e [O0000CAD) j Pick DLL

Imported Function: Found
rva: J00EAT 08 mod: advapiaZ. dil ord: 0133 name: Initialize’5 ecuntyD ezcriptor [
rva:JO0EATOC mod: advapia2.dll ord:01CE name:ReaCloset.ey
e J00EAT 10 mod: advapid2.dll ord: 01 CE niame:ReaCreatek et
rea:JO0EAT T4 mod: advapidZ. dll ord: 01 CF hame:ReaCreatek.enE s,
e JO0EAT TS mod: advapid2.dll ord: 01D 4 Hame:Beal eletey alued
e JO0EATTC mod:advapid2.dll ord:01E 4 niame: Beal pentayE b, Auta Trace
e JO0EAT 20 mod: advapid2.dll ord: 0TEE tiame: Bealluemty alusE s,
e JO0EAT 24 mod: adwvapi32.dll ard:01FE name:ReaSetalusE b,
rvaD00EA1 28 mad:advapia2.dll ord: 0225 name: 5 etFileS ecuritd, w Clear Imports

Show lreealid

Show Suzpect

L0EEE

Loa

Oh shit, imports are recovered :D

You may select all invalid ptrs and run plug-in on them and your GFTPPro will crash trying to
resolve this one:

PELAA I Gt | Al P 1 Al

rva D00EAZAL mod:kemel32. dil ord:016C niame: G etlocalelnfod, [
rva D00EAZAR mod:kermel32. dil ord:0174 name: Geth oduleFilei amed,

rva D00EAZALC mod:kermel32. dll ord: 0176 name: GettModuleH andled,

rva D00EAZED mod:kemel32. dll ord: 0188 name: GetDEMCP

rva000EAZE 4 mod:kernel32.dll ard: 0194 name: GetPrivateProfileStringd,
irva:DO0EAZES pr: 005D 420F;

rva O0EAZBC phr:00R01GEE

rva: O00EAZCO prr:005E 1641

rva D00EASCE mod:kemel32. dll ord: 01AF name: GetStdH andle [

Well that one is rewritten(emulated) GetProcAddress so we have to insert it manually:

ord: 0197 name: GetPrivateProfile Stuctiay

ord: 0198 name: GetProchddress

ord: 07133 name: GetProcessaffinibubd azk,

ard: 0134 name: GetProcessH andleCount

ord: 0198 name:GetProcessHeap

ord:013C name: GetProcessHeaps

ord: 1130 name: GetProcessld

ord:013E name: GetProcezsloCounters |

Mame |GetProcaddress

R,

= .
NO0E&3ES
! k. | Cancel
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Now select all invalid ptrs again and run plug-in, oki you might wanna take cigarette break before
this ends, it will take 2-3 mins to resolve all of them.

And after 2-3 mins:

Luy

Current imparks:

A [decimal:10] wald module(s) [added: +2 [decimal:+2]]
19F [decimal:415] imparted function(s).
[0 [decimal:0) unresolved pointer(z]] [added: -8B [decimal:-139])

Conaratulations! There iz no maore invalid pointer, now the question iz Wil it wark? o]

| ™

Fix import in dump file as you have done many many times, open it in olly and examine IAT:

Fixed IAT start:

b e
BA4CEER2
BE4CEERS
BA4CEEAR
BR4CEERE
BR4CEARE
BA4CEABC

gy
C3

-FF25
-FFZ5
-FFZ5

BA4CEAEDN
BA4CEEEG
S9EY

]

5

A4

AR4TE1 AR

R = L

BSA14E8
BCA14EBE
16A14ERR
14A14ERA
12A14ERR
1CAL14ERA
ZBA14E88
24A14E88
Z2A14E88
2CA14EB8
1BA24ERR
14A24ERR
12A24ERR
1CAZ4ERA
ZPA34EBR
24A34EB8
Z22A34EB8
ArAR4FAA

End of fixed IAT:

LLETRTE 2
BE4CERAZH
BE4CEAZE
BE4CERIC
AE4CER42
BE4CER42
BE4CER4E
AR4CERSE
AA4CEASH
BE4CERER
BE4CEAGE
BE4CEREY
ARAEOLS

ULHUSERE

B40E4EQE
H2AE4EQA
BCAE4EQA
18RE4ERE
14RE4ERA
15RE4ERA
1CAE4EBA

SUE LWL
RETH

OWoRD
OWoRD
OWoRD
OWoRD
OWoRD
DWoRD
OWoRD
OWoRD
OWoRD
OWoRD
OWoRD
OWoRrRD
OWoRD
DWoRD
OWoRD
OWoRD
OWoRD
AhnRM

JFIE LR
I

OWoRD
OWoRD
DWORD
DWORD
OWoRD
DWoRD
OWoRD

LS Laberadidd, 1

O5: [<&aduapid2. Initialize
05: [<&aduapidd. Reglloseke
0S: [<%aduwapid2. Reglreat ek
05: [<&aduapid2.Reglreat ek
DS: [<&aduwapi3Z2. Regle letell
05: [<&aduwapid2. Reglpenkey
05: [<&aduwapid2. RegBuerylla
05: [<&aduwapid2.RegSetUaly
05: [<&aduapidd. SetFileSec
05: [<&aduapidd. SetSecurit
OS: [<&kernel32.CloseHandl
0S5: [<&kerne 32, CompareFil
DS: [<&kerne |32, CompareStr
OS: [<&kernel32. Createlire
05: [<&kerne l32. CreateEven
O5: [<&kernel32.CreateF i Lle
O5: [<&kernel32. Createtlute
N r<dkernes 32 MreateThee

Ui LA ledss LEEQUaliaulL g

OS:[<%oleaut32.59sAL locSt
OS5:[<&oleaut32.SusFreeStr
DS:[<&oleaut32.SusReAl loc
OS:C<doleaut32. SusStringl
O5:[<&oleaut32.Var iantCha
OS:[<doleaut32.VariantCle
O5:[<%oleaut 32, Var iantCop

I
Onf RUTE BTR NS« FEOYT O

Well, now lets try our app to see if it really works. Shall we?

aduvapidZ.InitializeSecuritybescri
aduvapid2. RegClosekey

aduvapi32. RegCreatekevwd

advapi32. RegCreatekewERA
aduapi3Z.Regle letellalusA
advapidZ. ReglpenkeyEnA

advapidZ. RegliueryllalusEHA
aduvapi3Z. RegSetlaluseExA

aduvapidZ. SetFileSecurityA
aduapid2. SetSecuritylescriptorbac
kernel32.CloseHandle

kernel32. CompareFileTinme
kernel32. CompareStringA
kernel3Z2.Createlirectoryr
kernel32.CreateEventA
kernel32.CreateFileA
kernel32.CreateluterA
kevrnel 32 . MreateThreead

OLlESs. lsEQUatLlauLy

oleaut32.5ysAL locStringlen
oleaut3z2.5ysFreeString
oleaut32.8ysReAl locStringlen
oleaut3Z2.SysStringlen
oleaut3z2.VariantChangeTypeEx
oleaut3z.UariantClear
oleautdz.UariantCopyInd
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44 Configuration Golden FTP Server Pro v2.70 [;] @

ngemame . IY ,I':'I,Ijlj ][ DE|E|ZE “ PaSSWD[d ]

i Shaiae = Date Mame Path

Connectionz

<3
_,,-‘:Qf
P

- -

Options

Fl
_.f.

About Add

Fiegiztration ] [ (] ] [ Cancel

Well what the hell, we nailed one more protection with our tools. Hence but this porgy has it’s own
key check procedure, and also nag is still displayed so we will have to patch it. If you are
wondering what this plug-in does, it is simple, it works like nonintrusive debugger to detect when
EIP is outside of given range. In this example given range is ImageBase and
ImageBase+SizeOflmage, so when ever eip is not in our range we have API. This can be recoded to
take snapshot of all loaded modules and to check when EIP is in range of any of them. Sometimes,
some protectors may use dummy API calls to foobar tracers, but we can easily avoid this, checking

if EIP is in dummy API. For more about this plugins | suggest you to read my solution to
warrantyVoider’s crackme [3].
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4. Removing limitations

Oki we wanna remove NAG and also to make About box to display our name and email. If you are
lazy as I’m than you will patch it. This application can be analyzed using DeDe [2] and, also, using
partial dumps so we can code loader without unpacking. Lets find Registration form:

|E:"-.gu:u|u:|en'xfi:-:e-:|_.e:-:e

| Claszes Info | Unitzlnfo | Forms Procedures | Project .

=,

~ = fixed _exe
jg BT Finalizing dump ...

R Lirit Marme | o Pt Dump successFull 1) Yerzion: BCBS
g .01 00428k it List [fram PACKAGEINFO]
5 06 0048034 htnbist [
B3 .36 004&200 BLittans —
s 4 0042E950 00000000 Elaﬁs
Ipor
g 41 00430990 00000000 ComChs
Then we select all possible analyzes available in DeDe:
DeDe Extended Analisys ...

And we click yes:

Imitial durnpz has finizhed. Do you want to start extended analisps now?

_. ........... I ES ........... .L H = |

.................................

Infarmation
Estended analisys looks for unresolved procedures, fries to determine
tppe of unresolved fledz/memberz of the forms and other claszes and
gome mare. [k may need few minutes.

DeDe Extended Analisys ...

Analizing main procedures .

Daone.

Field TEFTPServertain OFFS_043C appears to be Byte
Field TtSharez. OFFS_02F3 appears to be Byte

1 methods added ...

2 field typez identified ...

Cloze |
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Take a look at Procedures:

! Delle 3.50.04 (c) 1999-2003 by DaFixer/TMG
File Dumpers Tools Cptions Abouk
|EZ"-.QD|E|EH"-.HHEI:|_.EHE ﬂ@ Process fized__exe
Clazzes Info itz Info Formz Procedures | Project Exports
Linit Mame | Class Mame | TfRegistration DPR | OFFS
Eg'ﬁ::ﬁzzr H’Eﬂ'ﬁiﬁ’ Eventz | Contrals | [ Show classes having no published methods
uqu HIFanE_ o Event | Rva | Hint | &
Lk ain erverkdain ; |
U eqistration TtHeqistration Egrfnllzihrzl;te ggiggg’;ﬁ 331['1':
Rl e FiegisteradMouseMove O04224EC  OOTE
B o Formbd ouzetdove Q0422524 0014
g g IRegisteredClick 00422553 0017
meRegCoder.eyDown 0422574 omy
_PROC_O0422640 00422640 FFFF
_PROC_00422538 Q0422698 FFFF
_PROC_OD422648 00422648 FFFF
_PROC_OD4226E8 O04226R 8 FFFF
_PROC_00422758 00422756 FFFF ]|
Ready 1 sec. Fixed_.exe 2818048 bytes

Open fixed file in olly and go to 4220ACh and set breakpoint:

go go go go go and check this :

| 5083 FCoeeBes | LEA EAR, DWORD PTR DS: [EEX+2FC]

E2 FE1BFEFF | CAEL f ixed_. BE4a3444
| ae4Ca | TEST AL, AL
BF24C2 | SETE DL
S3EZ a1 | AHD_ED, 1
E| 2402 | TEST DL, DL
5] .__hualv?E 4C | JHE SHORT fined .@@42241E
BE422202| &2 BEEEGAAEA | PUSH BEES
AE422207 | ES SE2FEAEE | EACE <JMP.&kernel32.5leep?
aE42zz0C0) 6R 1@ | PUSH 1E&
BE42220E| SEED 42984088 MOU ECH, OWORD PTR OS:[40968421
EE4222E4] 85CF TEST ECK,ECH

Hahahahahaahahaahahahaha Sleep(3000); pro, no way :D Sorry | had to show this, | tough that
there is really complex key check routine but what the hell we use some comparison and then we
use Sleep to make people think that there is some mad key check procedure... Damn :D If we skip
Sleep leetnes by changing Z flag at 4223D0h then our “registered” button will disappear. Take care
with proc that is called before JNZ.

If you wanna get key than reverse this a little bit, or just patch it. Well we are gona patch this baby,
removing nag also removes “Register” button from main form... huhu...

Load file in IDA and look at main procedure a little bit, then produce nms file and load it in softice
via 12s plug-in or produce map file and load it in olly using GODup plug-in. Take a cigarette break
again till IDA analyses this.
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Oki we are back from cigarette break and ready to continue, we open file in IDA and lets see if key
check procedure is called only when we type our serial or there are more references to this proc:

-text:e0406344,
-text:e040344,

text: 004083444 Sub 4O344Y4 proc far  CODE XREF: .text:08484F5F)
text:0040344Y ; -text:B04B4FBYlp ...
-text: 0483444

text: 004083444 var_ 18 = dword ptr -18h

text:00483444 var C
text: 004083444 var &

dword ptr -8Ch
dword ptr -4

Well seems like it is called 2 times and guess what? Both times from main(), focus on the first
reference:

-text:00484F5A mov eax, offset unk_4DA25F
-text:00404F5F call near ptr sub_483444
text:-00484Fb6Y test al, al

-text:004B4F 66 jz short loc_4BL4FCY9
-text:00484F68 call sub_483608
-text:004084F6D mou word ptr [ebp-274h], 98h
-text:00404F 76 cmp eax, 2

-text:00484F79 jnz short loc_4B4FAF
text-00484F7B mou eax, 1

text:-00484F2A mou edx, 2

If al is O than progy will take us here:

text:008484FCY? loc_ 484FC9:

-text:004084FCY mou byte 4C684Y4, 1
tevt - AOLOLFNA

Simple enough if registered than byte at 4C6844 is set to 1, else it remains 0. Lets try this, from
olly:

HEa4E4FEA| B2 SFAZ4080 MOW ERX, fined_.B840AZ5F ASCII "ooopoooooooooooooooooooooo'™
HE4E4FEF | ES2 EBE4FFFF CALL fined_.HH4E3444
GE4A4FEd | S4CH TEST AL,AL
wrd Bl JE SHORT fixed_.B88484FC3
oEd4nd4Fsg| EZ 93EGFFFF CALL fined_.B00483c88
BE4E4FE0| G631 CFP85 SCFODFFFI MOV WORD. FRTR SS5:CEBF=2741, 92
FE4A4FFE| BIFE B2 CHF EHE, 2
FE4A4F 7|75 34 JHE SHORT f ixed . Bad4a4FAF
Ba404r7E| B8 plpmooon (MU EAX.

Change Z flag or patch je to jmp and voila:
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4 Configuration Golden FTP Server Pro v2.70 g = @

Uzernarme v'. Add ][ Delete ” Fasswaord ]

&

Giiershams =  Date Mame Path

“J

Connections

- "q_
oy
/If y

e

Dptions

2

——

Ahot Add

(] l [ Cancel

Where is “Register” button, where is NAG? Hehe, nailed...

One more thing left to fix:

7 e Vel
Options
Reqgiztered to
e Mame |unregistered
‘._”- E-mail |unregistered
About

Open IDA and scan for “unregistered” references:

~CeXT I HBYT uugy push HLBEZEYD

-text: 00410883k push offset unk_MDA27B

-text:00410043 call 1strcmpi

-text: 00410848 test eax, eax

-text:0841004A jz short loc_4108085F

-text:00410604C push offset alnregistered 1 ; “unregistered”
-text:B84108851 push offset unk_4DA443

-text:00410056 call 1strcmpi

text:-8841060658 test eax, eax

text:f0841085D jnz short loc_ 4100887

Oki offset 4ADA27Bh is for email and offset 4DA443h is for Name so we have to apply 3 patches
here:

1. 404F66h - should be modified to jmp

2. 4DA27Bh - store your email (don’t be stupid =))

3. 4DA443h - store your name

Steps 2 and 3 should be inlined.
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And after a little bit of modification and inline patch for About box:

Open shares

<

Connechions

%

Optians

Prolessional

Regztered to

Name |dernku::£.-’-‘-.HTeam

E -mail |EHEE[_'.-'|:ItDr awhed

Send e-mail to technical support
whant mare uzeful features? Just mail sl

Tell uz what pou think, about thiz programl

| ok || cance |

Well that’s it, no more registration, unpacked and patched...
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5. Loader : at the boundary of perfection

I want to write loader for execryptor packed app but I can’t use standard loader nor debug loader.
Why is that?

1. standard loader can’t hook anything when primary thread is suspended because no k32 nor any
other dlls are loaded, and we can’t force them to load by hooking entry point because TLS will
detect us (hook tls?)

2. debug loader can be used with some extra code to make it stealth, but if I think a little bit what
should | add to it, than, heh, too much coding for simple patch.

New era rises, and nonintrusive debug loaders are coming to my mind.

Nonintrusive debuggers are stealth [7,12] and very powerful. They run in context of debugged
process, there is no need to use debug loop, no need to use Write/ReadProcessMemory, nor
Get/SetThreadContext etc... | will skip loader theory because Shub-Nigurrath and Thunderpwr did
awesome job with coding loader tutorial series [5,6]

Nonintrusive debugger works by hooking KiUserExceptionDispatcher and examining
EXCEPTION code to determine if particular exception is caused by debugger itself (int 3h, int 1h,
T flag) or exception is caused by debugged program in which case we pass exception to thread
exception handler.

KiUserExceptionDispatcher:

mov ecx, [esp+4] ptr to CONTEXT

mov ebx, [esp] ptr to exception_code
push ecx

push ebx

call sub_7C9377C1 go for thread exception handler
or al, al handled?

iz short loc_7C90EBOA no, go to RailseException
pop ebx

pop ecx

push 0]

push ecx ptr to CONTEXT

call ZwContinue set thread Context

Jjmp short loc_7C90EB15

At this point we are interested in 1% 7 bytes of KiUserExceptionDispatcher that we are going to
replace with simple hook:

push nonintrusive_address
ret

nonintrusive:
mov ecx, [esp+4]
mov ebx, [esp]
nonintrusive tracer/debugger comes after this
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ecx and ebx hold all important data for our debugger, if exception caused by program is the one that
we don’t care(e.g. Exception caused by protected application) than we will simply return execution
to KiUserExceptionDispatcher+7. If we deal with exception we will call NtContinue same way as
KiUserExceptionDispatcher calls it. If you are planning to develop debugger using this technique
than my advice would be also to hook call to NtContinue in KiUserExceptionDispatcher so you can
set T flag in context.context_eflags and always have control over your target. This was
implemented by me in nonitrusive importrec plug-in for warrantyVoider’s The Amazing Picture
Downloader crackme [3] from www.crackmes.de . Yet again I’m mentioning this crackme because
it was really hard to dump and fix it, but it was enjoyable :D

For start I will code one small nonitrusive debugger that will inform user about exceptions in our
target process. So you get basic idea how to write code like this. [example]

I will cover only main parts of this code, and I’ve skipped part that uses GetProcAddrss to find
needed APIs.

<++>

push offset pinfo
push offset sinfo
push 0]

push 0]

push CREATE_SUSPENDED
push 0]

push 0]

push 0]

push 0]

push offset progy
callw CreateProcessA
;First we create process with primary thread suspended

push PAGE_EXECUTE_READWRITE
push MEM_COMMIT
push 1000h

push 0]

push pinfo.pi_hProcess

callw VirtualAllocEx ;then we allocate some memory In target
mov mhandle, eax

;then we adjust some hooks, hook to my memory buffer

mov dword ptr[hook+1], eax
mov eax, kiuser
add eax, 7

;and we store return to KiUserExceptionDispatcher+7 iIn our
;honintrusive debugger
mov dword ptr[goback+1], eax

;change protection of ntdll_KiUserExceptionDispatcher
push offset dummy

push PAGE_EXECUTE_READWRITE

push 1000h

push kiuser

push pinfo.pi_hProcess

callw VirtualProtectEx
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;store hook in KiUserExceptionDispatcher

push 0]

push 6

push offset hook

push kiuser

push pinfo.pi_hProcess

callw WriteProcessMemory

;copy nonintrusive debugger into allocated memory block

push 0]

push size_nonintrusive
push offset nonintrusive
push mhandle

push pinfo.pi_hProcess

callw WriteProcessMemory

;and resume suspended thread
push pinfo.pi_hThread
callw ResumeThread

push pinfo.pi_hThread
callw CloseHandle

push pinfo.pi_hProcess
callw CloseHandle

push 0]
callw ExitProcess

hook: push 10000001h

ret
nonintrusive:
;mov In ecx context and In ebx pointer to exception_code
mov ecx, [esp+4]
mov ebx, [esp]

;save all register and get delta offset in ebp

pushad
call delta
delta:pop ebp
sub ebp, offset delta

;we check if this is Tirst exception so we don’t use LoadLibraryA
;to many times

cmp [ebp+First], O
jne __skip
lea eax, [ebp+user]
push eax
call [ebp+LoadLibraryA]
inc [ebp+First]
__skip:
;only inform user about exception
lea eax, [ebp+exception]
call [ebp+MessageBoxA], O, eax, 0, O
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;restore registers

popad

;0o back to KiUserExceptionDispatcher+7

;push 10000001h i1s patched from loader before copying
goback:

push 10000001h

ret

;heeded data for this dummy nonintrusive tracer

first dd 0]

MessageBoxA dd ?

LoadLibraryA dd ?

exception db "exception occurred™, O
user db “"user32.dil", O
size_nonintrusive = $-nonintrusive

<++>

If we start debugger.exe, 2 message boxes will popup.

Here is output from SoftICE of KiUserExceptionDispatcher:

At line 150044h you see push KiUserExceptionDispatcher+7 followed by ret.

This is the simples implementation of nonintrusive debugger. It can’t get simpler than this.

Oki, now when you are sure that you understand above code and you are capable to write your own
simple nonintrusive tracer then you are ready for execryptor loader coding, but this kind of loader
will also work for some other protectors (asprotect, armadillo, but you can use standard loaders for
those or debug loader).
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Also note that template that is introduced here, and source code provided [loader] can be used
whenever you get good place with my oepfinder using “Stealth Mode” and “Extra fast”
checked.

Now we know how nonintrusive tracers work. For our loader to break at good place (when code is
decrypted and decompressed, 3" MessageBoxA), we are gona use similar algo as one implemented
in my oepfinder.

First we set PAGE_GUARD on code section of our target, then we hook
KiUserExceptionDispatcher as shown above and we copy our nonintrusive tracer to allocated
buffer, and resume thread. If we did everything as we have planed then there will be no error. I’ll
tell you that tracing and debugging this code is not an easy task if you use olly, with softice it is
easy by adding int 3h in suspicious parts of code and using i3here on.

<++>
patch_addr equ 404166h
useraddr equ 4da443h
emai laddr equ 4da27bh
<++>

Needed constants for loader, patch_addr is addr of magic jz. useraddr and emailaddr are addresses
of a buffers that hold name and email address of registered user.

What is trick with this application? It has code integrity check, if we patch anything in code section
we are doomed, you will get nice messageBox informing you that “File is corrupted”, so no
permanent patches could be applied. My solution was to break at the point when code is decrypted
and to set int 3h at 404F66h , when | hit my breakpoint, restore original byte (74h) and redirect EIP
to good address (404FC9h).

Secret of my engine is to catch whenever EIP is in guessed range using PAGE_GUARD, this time
we will catch PAGE_GUARD from nonintrusive debugger and we are waiting for 3 occurrence of
EIP in guessed range (remember 3™ MessageBoxA?).

I will skip part of loader that hooks KiUserExceptionDispatcher because it is not difficult at all
(same as one in our example except | use VirtualProtectEx to set PAGE_GUARD on guessed
range), instead | will focus on real engine hidden here:

<++>
nonintrusive:
;get ptr to exception_code and context
;stuff that is replaced with our hook
mov ecx, [esp+4]
mov ebx, [esp]
pushad
call delta
delta: pop ebp
sub ebp, offset delta

;check 1Ff needed dlls are loaded
;1T not, we load kernel32.dll and user32.dll
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;also note that we are within TLS callback so user32.dll i1s not
;loaded at this point (k32_.dll is here just for fun)

cmp [ebp+dll1loaded], O

jne __skip_dIl_load

pushad

lea eax, [ebp+szdikernel32]
push eax

call dword ptr[ebp+LoadLibraryA]

;change protection on CreateThread so 1t can be hooked,
;like this we make out nonintrusive debug loader thread safe

lea eax, [ebp+dummy1l]

call dword ptr[ebp+VirtualProtect], [ebp+createthread],
1000h, PAGE_EXECUTE_READWRITE, eax

mov edi, [ebp+createthread]

;hook CreateThread, because this is not thread-safe tracer
;all we do here i1s to make CreateThread return whenever it is
;called with simple ret 18h

push dword ptr[edi]

pop dword ptr[ebp+oldcreatethread]
mov dword ptrf[edi], 18c2h

inc [ebp+dl11oaded]

popad

__skip_dil_load:
;check exception_code

cmp dword ptr[ebx], EXCEPTION_GUARD_ PAGE
je __check_eip

cmp dword ptr[ebx], EXCEPTION_BREAKPOINT
je __breakpoint

;iT not my exception 1 set PAGE_GUARD on code section

__setgp:
lea eax, [ebp+dummy1l]
push eax
push PAGE_EXECUTE_READWRITE or PAGE_GUARD
push [ebp+rangel]
push [ebpt+basestartl]
call dword ptr[ebp+VirtualProtect]
popad
;and go back to KiUserExceptionDispatcher+7
Jjmp __goback
;there i1s only one Int3h that 1°m looking for and that is the
;one at 404F66h

___breakpoint:
mov esi, [ecx.context_eip]
cmp esi, patch_addr

;iT not my int3h, then it is nothing more than exception caused
;by protected app so we set page_guard and continue execution
;from KiUserExceptionDispatcher+7

jne __setgp

mov esi, patch_addr
;restore original opcode
mov byte ptr[esi], 74h
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;instead of changing Z flag, redirect EIP to 404FC9h
mov [ecx.context_eip], 404fcSh

;and store our signature in this application :D

lea esi, [ebp+crackedby]
mov edi, useraddr

cld

mov ecx, 13

rep movsb

lea esi, [ebp+email]
mov edi, emailaddr

mov ecx, 21

rep movsb

;restore bytes i1n KiUserExceptionDispatcher

lea esi, [ebp+nonintrusive]
mov edi, [ebp+kiuser]

mov ecx, 7

rep movsb

;restore bytes in hooked CreateThread

mov edi, dword ptr[ebp+createthread]
push dword ptr[ebp+oldcreatethread]
pop dword ptr[edi]

popad

Jjmp __myntcontinue

;here 1s where we check if eip is In a guessed range
;iT you plan to use this code on some other target
;don”t forget to modify range.

__check_eip:

mov esi, [ecx.context_eip]
cmp esi, [ebpt+basestartl]
jb __notoep

cmp esi, [ebp+topendl]
jnb __notoep

;we need 3" stop in code section

inc [ebpt+eipinrangecount]
cmp [ebpt+eipinrangecount], 3
jne __notoep

;if it is 3™ break in code, store int 3h at jz address

mov esi, patch_addr
mov byte ptr[esi], Occh
Jjmp __notoep

pushad

delete TLS callback 1f any, so olly can be attached w/o problemo
at this point we need ImageBase which is store in Peb.ImageBase

mov eax, dword ptr fs:[30h] ;PEB

mov eax, dword ptr [eax+8] ; ImageBase
mov ebx, eax

add ebx, dword ptr[ebx+3ch] ;PE header
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cmp
je

mov ecx,
add
pushad
lea
call
popad
mov

__@@3:

popad

__notoep:
;remove
lea
push
push
push
push
call

popad
Jmp

__myntcontinue:
push
push
call
pop
sub
call

delta2:

nop

__goback:

__0@e3

[ebx _NT_OptionalHeader.OH_DirectoryEntries.DE_TLS.DD VirtualAddress], O

[ebx_.NT_OptionalHeader_.OH_DirectoryEntries.DE_TLS.DD_ VirtualAddress]

ecx, eax

eax, [ebp+dummy1l]

dword ptr[ebp+VirtualProtect], ecx,

100h, RWX, eax

dword ptr[ecx+0Och], O ;delete TLS callback ptr..

PAGE_GUARD

eax, [ebp+dummyl]

eax

PAGE_EXECUTE_READWRITE
[ebp+rangel]

[ebpt+basestartl]

dword ptr[ebp+VirtualProtect]

__myntcontinue

o

ecx

delta2

ebp

ebp, o delta?

dword ptr[ebp+NtContinue]

;no return from here

;patched from loader with KiUserExceptionDispatcher+7

push
ret

10000001h

;and some data needed by nonitrusive loader

NtContinue dd o
int3heip dd 0]
VirtualProtect dd o
LoadLibraryA dd 0]
createthread dd o
kiuser dd o
dl1loaded dd o
basestartl dd o
topendl dd 0]
rangel dd 0]
dummyl1 dd 0]
oldopcode db 0]
eipinrangecount dd 0] ;we stop on 3111
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oldcreatethread dd 0]

szdikernel32 db "kernel32.dIl', O
crackedby db "ExeCryptoreeee', O
email db "loader is working'", O
sizenonintrusive = $-nonintrusive

<++>

If we compile and run this code we will see that our loader is working, take a look:

! Configuration Golden FTP Server Pro v2.70 [=] % |

r—

Open shares

<

Connections

AL ~ 1 4 Prolfessional

Fegistered to Send e-mail to technical suppart

i | Want mare uzeful features? Just mail usl
E-mail loader iz working |
Ahout E— - Tell uz what you think. about thiz program!

| ok || cancel |

Well as you can see code is very simple, but effective, this kind of loader can be used to patch
armadillo, asprotect, engima, execryptor really fast and safe.

Note that we can use drX registeres to set hardware breakpoints on execution and gain control
without even patching nor chaning code. In this way we will also avoid .code integrity check..

S verom u Boga, deroko/ARTeam
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6. Conclusion

Well as you can see coding loader isn’t hard at all, whit a little bit of patience and thinking we
defeated one of the best protections available. ExeCryptor is very strong and good protection, hard
to break and 1I’'m sure that any application protected with it, won’t be easy to unpack. | will not
provide you with binary of loader, because | don’t wanna see millions of cracks on warez sites
using my loader. Similar thing happened to Registry Mechanic after condzero released his tutorial
on muping Armadillo based VB targets with a twist [10].

Please note that this text is for educational and research purposes only.

All the code provided with this tutorial is free for public use, just make a greetz to the
authors and the ARTeam if you find it useful to use. Don’t use these concepts for making
illegal operation, all the info here reported are only meant for studying and to help having
a better knowledge of application code security techniques.
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8. Greetings

I wish to tank all the ARTeam members for sharing their knowledge, to 29a virus writing group for
one of the best e-zines, and to all great coders... and of course you for reading this tutorial.

http://cracking.accessroot.com
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