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Synopsis on Asprotect Patching by MaDMAn_H3rCuL3s

1. Abstract

In the now infamous tutorial by JohnWho he discussed Asprotect patching by means of
decryptor blocks, and doing what I call a daisy chain through each block. In this tutorial we will
discuss a new approach, with the same basic idea as his tutorial, but I will eliminate the need for the
blocks. This tutorial is going to be very long and hopefully in-depth. So please, only start reading
this if you have a few hours to kill. Or if you have a whole day to kill, so you can master the
technique. Either way you should walk away from this tutorial with a lot more know how then you
did previously.

The techniques described here are general and not specific to any commercial applications.
Although I use specific targets, I am trying to teach you the way, and not the crack. The whole
document must be intended as a document on reversing advanced techniques, how you will use
these information will be totally up to your responsibility.
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2. New Approach on Asprotect Patching.

We will begin at the EP. Today’s target is DVD20One and many more when I get
more time to do it. Unfortunately DVD20One was Asprotect SKE 2.3 last I checked, today
(v2.0.5) it is back to v2.1 SKE (so CRC is very simple) but chapter 2 of this tutorial will
discuss how I patch Asprotect SKE v2.2 — 2.3 (and beyond). To make sure we have a good
understanding, I will cover everything here. Please note that a bunch of things have already
been covered by JohnWho and I DO NOT take credit for this, I am just applying my

technique on top of his already completed steps. SO like usual we begin at the EP:

Now we trace with F7 to get to first decryptor block, until we reach here:

I ¢ HEIE L
HAZTA1A2
Bas7RLAS
AASTYALIBA
BASYALLA
BASYALLG
BAZYALLE
BAZYALLIE
BEZYALLE
BAZFALZE
BR2TALZA
HAZTAL12E
BASYALZZ
Ba37ALZE
BASYALI?
BASTALZC
BAZYALZE
BAZYALZF
BAZYAL14E
HAZTAL47F
BAZTAL42
BAZTAL4A
BRZTAL4E
Bas7AL4F
BAZTYALIS1
BASYALE4
BASTALETY
AAZYALEE

HAREPAT A4

Address |Hen dump Disassembly
£ 68 BIABEFEE |FUSH duvdZonez. BRAESFABE]
[. ES A18@88886a | CALL duwdZonez.BB48186E
c3 RETF
5 C3 RETE
ED DE ED
BE4a1a8a0 23 DE 23
BE4E 1 86E BF 1B BF
BE4E1BEAF ZE OB ZE
AE4E1818 g1 OE &1
AE4EL1E]L] Ed OE Ed
AR4E1812 &0 DE &0
At the EP

o~

r

HALE SUE ¢St
2B22

ce: 210F FFSA
S1EE S52B6S3F
21C6 BHS94C55
23 64BBRERS
BFEFF2

=12 ]

21C6 SBFEVHEL
E2 BDEERAER
B1RE EF242032
2268 39

7E DF

2C F&

E2 B0EERRER
7l 56

0y

C4A0 E27a26A%
2E:CF

EC

A==t

{=1]

&E: B2 CYF2

EE:BF EASE
S2E3 @1

BFSE SFFFFFFF
RRFR

UK ELL, SEESE ¢Sl

HMOU ESI,ONORD PTR DS:CEEX]
SEE DI, SEFF

SUE ESI, SFE82B55

ADD ESI,S54CE96H

FUSH ZSHEBEG&4

MOUss EDI, A=

FPOP EDE

ADD EZI,SEFPBFESE

CALL dud2onez. BEZFALIF

ADD DWORD PTR D5: CESI+222094E71, ESP
ADD DWORD PTR D5: CEAKI, 29
JLE SHORT dedzone2.B827H1L14
SUE AL, B8FS

JME dud2onez. ABEYAL1432

JH0 SHORT dud2onel2. BESTH1 94
WLAT BYTE PTR O5:[EEX+HL]
LES EEF,FWORD FTR S5:[EEF+A32EFZEZ]
IRETD

FPOF ESP

FOF EAX

FUSH ESI

MOU - AX, BF2CT

FOF_DWORD PTR DS: CEEX]
MOUER EDE, DR

SUE EBX,4

MO 01, 95ER

SUE ECH,1

JHE - dud2onez. BEETALE2

MOl FOT . FRY

We see the JNZ, which loops until we are satisfied.

WOz

We are only interested in these:

0087A10A
0087A110
0087A11F

81EE 552B683F
81C6 6A894C55
81C6 S5BFE7055

SUB ESI,3F682B55
ADD ESI,554C896A
ADD ESI,5570FE5B

So this is the first step of decryption. The code we got passes this, then goes on to
the next block. There are 5 blocks in all (usually you will see between 4 or 5). Mostly 5 as this is
standard now in v2.2 and above. What we will do is open up notepad and copy all this code to it.
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And then at the end we will reverse it all to encrypt our code. So let’s continue until we reach block
#2. Set a BP below the JNZ and then break, then continue tracing with F7 until we reach the next

block, which is here:
Address |Hex dump Disassembly
BESFA1AE FFZa FUSH OWORD PTR OS: CEAX]
HESFA1EBH =12 FOF EDX
BESFALEL E5: B1EFY EE&H AMD DI, cE55
BESTALES 21EA 2EDRESEF | SUB EDM, SFES0DAZE
BEETALEC SA0O0 MO BL, CH
BEETA1EE 21C2 FRSFF344 | ADD EDX, 447¥357FA
BESTALCY 21F2 ABD1464F | ®0OR EDX,4F4:501AE
BESFAICA EF 28E7EZEE MOL EOI, GESZETZE
BEASFAICFE E2 FIUSH EDX
BESFYAI0E(~ E9 H988E888 JHMP dud2one?. BEEFAI0E

BE2FAI05| -~ 7O 72
BEIFALI0OT ca

BEEFAIOE 4@

BasFRI0e |~ ¥2 BE
BE27A10E iF

BEEFAI0C =M

BE3FAI00 35 SFBERFEY
BEEFALES CA_22EE
BEEFALES B18F
BEZFAIEY BF FE424242
BEZFAIELC ===
BE2FA1EF 23EE 81

BEZFALIFZ) - BF2E BFEEEAGEE
BEZFALIFS 2A02
BESFALFA|~ E2 228888060
BE3FAIFF RE S21EFFCC
BEEFA=2A4 15 ZR1BS66G
BEZTR=AS S1C7 EFR45FES
BEEFAZAF 3E

BEZFAZ1A FFFF

JGE SHORT duwdZoneZ. BESFAZ49
RETH

INC EAX

JHE SHORT dudZoneZ. BESFALSS
POF DS

INS BYTE PTR ES:[EDII,DOH
#OR_EAX, EFBFEE3F

HEZEZ

AOD DWORD FTR OS:CEOI],ECH
EDI, 424848FE

HOL B, A

SE ESI, 1

dud2ones. BRSTAZET

EL, AL

dudZonez. BASTAZEE

AL, BYTE PTR DS: [CCFF1ESS]
ER, GESE1B2A
TEDI.E95Fn4EF

I know it looks ugly but the code is obfuscated below a bit.

We are only interested in the following:

0087A1B6 81EA 25DA655F SUB EDX, 5F65DA25
0087A1BE 81C2 FA577344 ADD EDX,447357FA
0087A1C4 81F2 ABD1464F XOR EDX, 4F46D1AB

Proceeding...

After copying this stuff over, lets move on, set a BP on this JMP:

0087A1F2 /0F85 0F000000 JNZ dvd2one2.0087A207
0087A1F8 | 8AD8 MOV BL, AL
0087A1FA |E9 23000000 JMP dvd2one2.0087A222

Now break on the JMP and continue with F7 until next block here:
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Addreess [Hew dump Disassembly
FF34zB FUSH DWORD PTR DS5:CEEX+EDI]
BESTAZEI| 50 FUSH EA
BESPAZEZ|  GBD1 72 AOC CL, 72
BESPAZEE| £ FOF EO
BRSPAZEE| Eg FOP EAY
BESPAZE?| S1FE SEECTO4E | MOR EAH, 4E792CC0
BBZFAZED| &2 EI9ASR4E | FUSH 45509RE1
BESFAZEZ |- BFE3 DSEEEEEE ( JHE dudZoneZ. BESTAZED0
BASPAZES| EBA PACEFCAC | MOU EDN, BCFCLETS
BESTAZED| SE FOP ESI
BESFAZEE| S109 B9E7A2G0 |ADD ERX, BDBZEZTES
BESPAZT4| £2 ACOBSERD | FUSH SESBAS
BRSPAZYS|~ BFSS 12000088 | JS dudZons2. BBS7AZI1
BEZTHZFF ES QCEsaanEg CHLL dudzonez.BEEFAZ9E
BESPAZE4| 54 ED %0F AL, 50
RBSPAZES| DZAS ABSS1EFF | SHL EYTE FTR DS: [EBX+FFIES9AG1,CL
BESPAZEC| CC INT2
BESFAZE0| 1S 2AIEESES | ADC EAY, 59591B2A
BESPAZIe| G108 FEPTiBS4 |ADD ER, E41E77FE
BBZFAZ2S| S109 DEC13260 | SEE ECH, BDIEC106
BE3THZE =1E) FUSH ER=A
BESPAZSF| &8 FUZAZATE | PUSH TE2AZAFC
BRSPAZA4| 53 PUSH EEH
BESPAZAE|  SHES ML CH, AL
BESFAZHT| 9 FOP ECH
BBSPAZOs| B FOP ED
BBSFAZAS|  SFE4HF FOF DWORD FTR DS:[EDI+EEX]
BESPAZAC| SBC1 2C AOD CL, 2C
BRSPAZAF| BFEFDS MOLSH EDH, A
BESPAZEE| GIEE D4 SUE EBX, 4
BRSFAZES| E1 D1 HOW CL, 801
BESPAZET| S1FE 9CFSFFFF |CHP EEH, -264
BESPAZED|~ BFSS 1580BEBE | JNZ dudbones.BBS7AZDE
BESFAZCE| -~ BFEY DBOEEEED ( JA dwdZoneZ. BESFAZCY
BESTAZCH(~ ES 1EGGEEEE | JUP dvd2oneZ.BESTAZEC
BBETAZCE(~ E1 86 LOOPOE SHORT duwdZoneZ.BRETAZ06
BESPAZOA|  C7 777
BESFAZ0L| F4 HLT
BESPAZ0Z| 10 9263619 | SEE EAM, 196AE392
BBSPAZ0F| DEBF SCOSESSE | 0 ¢ WORD PTR DS: [EDI+EESDSEC]
BEZFAZ00 FFFF T
DOETHEDR | FF248D_4253988{ JIP DUORD_PTR_DS: [ECHw4+83905342]
Again the code is obfuscated a bit.
We only care about this:
0087A257 81F0 8025794B XOR EAX, 4B792580
0087A26E 81C0O0 B927020D ADD EAX,0D0227B9
0087A292 81C0O0 FE771B64 ADD EAX, 641B77FE
b
Let’s proceed.......
Set bp on this JMP:
0087A2BD  /OF85 18000000  JNZ dvd2one2.0087A2DB
0087A2C3  |OF87 00000000 JA dvd2one2.0087A2C9
0087A2C9 _ |E9 1E000000 JMP dvd2one2.0087A2EC

Now break on the JMP and continue with F7 until we reach the next block here:

Version 1.0
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Address

HEHZFASZE
BASFAS4E
HESFAS4E
BESTAS48
HESFAI4E
HEZFASERA
BEZFASEE
BEEFASES
BASFAIEA
BESFASE0
HES7AZE 1
aa5rAgE?

4 Lals B
BIRE7R:

Heuw dump

Disassembly

8E32
BE:31E3 E968
21F7 EBF2EYERd
2BOE
21F7 ACOBR4&Z

EY A2
S1EF vS52B2584E
SEDAa

81E8 B1EEaEEEE

~ BFE5 CCFFFFFF

BEi31F3 855F
B% 1CEESHGC

MoW EDI,DWORD PTR OS:[ECK]
BX,52E3
#OR EDI, £47E3EEF
EBx,ESI
“OR EDI, c2R40BEAC
EH, BAZ
SUE EDI,4E2826875
ED=, ERA
MOU DWORD PTR DS: [ECx]1,EDI
SUB ECH, 4
MO [, BC452
SUB EAX,1
JHE dudZonez. BEESFAZSD

H“OR BX,SFS5
ADD ERX, 6CEREELC

This time the code looks fine.

We are only interested in the following:

0087A340 81F7 5F357564 XOR EDI, 6475355F
0087A348 81F7 ACDBA462 XOR EDI, 62A4DBAC
0087A350 81EF 7520284E SUB EDI,4E282075
To continue.....
Set a BP on this:
0087A36D 66:81F3 855F XOR BX, 5F85

Version 1.0

And then break on it; now continue with F7 until the last block:

(XL YR o e

BEETHISH
BESTAIOF
BESFASA4
BESTHIAS
BESTHIAG
BESTHIAS
BERETHIAF
HEHSTHIEZ
BESTAIES
BESTHIEE
BESTHICT
BESTHICT
BESTHICE [~
BESTAICO
BESTAICE
BESFAS0E
BESTHI0E
BESTHI06E [~
BEETHI0E
BESTHIOA [~
HESTAIOC
BESTAI00
BESFAS0E
BESTHIER
BESTHIES
BESTHIES
BESTHIES
BESTHIER
HESTASEE
BESTHIFY [~
BESTHIFA
BB T HEE [
BEETHES [~
BESTH4EF
BESTAS4ES [~
BESTA4EH
BESTH4EE
BESTHSEC
BESTHS11
BESTHS 12
BESTHS13
o7A415

[N ETRIR)

FES43E
£S5 4E1E9949
ES SEEFEACH
ER

EE

S6F1 B2

S1CE F2428930
BFEFD

S1EE 426DB23F
BFETDZ

S1EE CE1Fo264
S1C8 £26B3575
ES 128@R56S
4F

OCES
ER cBCEE186
47

21FB D2FAFFFF
BF25 10E8EE6E0
21CA D433B066
E2 EéBBBBBB

73 BE

35 CA3BSSEL

a4 ED
EEE% ES7EFFFF

PUSH DMDRD PTR D5: [EBX+EDI]
PUSH 49991F4E

MOL EC, EBEBAEF2E

POP ED:

FOF ESI

AO0R CL,BE2

AOO ESI, 2D5942Fz

MOUSE EDR, TR

SOE ESI, SFAzeD4s

MOLE K EDH =5

SUE ESI, B49Z1FCA

OF_ER=, PE3BEBE2

PUSH ESI

JHF dud2ones. BE2FHIER

DEC EDI
SUBER. STI5), 5T
MOU ED, 866 1C26E

INC EDI

JE SHORT dwdZones. BASTASTS

ROC AH, EL

LOOPOME SHORT dud2ansl. BESTASTS
POP ESI

ARS

OR AL,.EE5

FOF ODWORD PTR D5:CEDI+EEX]

MO ED, ERX

MO O, T

SUE EBX, 4

MOUSE ECH, CH

CHP EBH, “Eaz

JME dudEoneZ, BASTA417

AOD ER=, 66E03304

JMP dudZoneZ, BRSFR4ZE

JE SHORT dudZonez. BESYAZECA

IMC ER:

JHS SHORT dud2onez. BRSTASCE

POP DS

INS BYTE FTR EZ:[EDI, DX

#0R ERE, B1SS3ECH

KCHGE ER=,ESI

POP 55

AOD AL, BED

EHE OH, BYTE FPTR DS: [EBX+FFFFFBES]
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Figures the last block is ugly again ©

All we care about is this:

0087A3A9 81C6 F242893D ADD ESI,3D8942F2
0087A3B2 81EE 436D033F SUB ESI,3F036D43
0087A3BB 81EE C01F9264 SUB ESI,64921FCO

And now we have all the info we need to actually see how to encrypt our code so it is
decrypted at runtime and patches the program for us. If we look at notepad we should have the
following in notepad:

NOTEPAD:

Block 1.
81EE 552B683F SUB ESI, 3F682B55
81C6 6A894C55 ADD ESTI, 554C896A
81C6 S5BFE7055 ADD ESI,5570FE5SB

Block 2.
81EA 25DA655F SUB EDX,5F65DA25
81C2 FA577344 ADD EDX,447357FA
81F2 ABD1464F XOR EDX, 4F46D1AB

Block 3.
81F0 8025794B XOR EAX,4B792580
81C0O0 B927020D ADD EAX,(0D0227B9
81C0O0 FE771B64 ADD EAX, 641B77FE

Block 4.
81F7 5F357564 XOR EDI, 6475355F
81F7 ACDBA462 XOR EDI, 62A4DBAC
81EF 7520284E SUB EDI,4E282075

Block 5.
81C6 F242893D ADD ESI,3D8942F2
81EE 436D033F SUB ESI,3F036D43
81lEE CO0lF9264 SUB ESI,64921FCO

And since most of us know what we are not doing, I will assume you have no idea what to
do now, which is the reason for this tutorial. Let’s sit for a moment. If something is decrypted one
way, to encrypt it, we go the other. Right? Well yes, but it’s not as easy as 1-2-3. The way I
developed, is to go from each block, and reverse it. So we will start at Block #5 and then go to
block #4, and so on.... So what we will need is a bit of time, and patience. Let us first think of
what we want to have the code to become. Well I chose to use this:

0087A5E3 68 00800000 PUSH 8000
0087AS5SE8 6A 00 PUSH 0

And I will make it hold this:

0087A5E3 68 00B08900 PUSH dvd2one2.0089B000
0087A5E8 C3 RETN
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And it will go to my injection.

So we start from the last block. But we need to reverse the algo so it encrypts our code. Well if we
look at our notepad, we see it’s not too hard to do this.
Notepad Reversed:

Block 5
81C6 CO0lF9264 ADD ESI,64921FCO
81C6 436D033F ADD ESI,3F036D43
81EE F242893D SUB ESI,3D8942F2

Block 4
81C6 7520284E ADD EDI, 4E282075
81F7 ACDBA462 XOR EDI, 62A4DBAC
81F7 5F357564 XOR EDI, 6475355F

Block 3
81C0O FE771B64 SUB EAX, 641B77FE
81C0O B927020D SUB EAX,0D0227B9
81F0 8025794B XOR EAX, 4B792580

Block 2
81F2 ABD1464F XOR EDX, 4F46D1AB
81C2 FA577344 SUB EDX,447357FA
81lEA 25DA655F ADD EDX,5F65DA25

Block 1
81C6 5BFE7055 SUB ESI,5570FE5SB
81C6 6A894C55 SUB ESI,554C896A
81EE 552B683F ADD ESI,3F682B55

So we just fix the code to do this like above.

But we must do one more thing. Please take note that Asprotect does not just do a normal
DWORD, I mean in nice intervals. Like 00401000, 00401004, 00401008.. etc.

Sometimes we do:

00401001, 00401005, etc.

00401002, 00401006, etc.

So to make our patch immune from this crazy DWORDing, we will take the code from a few extra
bytes before and after the actual patched code.

So in notepad I would copy this over:

DWORDing

8B 5E 08 03 DF 53 68 00 BO 89 00 C3 90 56 FF

0087A5DD

<*00BSh. °%.A0VY

This way we won’t get screwed in the long run.

DWORDing 2:

0087A5DD 8B5E 08 MOV EBX, DWORD PTR DS: [ESI+8]
0087A5E0 03DF ADD EBX,EDI ; dvd2one2.0040100C
0087A5E2 53 PUSH EBX ; dvd2one2.0087C2DC
0087A5E3 68 00B08900 PUSH dvd2one2.0089B000
0087A5E8  C3 RETN
0087A5E9 90 NOP
0087A5EA 56 PUSH ESI ; dvd2one2.0087A4C7
0087A5EB FF95 F4030000 CALL DWORD PTR SS: [EBP+3F4] kernel32.VirtualFree
0087A5F1 68 00000000 PUSH 0
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So it’s really this code we will patch:

DWORDing 3:

0087A5DD
0087AS5EQ
0087AS5E2
0087AS5E3
0087A5ES
0087A5E9

8B5E 08 MOV EBX,DWORD PTR DS: [ESI+8]

03DF ADD EBX,EDI g
53 PUSH EBX ;
68 00B08900 PUSH dvd2one2.0089B000

C3 RETN

0056 FF ADD BYTE PTR DS:[ESI-1],DL

dvd2one2.0040100C
dvd2one2.0087C2DC

Anyways.. The main goal is to patch in our 6 bytes. Now that we understand this, let’s get

Hopefully I did what I set out to do... confuse you ©

on to Block #5 and place out code in the way we want it.

Address |Her dump Disassembly

BESFASOD ZESE B2 Mok EB&, OWORD PTR DS:[ESI+ZE]
BHSFASER B30F AOD EB®, EDI

BRSFASEZ e FUSH EEX

HESFASES &2 HEEES988 PUSH dudZonez.B889E860
BASTASES C3 RETH

HESFASED BESE FF ROD. BYTE FTR DOS:[ESI-11,0L
HESFASEC A2 SA144RAEC MOl BYTE PTR DO5:[C4A145A1, AL

So our code is the way we want it

Hddress |Hed dump Dizassembly Comrent

FF242E FUSH DWORD FTR D5: [EBX+EDI] BLOCKE &
HESFAZIA &2 4E1E92432 FUSH 43931E4E
HESFASIF ES SEEBFERSE Mo ECH, SBEAEFSE
HESFAZAS SH FOF EDX dud2onez. 88
AESFASAS EE FOF ESI dudZone. 88
BESFASAL 268F1 B2 #OR CL,BEZ
BESFASAD 21C6 CBIF9264 |ADD ESI, &4921FCE
BESTASAF GBFEFO1 HMOLSE EDR, CH
BEZFAZSEZ 81Ca 43650A33F | ADD ESI, SFB3604=
HESFAZES BFETDS MOVE EDR, Bx
HESFTASEE S1EE F2428%30 |SUEB ESI,3SDE942F2
EEEEEEEL §}EB G2EES87E EﬁﬁﬁﬂﬁAfSEBEBﬁz

The code was reversed
Addres= |Hex dump ASCIT
BESTYASOO[SE S5E B8 B3[DF 55 68 Ba(EE 89 @A C3|( 88 56 FF AZ| i"@w=Sh.#Ee. F.U &
BEETYASED(SA 14 4R BC(CE 11 4A BC[(&6 D4 4F BC(EE 11 4A BC|ETJ.irdJd. £ B, F4d,
BDECHSFO|88 11 9F 57|52 71 9F 97|08 19 D5 83|72 B0 FO BC| f4fuRafulbFer. §
In dump.
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Now let’s hit F9 until our code is changed, then save it.

Hddress

Hex dump

ASCII |

BRZYASED
BEZ7ASCO
BEZYASO0
BEZFASED
BESYASFD
BESYREAD
BESYAE10
BRZ7ACZ0
BEZFAG20
BEZTAS4D0
Bas7RSED
BASYRGED
BESYRETD
BRSYAGED

N4 A 4 FrtE=bgd b
¢Hﬂr55d |£JuF£Kc
I - L o e
2. wid F=d 4.
fAfuRgfUETITAGH
Ui rah iGnR" d-f4f i
n5fége " Ipc TaR
AT d-#4f (OG5 &
S BrOTAE . ALS p#
R5T+Ruﬁnrhaﬂ-ruﬂ

LE :
Fhaﬂ-ruﬂﬂ hoFdf [
LR W B v E LT T ]

We see it getting close ©

Continue with F9 until our code is partially encrypted.

Address

Hex dump

ASCII |

BESTASED
ABSTASCO
AE2FASO0
BEZFASED
BESFASFD
ABETAGE0
AE2FAC10
AREFALZD

[elrl=trly Pl ]

N4 HFA Pt gd o
dHrs&atTiGElFino
*oR#EQE. 0 Ffgl-
Lhatd™atpod Hrat
I[F""8 T S u AR TITAGH
L A iqnA" do$df §
A5femuIr-c Fan
Afh<3df (DG HFEFE

=l B en==E s AND _a

We see our code is hlghhghted here. And it is now encrypted for one block. 4 more to go.

So using notepad we copy this over to it, and hold it, then go to block #4 and paste this in,
then reverse the algo on it, then save that code.

Block #5 Encrypted code:

0087A5DD

F1 6F 52 OF 45 64 B2 0C 16 9A 4A CF 66 67 49

BINARY:
Fl1 6F 52 OF 45 64 B2 0C 16 9A 4A CF 66 67 49

fioR[Ed? .[18JIfgI

So now we continue on to block #4 starting with the code above now instead of our patch
data. So at offset 0087A5SDD we put code starting with “F1” until 0087ASEB ending with “49”.
This allows us ample room for those nasty DWORDS Asprotect uses, unsure of its reasoning,
possibly to thwart any tutorials ©. So anyways, we trace with F7 until we hit block #4.

BESTHI2S
BEZFAZIS
AES7TAZZE
AESTA3I4E
ARETAZ4E
BEZFAZI42
BEEFAI4E
AESTAISA
ABSTHISE
ARZFA3IEE
AEEFAIEH
BEZFAIE0
ARSTASG ]

AEEFAZE0
ARSFOI72

o~

&5 21F2 17CO
SE39
e5; 21EZ E96S
S1F7 SF357564
SEOE
21F7 ACOBR4&:2

EY A2
S1EF VP52E254E
SEO@

EE:BA_ES2Cd
S1ES @1000680
BFSS CLFFFFFF

E5:r21F3 BELF
GC 1raFaoar

B, BED17

EDI DWORD PTR O5:[ECH]
B, EBED

EDI.64?5355F

EB=,ESI

EDI, &2A40BAC

EH, BAZ

EDI,4E252075

EDx . ER

DWORD PTR DS: [ECK1,EDI
ECH,. 4

O, BC4a2

ERx,. 1

dud2one. BASTHIES

B, EF2E
FO% Arancrir

Now we reach it, now we copy our code over. To the DWORD, and the XOR, ADD, SUB
commands.

Version 1.0
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HAddress |Hed dump Dizasserbly

BRSFAIZF EZ rrEleasa MO EHK 1??

RS 4 E5:81F2 1FCO #O0R BH, B

[E]eT: 2B29 ; Mo EDI DMDRD PTR DS:LECK]
BBE?HEBB E5:21E2 E96S AHD B, EOED

BESTAI4E 21C7Y VE2B224E |ADD EDI.4EEEEB?E

BESVHI4E 2E0E MO EBX,ESI

BASTAI4S 21F7 ACDER4&Z | “OR EDI, &2A40BAC

BASTAI4E EY AS Mol BH, BAZ

BASTHIEA S1F7 SF357S64 | #OR EDI,&47S355F

BASTHIES SEDA ML EDX, EAX

BESTAIES 2939 MOy OWORD PTR OS:CECK1,EDI
BESFAIEA 22E9 B4 SUE ECH, 4

BASTAIED G653 BA 8204 MOL O, BC4E2

BRSFASE]L Z1ES BlBAeEaa | SUB ERH, 1

HASVHSET |~ BFES CCFFFFFF | JHE EEdEEgEE.BBE?HSEB

ARASZTOIE N ES.0iCD OCCC

We copy the ADD and XOR’s over.

ASCII

P mrEutE. TAk | uEl
=ad. by SobeiCEe a7
toR#EdE. i FFgl+
<ip oy Sod| Sodu So
Huln2EQDn - " Fgid
Sotmt Feb, ATy
H(w{1WD%L%BMBHHP

L. N g

Hddress

BESFASED
BESTASCOD
BES7TASOD
BEETHSED
BESTASFD
BESTASED
BEAESFYAS10

ARSNS M

Hex dump

A= s

The DWORD 1s copled over.

Now we just run it until our code is partially encrypted.

Address | Hed dump
BRSFASED
BESFASCD
BASFASOD
BASTASED
BESFASFD
BESFAGAD
HESFRE1D
AASFTAEZD
BASTREZD
BASTRE4D
BASTRESD
BESFAGED
HESTAEFD
BESFRESD
BASFRESD
BESTREAD
BASTASED
BBETAGCD

ASCII
T T T
= ad. by SofeiTEes7
*oR#EdE. o0 Fal+
2 oy 308 Zo@y Ao
FuOn2EQn -~ 4" Fgid
fa U el=s [P SR Y oY)
Flriqg Mok My ),
VBRI L = W
L £ ULLijtEn
2k |5 B S0 O, s
'l=¢L"L>FLPS* Tk
biiSwEil « 1= +J IF&0F
LG, TR BRI
cE Lt = L] DFAOF
LGS ], TAERL IO
cll FA2HACEAN Sl - 0¥
FEETMAG] - 4 g

e e

Almost there ©

Address

HESFASED
BEZFASCO
AEEFAS00
BESFASED
BESFASFD
BESFASED

ASCII |
3 O [k | +JE !
St Uil i J3# KD
SEERD R ob " B O
B e
- L FEEY FELE FYEES
CoED.EL, tat$Lllp
AASTAGLO N . R
ARETASZ0[ 7 C 72l 1 aESL I LudkHe = LT

Now we are ﬁmshed Wlth block #4 (nghhghted is our encrypted code)
So now our new code is this:

Hex dump
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Synopsis on Asprotect Patching by MaDMAn_H3rCuL3s

BLOCK #4 Encrypted Code:

0087A5DD

39 17 9C E6 95 2A 3C ES5 62 FC 85 26 B2 2F 87

Ol Jeze *<&bii..&2 /%

Binary:
39 17 9C E6 95 2A 3C E5 62 FC 85 26 B2 2F 87

And now we move on to Block #3 using this new code. So we restart it, Trace with F7 until
we hit Block #3:

Version 1.0

Address

AEEYAZEL
ARZFAZE2
BREFAZEE
AEZFAZEE
AESYRAZES
ARETAZS0
AEEYAZES
ARSFAZES
BEZFAZE0
BEZFAZEE
BESTAZT4
ABSTRZTS
ABSTHZETE
ARETAZE4
AE2FAZ2E
BESFAZEC
BEEFAZI0
BESTRZI2
ARSTAZS
ABETAZIE
AEZFAZIFE
BEZFAZA4
BE2FAZAS
BESFAZAT
AESTAZAS
AESTHZAS
BEEYAZAC
AE2FAZAF
AEZFAZE
BEEFAZEE
BESTRZET
ARSTAZED
ABSTHZCS
AEZFAZCS
AE2FAZCE
BE2FAZ0E
BE2FAZ0L
ARSTAZ02
ABSTAZOF
ARSFAZO0
BEEFHEOR

Hewr dump

Dizassembly

404404

FF343E
=15]
26801 72
=1

[=t:]

S1FE 2825734E
63 BE12RSA45
BF 22 ASHARERG
BR FACEFCAC

SE

21ce BI2vazan
52 RAS98SERQ
AFE3 12888EA6
ES BCasasaaaa

24 &0

EEHS RBESI1EFF
15 ZA1BE9ES
S1C8 FEFFlBS4
Eéﬂ? 0ac12:280
&2 FC2AZATE
=3

SAES
=]

E1l

S1FE SCF2FFFF
AFES 138REEEE
[ = 5 5 s [ s 5 ]5]
EZ? 1EBEERER
El @&

B
F4

10 SEE3EA1S
DEEF SCOSESEE
FFFF

FE2430 4253903

We

FUSH DWORD PTR DS:CEBX+EDI]
FUSH ERX

AOC CL, 72

FOP ED

FOF ERX

HAOR ERE, 4E7I2558

FUSH 43389ARE1

JHE dudz2onez. BEEFAZED

MOL EDX, BCFCCEVE

POP ESI

ADD ERX, B0E227ES

FUSH SE98RS

J3 dud2onez. BBEFAZ91

CALL dudzonez.B@37H298

®OR AL,S0

?H%SBVTE PTR DS:[EEBX+FF1EE9AA], CL

AOC ERX,.S59521E2A

AOD EAX,241E77YFE

SBE ECH,BDZ2C108

FUSH ERX

PUSH FE2H2AFC

FUSH EBEX

HMou CH, AL

FOP ECK

FOF EDE

FOF DWORD FPTR DS: [EDI+EBX]
AOO CL,2C

MOUSE EDE, AX

SUBE EBM, 4

Mou CL, 801

CHF EEX, —&64

JHE dud2onez. BEETAZ0E

JA dudZonez. BEEFRZCS

JHMP - dud2onez. BEZFAZEC
%EEPDE SHORT dud2one?. BE37AZ0E
HLT

SBE ERK, 19686392

gég' F WORD PTR DS:[EDI+SEEZDSEC]

P OWORD_PTR_DS: [ECH*4+83385242]

are at block #3.

Now we must copy in the modified encryption code, and the DWORD.
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Synopsis on Asprotect Patching by MaDMAn_H3rCuL3s

Address |Hex dump Dizassembly
FF343B FUSH DOWORD PTR DO5:LCEEBA+EDI]
HEZSFHZE1L =1E) FUSH ER=A
HESFHIE2 g801 72 AOC CL, 72
HESFAZES SR FOF EDOX
HESFHZES 58 FOF ERX
BEZFHZETY 20 FE¥vF1lEBE&4 SUEB ERH, &41BTTYFE
BEZTHZEC L Hap

BEEFAZED) &8 B19HSA4E FUSH 42289AE1
BEZFAZEZ)~ BF2Z ASARRARAE (JHE dudZonel.@E27AZED0
HEEFAZES)  BR FACBFCAC MOL EDH, BCFCCERE

BEIFAZE0| 5E POP ESI
BESFAZEE| 2D B22v8z8D SUE EARR, B0E227ES
BESFAZYS| 2@ HOFP

HEEFRZY4| 65 AS9ESERR PUSH 3E98RS

BEEFAZYS~ BFEE 12888000E | JS dudzoneZ. BBETAZ91

BEZFAZYFE|  EZ BCABERER CALL dud2one?. BA37H29E

BEaFA2e4 24 50 “OR AL,ED

BEEFAZE5|  D2AZ ABS91EFF (SHL BYTE PTR DS: [EBX+FF1ES9AAE], CL
gasvRzsc|  CC INT=2

BRZFAZE0 15 2A1BS952 ADC EAM, S9591EZAH

AAZFA292] 35 38257948 #OR ERM, 4B792558

BEZFA2SY| 2@ HOP
GEzFA228) 2109 DEC19280 (SBE ECH, B092C10E
BEZFAZ2E| 58 PUSH ERX

BESTHZSF &8 FC2ZAZATE FUSH VE2RZAFC
cCo

ARDZO20A ol cu cov

Modified encryption code.

Now the DWORD.

Hddress |Hed dump ASCII

BESFASED|EBE AS 28 EB|36 21 E1l Z21|4C BD E& F3|326 21 B8 2E|7d #HetptlUpistyE
BASFASCO| FS 30 EZ C9| A2 25 58 RE|47 9C 59 18|37 9F 58 23| u=TB=H«GEYTT Fr1
BESFASODIE9 17 9C E&|95 2A 3C EE|&2 FC 85 Z6|BZ2 2F 87 E4|9#Epbwiob™ad@ o2
HASFTASED| 2B 24 58 RE|SE ZE 58 RE|36 E4 EF RE|26 21 58 RE|+5H«". HefE_ ity
HASFASFO| 36 21 AB 37|23 81 94 3F|AA 26 E1 29|@3 20 C32 gg 6?%?nu&?ﬂ&glv;ﬁ;

e T o S AT S e

And now we set the BP on offset “0087A24E” and run it

Address |Hex dump ASCII

BASFYASED|(BE RS 28 BE[26 21 E1 21(4C BO E6 FZ[32& 21 58 3E[9g ZEEtptLYp=atE
BEASFYASCO|7FE 20 EZ C9|{@2 25 58 RE[4F 9C 59 18|37 9F 58 23| u=Tr@HE«GEYET 8
HESFAS00] 39 17 9C E&|95 2R 2C ES|62 FC 25 26|B2 ZF 27 E4| 9¥Eposicb™aif g2
GASYASED|2E 24 55 RE|(SE ZE 58 RE[26 E4 EF AE[ 326 21 58 AE|+&H«. WafE_«h i
BASFTASFD| 36 21 AB 37|22 21 94 3F|(PA 26 E1 29|82 20 C9 20| 6tS7FHiIG 7OLE 1 9—[F—
BESYASE0|(BO 12 AS 26|32 52 SR AE|(AE 22 EZ 64|72 37 ZA 42|Y+acE8RC aiuT dyFeE
BESYASIO[ 26 27 ZA 44|3A EF BS 30|48 AE C8 41|E1 BA AS 69| "#D:49=E3“AE[ldi
BESYASZ0(20 7F 3R 20|FC 68 F2 27|31 B2 AS 77|B3 7@ F2 @0|-&:-""2" 1%iw|pZ.
BEEYAES0(BF DS @F 20(48 pE AS BF|(B2 RE 2E FH| 29 72 TE 29|qF#=@3iy |3.290")
BASYAS40( 8@ &1 EC 7281 BF 92 B81(4C 44 B2 &9(4F BA A3 69| . axxBial D@ i0|di
BESYASED|( 2D 7F 2A 20|(FC &8 F2 2B|(72 BC BO EC|59 92 24 7Cl-ty-""24p UalES |
GASYASE0[ 96 F1 A4 2C[( 19 C2 ED 79(E2 YA AC 73(81 6F 935 81 diddSpy |2lauB=io
BASTASTO|(4C 44 B2 &9|(4F BA AS 69|20 7F 3A 20(FC 68 F2 85| LOMiOjvi-a:-""=Q
ARRFasENl 18 F1onn ?ala6 BR FO AF 98 Al | 420 wfPsu | = auAmG R

Address |Hex dump ASCII

BASFASED|(BE A2 28 BA[26 21 E1 21(4C BO E& F3[2& 21 58 3E[Fd ZEStptLUp=atiE
BESYASCO|PE 20 EZ 92|46 PE AC 7F[22 BY A3 E1(B2 F2 AC EC|u=TEF"%we - ip@#> s
GRSTASO0[BC 868 &1 AFE|03 75 868. AE[E&" A7 SF EF| 27 &E B0 AD| ¥ TaskyGapd_ a7k T
BASTYASED|(A? 7F AC 7F|9E &9 AC 7F|(E23 BF AS 7F(EB23 YA AC 77| rotaws itaw|qiiw|ztaw
GASTASFO(EB2 YA 71 88(RA& 1A &8 B8[(2F 78 3B F2[(46 76 13 F&| |2q.2+h.<p;zFuwll+
BESYASED| 28 82 YF FF(BD 42 AZ 69|20 7F 2A 20(FC &0 FZ BE|2Ed YCoi-ai-"':ga
BESYASIO(AS 7@ FZ BO(BF DS BF 30(48 AE C8 41(E1 BA AS &9 Hpk.qT#=E3"AE|ld i
BESYASZ0(20 7F 23R 20|FC 68 F2 27|31 B2 AS 77|B3 7@ F2 @0|-&:-""2" 1%iw|pZ.
BEEYAES0(BF DS @F 20(48 pE AS BF|(B2 AE 2E FH| 329 72 TE 29|qF#=@3in |3.290")
@Es7Rc40| @8 61 EC 72|81 OF 32 81)4C 44 B2 62| 4F BR A2 9| . seubeinl@id|ui
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Synopsis on Asprotect Patching by MaDMAn_H3rCuL3s

So now we copy the new code over to Notepad and use it for Block #2. You should have

this (or similar) as your new code.

Block #3 Encrypted Code:

0087A5DD BC 80 61 AF D3 75 80 AE E6 A7 5F EF 37 6B 5D

Y“€a Oue®zS i7k]

Binary:

BC 80 61 AF D3 75 80 AE E6 A7 5F EF 37 6B 5D

Now we proceed to Block #2, and then on to Block #1, then finally close this chapter, and

get ready to patch the program.

Version 1.0

Address

BEZFAIER
aEzvAIER1
BEZFAIEE
BasvRIBC
BEETRIEBE
BEEFAICY
BE2FAICH
BESFAICF
BasvAI0E
BEZFAIOG
BEEFAI0OT
aazvAI0e
BE2FAI0
BE2FAL0E
gasvAI0c
BEAZFAIO0
BEEFAIES
BE2FAIEE
BE2FALIEY
BESFAIEC
BE3TAIEF
ARRTAIF2

At Block #3.
Hex dump Dizassembly
FF=2a FUSH OWORD PTR D5:LCEAA]
SR FOF EDX
t5: 21EF EE&A AMD DI, 6EES
S1EA 2EDASEEF | SUB EDX, SFSEDAZE
SAOD Mo BL, EH
S1C2 FRSYvF344 | AOD EDw,<44735FFA
21F2 ABO14&4F | XOR EDw,<4F4&D01AE
BF Z2E8H7EZ2E6E MO EDI, GESRZEFZE
52 FUSH EDOX
~ ET BI008800 JMP dudZoneZ. 0837AL10E
« 7O 72 JGE SHORT dwdZoneZ.BESFAZ49
c3 RETH
4 IMC ERX
G e T JHS SHORT dwdZonez.BEEFA199
1F FOF OS5
=1 INS EYTE PTR ES:[EDI],DH
35 BFEEEFET wOF_ER, BFEFEESF
CA 23ES BESSS
H1EF ADOD DWORD PTE DS:[CEDIT,ECH
EF FE424845 MOl EOI, 434842FE
&5z 3EOS HMOL B, FE
S3EE B1 SB ESI, 1
w AFEE AFAAAAAA |, IN7 Aud?one? ARRTRZAT

Now we fix the code in both places.
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Address | Hed dump |Disassenbly
FF2@ FUSH OWORD PTE DOS:CERX]
AESVAIES =5 POF ED

BEZFALIEL £5: 21EV SEEA AMD DI, eBES
BEZVALIBE|  B21F2 RABD14&64F | ¥OR EDX, 4F4c01AE
BEZVALIBC|  SADD MOU BL . CH
BEEFAIBE| S1ERA FASFF244 | SUE EDX, 4472EYFA
BEZFALICY|  81C2 2EDASSSF | ADD EDM, SFESDAZS
BEZFALICA|  BF 228FS2EE MOU EDI, SESZET2S

aasvAICE| 52 FUSH EDX

BESFALDE[~ ET BoOGRBHE JHP dudZoneZ. B83TAL0E
BRSFALDE|~ ¥D 72 JGE SHORT dudZoneZ. BEEFAZ43
aasvALD?| C3 RETH

aasvAlDs| 48 INC ERH

BAEFALDS|~ ¥9 BE JHS SHORT dudZoneZ. BEEFAL99
BasvALDE|  1F FOF 0%

aazFaAl0c| 6o INS BYTE FTR ES:[EDII, D
AAEFAI00| 25 SFE@BFET #OR_ERAY, EFBFBE2F

BESFA1EZ| CA 93ESR BEZS3

ARSFALES|  B18F AODD DWORD PTR OS:[EDI1,ECH

BEEFALET EF FE434242 MOU EDI, 424242FE
The modified encryption is done.

Address |Hen dump ASCII

FREYREFO(SF EA S0 A9 FC BY SR 85[16 79 12 C4|9E 41 B9 CE|_Il Irinfa-ut—cHlir
FASYHSE0( 96 BE BE 4B(BE 42 88 E9(94 BE FDO &2|5E BR 25 SF| 09 JERCEAE] * o[ #A
GEEFASS0( 168 D4 17 DE[94 25 17 &4(16 DS 17 DE|24 32 O7F E&| kE4EGS¢drela Sy
BASTASHAOD(BE 23 54 EF(94 BS BS 1E[2E 56 B@ &3|51 BY BA AS| F3Tvaq7 + (LEEcly| . &
BRSYASED(BC 33 73 E9( 94 BS B2 59| 1E 41 B2 AF| 34 EE BE 66| .SsHEq@YAA 269 aF
BESYASCO(SS C1 B4 8168 B9 WE DEB[23 &2 WA 51|93 5F BB 58|l iihil Al#b. Dd_J%
EE27OS00|BC 88 &1 AF| D275 B8 RHE|E& A7 BF EF|2F eB &0 2E|dCasbyCepo nvkla
BESYASED|(FF EA BE DE(2C BA BE DE(24 7A 18 DE|94 ES BE DE| o) M. %Mz M5
GASTYASFO( 94 BE FC &3 87 55 CF¥ &3(@6 BS B2 61|67 Bl 9A E0| &9 "ooUllbc.q@agEi ]
ERSTAEED(BD DE F9 &2(92 1E BE D9(@2 B3 BS 14|51 C7F 70 F7|. I-bE&s @9 N0 »=
EEEYAS10[E9 BY ¥D FE[8F 2F E& 24|65 27 AV 3@[46 Y5 BA D?| En HATPSe28Fy .-

And the DWORD is done.

Now we run the program until our code is encrypted. And stop once it does and copy over
our new encrypted code.

Address | Hex dump ; ; ASCII

BESTASYO[5F EA S0 A9 7PC BY SA 85( 16 79 18 C4[{%E 41 B9 CE|_||Irinaaut—srilir
BESYASE0| & ES OB 4EB|(BE 42 88 E9| 94 BS FD 52| 5B BA 25 SF| G4 FKACEAE = o[l HA
BESYASS0( 18 D4 17 OB|(94 28 17 &4| 18 DE 17 DB| 94 38 D7 E&| kE#EGS+dbrHlG2H
BHSFYASAD|BE 22 54 EF|94 ES BS 1E|(S8E 56 BA 63|51 B9 BA RAS| #3T1499 + iLkEcH] . &
BESFASED|BC 25 73 E9|94 BS B2 59| 1E 41 B9 AF| 94 BE BE 66| .3cAGq @Y am 2469 2
BASFASCO(EE C1 B4 21|62 B9 BB DB 22 &2 @A 51|92 EF BB S8 LHiihjl Mtb. D62
AR27AS00|BC 8061 AF|D2 75 88 [RE|ES A7 SF EF| 27 &B S0 95|¥Casly«pl a7vkln
BES7YASED| PF EA OB DE|2C EG BB DE( 24 YA 18 DE|24 ES GE DE| o .38z Mlod
BESTASFO| 94 BS FC 63|87 55 C¥ 63|88 BS B2 61| &7 Bl 9A S0| &4 "cgUlbc.A8agil
BESYASE0( B0 DE F9 &2 22 1E BE D982 43 E6 44|32 97 ZE A4| . |-bEaR GCp0U, /
BESYASI0[EL1 47 2E R&|DE BF B2 54|45 57 F8 68|24 89 SE 92| pG. Shil TEW*hE. ~E
BESTAGZD|( 68 43 E6 44|39 97 ZE 48|74 FO 43 298(F& 47 2E RA&|hCpD9h. Bt=CE+G, 2
BES7YHES0(0E EF B2 S4(45 57 58 D@(FS 57 OA AL|(SC 20 AR S@(Ehil TEWSS) WD ~8-F
BESFAE40(BE 20 IC S0(84 F2 48 2A(42 DB 71 92(4R 89 SE 92| $1ci4SH#INqEJ. ~E
HESYAHEED| 62 43 ES 44( 29 97 2E 44|(BY FA 6B 11(2C 91 ES 93| hCpD9i.0On - kd<{axd
BESTAEE0| 92 BE &4 &1(FC &6 1B A2|(F& 49 BC A2(84 F3 48 20( & daf+i+-I~5eZH#
GEs7AEYDI49 DB 71 92l4A 89 SE 9268 43 E6 44[ 39 97 ZE 10| IMagJ. “EhCeD30. #

We are almost there.

Address | Hew durp ASCIT

Bas7 RSP0l SF BA S0 R2|FC BY SR 25] 16 79 18 C4[ 26 41 BY CE|_IlIrinc ey t—<Hlir
BESYASE0| 26 BS BE 4B|BE 43 28 E9| 94 BS FO 63| SB BH 25 5F| 03 FEACGEGT * | A
BESYAS20| 18 D4 17 DE| 94 28 17 &4 16 DS 17 DE| 94 22 D07 Ec| b EHEGS3dbrHR0 S
BEZYASAD| BB 22 E4 EV| 24 B B2 IB|SB 55 BE &2|51 B9 GA AZ| 23Tr699 +TLECR] . &
BAZFASED|BC 22 72 E9| 94 BE B2 59| 1E 15 EB D2|F& 49 EC 13 .S=A4q@YAESLL]~1
BESYASCO| 35 95 EV B9 42 30 5C 98|57 F4 50 BA|FY 1F 50 11| So+vj|B=~Eg]l.=T14
Ba3vHEO0LBE 56 232 DCPEY- 89 0% DRIC4: 27 18 SCIS3 EB BE Co| BlliZgn o Fr—rREasRAF
BEZVASED| 4B 2C EC 98| FE 46 EC 98| Fe FC 42 98| Fe 49 5L 98| Ki~E"F~EX"CETI“E
HEZFASFO|FE 42 AF 17|(E2 29 92 17|60 SE ES 19(43 45 CD 80| +I-#mWiiidj rodCE=,
BESVAGED| S0 AB AR 16| F2 EB &1 92|68 42 Eé 44|39 97 2E A4 152 oafkhCpDou. A
BE3YAEI0IELl 47 2E R&|DE BF B2 54|45 57 F& 63|24 B2 SE 22| 6G. i TEW?hE. ~E
BAZYAEZ0| 68 42 Ee 44|39 97 ZE 48|74 FB 42 98|Fe 47 ZE Ae|hCpD3u . BLECESG. 2
BR27AC20| 0B BF B9 54|45 57 52 DB|FE 57 DA A1|SC 20 AR 58| Ehal TEWSEIW - D~BmP

Code is encrypted.
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Now we save our code over to move on to Block #1. And then this is a done deal.

Block #2 Encrypted Code:

0087A5DD

OE 56 32 DC B7 09 D4 DA C4 37 10 9C 93 EB OE

v2U- . OUATeNe

Binary:

OE 56 32 DC B7 09 D4 DA C4 37 10 9C 93 EB OE

And now moving on to Block #1, we would paste over our code, and modify the encryption.

Address

BEETA1AS
BEZFA18R
BEZTAL1E
BE2FALLE
BEZFALIE
BEZFALIE
BE2FALIFE
BEZFALZE
BEZFALZA
BEsFALlzE
BESTALSS
BE3FALSE
BEZTALSY
BEZFALSC
BEZFALZE
BEZFALIF
BEZFA14E
BEZFAL147
BEZFAL42
BEEFA148
BESTAL4E
BESTA14F
BEETHIS]
BEZTA1SG
BEZFAIE?
BEZFALIEE
BEZFALIEE

T ]

Hex dump

Oisassembly

SB33

66:310F FFSA
S1EE 552BG&S3F
5106 &RE94CE5
&2 &4EBRAEBS
BFEFF2

=18

2106 SBFEFHEEE

EZ BDagasas

B1AG EF343032
a3 39

e DE;
2C F3

-~ E9 B0a8a88a
7l E&

ov

C4A0 E27338A9
2E:CF

=1

[=1=HE =]

=13

S5iES CPF2
SFB3

BFEYDZ

S3EE A4

E&:EF ER9E
22E9 a1

~ BFSE SFFFFFFF

MOU ESI, DWORD FTR DS: [EBER]
SBE DI,SBFF

SUE ESI, SFESZERS

ADD ESI, SS4C896H

FUSH 2HEEEE4

MOUSE EOI, AX

POP ED

ADD ESI,SEVPEFESE

CALL dud2one?.BE3FA1SY

ADD OWORD PTR DS: [ESI+222094EF],ESP
DWORD FTR_DS: [ERAKI, 29
SHORT dudz2onez.B837A114
AL, BFS

dudZones. BASTH142

JHD SHORT dudzZonel.BES7H14
HLAT BYTE PTR DS:[EBEX+AL]
LES EBF,FWORD PTR S55: [EEP+A92EF3IEZ]
IRETL

POF ESP

FOP ERX

PUSH ESI

MOL [, BF 207

FOF_OWORD PTR DS5: [EEX]
MOUE R EDR, O

SUE EBEX, 4

Mouw DI, 9sER

SUEB ECH,1

JHE dEQEEQEE.BBS?HIBB

[T

At the First Block.

Hddress

BESFRIES
BEE7TA1ER
BEZFALLA
BE2FALIE
BEZFALIE
BE37ALIE
BEZFALLIF
BESTALZS

BEZFA1ZS
BESFALSS
BEEFALSY
BEEFALISC
BEZFA1ZE

Version 1.0

Hex dump

Disassembly

2B22

&5 210F FFEA
S1EE SBFEVBSS
Z1EE &RS94CES
&2 c4BBRERS
BFEFF2

A

3106 552BAS3F
ES BDaa88aa
Aalpe EVad4203z
2366 39

~ TE DF
2C FS

~ E9 a0aa88aa
7l B&

o7
C4AD_EZPIEERS

MO ESI,DWORD PTR DS: CEEX]

SEE DI,SEFF

SUE ESI.SSPBFESE

SUE ESI,EE4CE9eR

PLUSH SHEEBG4

MOUSE EDI, AX

FOF EDE

ADOO ESI,.SFESZESS

CALL dudzones.@@37H1S7

ADD DWORD PTR DS:[ESI+222094E7]1,ESP
OWORD PTR DS: [ERAKI, 29

SHORT dudzoneZ.B@37A114

AL, BF%

dudZonez. BESYH142

JHD SHORT dudZoneZ.BASYHLSY

#LAT BYTE PTR DS:[EBX+AL]

LES EBP,FWORD PTR S5: [EEP+A22EFIEZ2]

Modified the Encryption.
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Address | Hen dump |RscII

BEC ACO0| AS 64 BE 25|29 C2 BA DE|AG 62 BE 95|29 CF rA OL|Adlal Sl Aahna) tz=
GESTASO0| A8 C2 F7 91|25 45 BC C&| IF EG 52 BE|EG 49 AE G2|&pezlE~FrpsSapI«R
BESFASED| A1 C3 16 94|29 45 56 ©4|EB3 DL 5C 52|29 45 AF 18| [ bai)EVe [F-RIE=}
@ESFASCO|ER S1 S8 2C|FD 49 BF S5|B2 F2 AD FB|27 EF AE 02| a0, I=FE i ned
BESTASO0|BE ‘567 32 OC|B7 B9 D4 DA|C4 37 18 9C|93 °ER OE 3F | AUZan. E—rhEGEHT
OESTASED| 14 4 BF S5|C1 4@ OF 95|29 BA B4 95|29 45 AF 95| T-ElE-i).{3)E=&
BEETASFO[ 29 45 GG GE| IC ES &A BE| 95 43 56 AC|FC 41 3E 63| 1EaA -idahu. vasE
BESTASED| A2 6E 9D BO| 27 AE Bl 83|97 43 59 BF|ES 57 21 A2|dn¥. "-@5uCYq sl

DWORD is ﬁ‘xéa,ﬁriow to run it with a BP on Béggﬁning of Block.

Address | Hed dump SCII

BEETASOD| QS £4 EE S5|29 Lo BA DE|AS &5 EE S5|29 Cf rA 91) fdya) ol Bahy o) b=
BESTASAD|AE ©2 Fr 91|29 45 5C CE[1F E6 53 SE[EE 49 AE 52| Ats=)E~FFeSpl-R
BESFASED(AL ©3 16 54|23 45 56 84[E3 D1 SC S2[23 45 AF 18| [F-G1EUS |FRIE=F
BESFOSCOlEA E1 B2 ZC|FD 45 AF 2c|ES F2 AD FE|Z7 EF AE 82| qui, : =i Eirn«-a
BEEFASOO[BE E6 22 DC|EP 82 D4 DA[C4 37 16 90|93 EE BE oF| AUZgn. ® —TREGSHT
BESFASED| 14 4R AF ZE[Ci 48 AF SE[29 BA B4 SE[23 45 AF 25| NJ=5iE-5).{3)E=5
BESFASFO[ 29 45 A GE|1C ES &R SE[SE 45 56 GC|FC 41 36 88| )EafiejsaHU. *AE
BESFASED| A2 6E 90 GO|27 AE B1 53|57 45 55 EF|ES SF 21 AZ|dnE. -dEuliq=lits
BESFAEL0[ 1E 47 21 AB|Z4 CF &5 CF|F3 17 4B DE|(DA 5 AE 53| AS1as=c=. k@ ré-3
BESFOSED| 97 42 55 EF|ES 7 21 Ee|pA FE B2 25[29 47 21 AB|ucyqsWH|-= [31543
BESTASED[ 24 CF 25 CF|F2 17 AE 4E(Z0 A7 DB ZE[SS CE 48 6E|:=:i=. $4E#045Sten
BESFAS4D0(CE ES 52 51|Dé 83 SE Ce|SA 5B 85 2E[SA S5 51 ZE[fFEE1:5Fe;a.cbb.
BESFAESD| 20 O3 FC &5|7A EF C4 EC|FC S84 7F AD[S7 ED F3 30|, iza—"&8iie-<
BEEFAEED( €1 E2 7R FD|DF BB SF ZE[BE DS 52 ZE(DB S5 EE CE|aXz HESaM FRILSSF
BESFASTO(SA 3B S5 2E[(SA S5 £1 ZE(2C DI FC &3(FA EF 04 Ci|&p.&ed.,t0izy—t
BEEFASSD| D6 B2 oF S1|SF 52 96 ZE[BE DS 52 ZE(DB S2 SE CE|pviilToci® pRMLE~F
BEEFASS0[SA SB S5 2E(SR 92 £1 2E[2C DI FC &5[7A EF 04 Ci&pa.260., 50 izr—t
BESTASAD| D6 BE FA CC|71 84 6F OF|&2 FF EF 24|BE D& 3F F3|rA: [foec™bends pes
BESFASED|DC DS FC 39|70 62 SF S6|BD DS 52 38|CE A7 DB 3E|wt"Sibfdd pRELILS

— i Z: 0

Addrezz | Hex dump ASCII

BRSVAES0| AS &4 BB S5(2%9 C2 BR BE|AS &2 BB 25| 2% C2 VA 91| ddnaisl #ihygal=zz
BRZFVASAD| AB G2 F7 91|29 45 EC C&| 1F E& 52 BE|EE 49 RAE E2| At#=)E~FFPSRp IR
BEZFASED| AL G5 16 94|29 45 & @4|B2 D1 BC 52|29 D5 52 BE| i F-41EU+|F-R] FRq
BESFASCO|TE E1 FB D&[(91 09 52 28|40 82 51 AE|BC 7F 52 AD| *“EJorz' RANsDE &R
BESTRASOD A2 ES DS S5 40 99 77 S5|59°C7 B2 46|28 7B B2 E9|oF FaLiwayFIE(cEe
BESVASED| A2 DA 52 Z8(5& DB S2 28| |BE 2A 57 Z8|BE D: 52 28| & rREVMREF JWEF FRE
BESVASFO|BE DS 42 B2(B@ ¥S BE B2 22 D2 F2 Be|=28 D1 E1l B2(2 FGl#Euf 171 ETES
BESVACED| 36 FE 48 BE2(BE 3E 55 ZE|2C D2 FC &%| YA EF C4 4C|&mEAq =, L™ iza—L
BEsvAS10| B2 OF C4 4A(B? BF 20 VRA|8E AY EE 85| &6F 95 51 ZE| [kl _—z&2E a0,
EESVASZOl 2C D3 FC &2 ¥R EY C4 6@|3F 8E 57 3Z8|BE DF Cd4 4A( ,“"izy—"TalER {—J
BEESVASS0| B? 5F 20 YA|{S8E AY 4E FA|BE AY DA 3E| 328 CE 48 &E|[j|_—zA2M=a 2% +5rEn

AROTNS AN e oG 92 dlng o0 O Sl on S0 o0 2C1IOon G C1 C2Ea@il =S EAe 50 AR

And there is our Code. So now we know what we must patch in to have Asprotect automatically
decrypt our code and patch itself.

Block #1 Encrypted Code:

0087A5DD A2 E6 D5 86 4C 99 77 85 59 C7 B3 46 28 7B B2 ¢xe0tL™w..YC3F ({?

Binary:
A2 E6 D5 86 4C 99 77 85 59 C7 B3 46 28 7B B2

And now to truly test if this code is real, let us restart the Program and see what the code is at,
where we have been patching.
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Address |Hed dump ASCII

EESVASO0|AS ES DS 26&|4C 99 FF 25|A2 48 AF FE| 27 ¥YB B2 3F|dp FALOwarE:r" {87
EASFASED| 14 4R AF 85|C1 48 AF 85|29 BA B4 85|29 45 AF 35| Md=&tE«5) . &) Ex3
EESVHEFD| 29 45 A@ BE| 1C EE &R BE|95 48 56 BC|FC 41 3E BS| JEARA_s jHHU. "AD

HESFACED| A2 6E 90 B0( 27 AE B1 8297 43 59 BF|ES &7 21 RAZ2|dn¥. " -@aUCYq olltd
mEaF0S1n 1F 47 21 oal®a ©F 29 rElFa 17 4R RRIMO Ao OF 29 ARt So=E=. $1H 2.2

Original code.

Address | Hex dump AZCIT _

GE2FAE00fAZ E6 DE 26[4C 90 77 8ELES CF B 45|28 FB B2 OF | dp FALOWSM|FIFL {8y
AE2FASED( 14 48 AF 25| C1 48 AF 25( 29 @A B4 25|29 45 AF 95| NleZrtEe3) . S1E=S
BESFASFO( 29 45 A@ BE| 1C EE &A BE(9E 42 E& BC|FC 41 2E 82| JEAR_ -~ jRLHU. "A ]

BESFRCE0( AZ 6E 90 60|27 AE Bl 23|97 43 59 BFIES 57 21 B2| dn¥. "-gauCYq-lWta
AREFAAINIIF 47 21 arl?4 rF A9 nFIFS 17 4R NRINA AE OF R3] ARtAs=E=. $KHl 23

Patch code.

DO YOU SEE ANY DIFFERENCES?

You do? Sure you do, that’s our patch code. Ignore the A2, this one doesn’t matter either

A2 or A3 would turn out the same. We only care about the “59 C7 B3 46 28” so those 5 bytes are
our code. Lets see if it works shall we? So remove the A3- A2 patch, it doesn’t need to be here,
and only keep the 5 bytes after it changed. And then Set a BP on VirtualAlloc, after the 2™ break
look down at our offset at “0087ASE3” which is what we are trying to patch.

Hddress |Hex dump Disassembly

2935 Zia4ee8a. | HOU DWORD FPTR S55: [EEF+4211,EAX
BEETAS1E 2985 DE@leaad | MOy DWORD PTR 55: [CEEBP+1D@1,ERA
BEETHS1IC edi67iAl @888 | MOV ERX, DWIRD FPTR FS:[E]
BESTASZ1 2985 20848888 | MOU OWORD PTE S55:[EEBF+4201,ERA

BEZFAC2Y 2BLEE BB MO ED:, OWORD PTR S5: [EEP+5E]
BE2FAS2H 2B2E DER1EAGEE (MOU EAX, DWORD PTR SS: [EEP+10@1]
BE2FASSE 2962 MOU DWORD PTR DS:CEDA], EAK
BEETASSS SB35 B5e4EREE | MOV EFRx, DWORD FTR SS: [EEFP+483]
BESFYASSE 3242 84 MOU OWORD PTR DS:CEDw+41, ERE

BEETHEEE E055 9FE3EEE8E | LEA ERX,DWIRD FTR S5S5: [EBF+29F1
Do ALT+F9 after 2™ break on VirtualAlloc (You should be here)

Scroll down.

BGEFASER|  B3OF AO0 EBH:EOI

BASFASEZ| G2 PLSH EEHR

PASFAGEZ| 62 PEEG299E | PUSH dudZoneZ. DESIEGHA

BESFAEES| L2 RETH

BEETAEES| @ESE FF AOD BYTE PTR DS:CESI-11,0L

HBESFTASEC =1 #CHGE ERH, EEF

PBSFASED| F4 HLT

MGSTHSEE| 9308 AOD EAi, DWORD_PTR_DS: [ERK]
It works.

Now we can proceed to phase 2 of our evil plan..... Since we now know the bytes we need

to totally bypass the decryptor blocks, we can now proceed to examine our target more in depth and
get the rest of the info we need. What we will need is the following:

Rest of Needed Info:

N

Three VirtualAlloc Blocks, so we know when we hit the Aspr.dll.

CRC Check, which we now need to fix only 5 bytes from our encryption.

Would normally be how to fix the registration, in this particular app it uses its own
system, so I will not cover this here, remember.. I am not teaching you to crack, but rather
the way to bypass a particular protection system.
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So now we must know our target, let us restart it and get the rest of the needed info so we
can proceed to have this target running with our patch applied. So restart it, and BP VirtualAlloc,
after second break (we already have reached this with our patch), hit F9 once more to pop on next

Allocation.
Address |Hed dump Dizassembly Comrent
BASVR4FD 52 H8180860 FUSH 1888
BESVASEZ FFES 828486808 | PUSH DWORD PTR SS5:[EEP+4E21]
BESVASES & B8 FUSH @&
HESTHSER FF95 FE@zeEEa | CALL OWORD FTR SS5:[EEP+3FE] kernel32.VirtualAl loc
A 16 2955 3184866868 | MOL DWORD PTR S5S5: [EEP+4211,ERX
BESVAS1E 8955 D@aleao@ | MOy DWORD PTR S5: [EEBP+1D@1, EAX
AESVYASIC &4: 67 A1 BEEGE | MOY ERX,DOWORD FTR FS:[@]
AHEVASZ1 89585 Z0DB4P8@a | MOL DWORD FTE S55: [EBP+4201, ERX
ARSVASET SESE EB MOL ED,. DWORD FTE S5: [EBFP+5E] dud2one. ABSTAEYS
BASYASZA SEBSS D@@1eEEA | MOL ERX,DWORD PTR SS: [EBP+10@1]
BO37AE3E| 9982 MOU DWORD, PTR DS:C(EDRILERX _

Below this is what we alréé[dy accomplished. So we hit F9 once more, then ALT+F9.

Address |Hex dump Dizassenbly Comment
AHECERES £ EE]1BAEEEE FUSH 1888

BHECEBED &8 45850860 FUSH S4&

BAECEACZ & B8 FUSH &

HHECEACE FF95 7922446068 |CALL DWORD PTR S5S5: [EEP+442979] kernel32.VirtualAl loc
HHECERCH 8985 FEZ2944EE8 |MOY DWORD FTR S5: CEEF+4429751, ERA

BHECEBDS 8030 452A44600 (LEA EBA,OWORD PTR 55: CEBP+442A451]

BHECEBDE 15| FUSH ERX

HHECEBD? E3 FUSH EBX

GEECEADS ES V4850880 CALL BBECEEE1

BRECEADD SBCE HMOW ECH, EAX

BAECEBDF S0OBD 45Z2A44@0 (LEA EDI,OWORD FPTR S5: CEBP+442A45]

HHECEBES SBBS vEZ94400 (MOU ESI,OWORD PTR S55: CEBFR+442975]

HHECEBEE F3: A4 REF HMOUS BYTE PTR E5:CEDI1,EYTE FTR DOS:
HHECEBED SB35 FPE294400 MOV ERX,DOWORD PTR 55: [EBP+44297E]

BEECEAF 2 65 BES80885 FUSH Saea

BDECEGFS| 6H 98 PUSH &_,

We are now in Allocated space now, as you can tell from the offsets.

Now we will hit F9 once more then followed by ALT+F9.

Address |Hex dump Dizassembly Comrent

BEECEZZE &5 08188885 FUSH 1888

HEECEZ48 j=15] FUSH ERH

HEECEZ41 &H HA FUSH &

FEEL 2 FF35 ¥92944A8 | CALL OWORD FTR SS5: [EEF+4d42979] kernel32.VirtualAl loc

BRECEZS2
BRECEZSE
HEECEZSS
BEECEZEA
BEECEZEF
BEECEZGE

ErE e et e

2935 FE294400
1]

SE1E

ESBD 03384488

3]
E2 FZazaaaa
gEBE rE224488

A e A A

MO OWoORD PTR 55: [EEF+4429751,ERR
FUSH ESI

Moy EBX, DWORD FTR DS:[ESI]

AOD EBEX, DWORD FTR S55: [EEF+4436@051
FUSH ERX

FUSH EBX

CALL HBECE&E1

CHF BYTE PTR S55: CEEP+442597@1,8
e SHoRT soecEssd

I R P P ]

Now we scroll down a bit, and look for the ASPACK code.

BEECESEE 2935 112F44B6 [MOU DWORD FTE S5:[EEF+442F111, ERAX
BEECEEC] &1 FOPAD

BBECESCZ2|~ 75 @8 JHE SHORT BBECESCC

BEECESCH ES 8188RaEA MO ER=, 1

BEECEECS CZ acasa RE T s

BEECESCC &2 BEEEREER PLUSH B8

BEECESD] cz
ARAC NE2RAARR

ARFCFEN?

RETH
MOl FO% MOWORN PTR S5 TERP+442600 1

And here it is © Upon executing the RETN here, we will be in the ASPR.DLL.

Version 1.0
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So set a break on the POPAD, then break and use F7 until we execute the RETN.

GEECECEE| 2985 112F44086 |MOU DWORD PTR SS: [EBP+442F111,EAX
&1 FOFAD

7o B2 JHE SHORT BBECESCC
ES B188a8aa MOU EAE, 1

C2 BCaa FE T

Eg C4EBECHR EU?P BECEACY

BAECESD1 ]
ARACTCCnS CooC Mr2@AA AAE MOl ooy nLlnbn oTD oC. FrcobaAdAA2EnT
Then F7......
Address |Hed dump Disassembly
EE FUSH EEF
SBEC HMOL EEF, ESF
23C4 B4 ROO ESF, —4C
ES A44EECHRA MOU ERX, BEC4ERS
ES 22B&FEFF CHALL HEERSFAC
ES C3E4FDFF CALL @8ERZSIC
S048 B8 LER ERX,OWORD PTE DS:[CEAX]
slals ] AOO EYTE PTR DS:[EAXI,AL
BEEE AO0 EYTE FPTR DS: [ERXI,AL
BHECSAER BEEE AOD EYTE FPTR DS:CERXI, AL
RARCTC[Rc2 VAMAARA nhon ouUTeE oTD Nc. rcos1 ol

And here we are.

Now we must set a new BP on MapViewOfFileEx so we can break after the mapped image

is created.

Depending on your system it may take you only the first break, on mine I break 2 times. In
the stack you can see we are returning to a real location.

Addiess |Value Comment

HEEEFOER
BEEGFOES
BEEEFOES
BEEEFOEC
BEECFOFA
BEECFOF4
BEESFOFS [BBBEFEEC

BEESFOFC
ARG FERR

HECDy Lou
BEEEFLYS
BEEEFCYS
BEEEFCY?
BREETCY2
HBEEFCYE
BEEETCER
BREBFC21
BREEFC2E
AEERF 29

BREBFCE0
AAFR7SS

Okay to make it easier for you to understand here...

FTCEOEFAS|FCHLL to MapUicewOfFileEn from kernel3Z. FCEOBEFAS
BEEEEASS (| hHap0bisct = DEEEEESE [window)

BREEEaAd (| Hoces<Mode = FILE_MAP_RERD

BREAEAAA() OFfeetHioh = B

HEBEEEEE || Off=etlow = @

BAEAEEAA(| apSize = B

BAREEAAA|LEs=cHdde = MULL

BREEFCEE| RETURM tio BEERFCEE
EEEGEREE

Hit ALT+F9 and we are here:

WOEIE O DHEEIREE JE HECD) ey
FUZH &8
&l B8 FUZH 8
5l B FUSH &
&H B4 FUSH 4
H1 1C34ECHA MOU ER:, OWORD PTR DS: CECS41C]
=15 FUSH ERx
Al DCeFECHRA MOU ERX, DWORD PTR OS5: CECEFOC]
246 @832 MOU ERH, OWORD PTR DS: [EAX+2]
FEDE CALL ER:
SEDE MOL EBH, ERE
2910 12334ECEA | MOU DWORD PTR DS:[EC24121,EEH
A1 [dAARFTAR MAL FRX.OWMARD PTR NS: TFRAA941

If you look closely you see 3 PUSH 0 followed by a PUSH 4. The PUSH 4 is the
(READ _ONLY_ ACCESS Flag). So we must patch this to PUSH 1 (READ_ WRITE Flag). So we
may patch in memory, the code we touched to get this far. The CALL EAX, well this is our CALL
MapViewOfFileEx. So in EAX, we will hold our mapped imagebase. So when we do patch this,
we will patch the PUSH 4, and the MOV EBX, EAX. The reason for this is that after we create the
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space as READ WRITE, we can redirect it, and get the imagebase, and then patch the image so it
thinks it is an original exe. We now have all the info we need to continue our journey. So now we
must modify the exe, so we have some extra space to add our code. This is taken from JohnWho’s
method. Using LORD-PE, we will add 1000 bytes to the .adata section then fix the 00’s with
NOP’s so it is a valid executable. So save a copy of this original exe, then open up LORD-PE and
and open up the exe, then click on the sections tab and on the .adata section add 1000 bytes to the
raw image. Follow along below:

"'E"ii'i't'nr j"'-"'iprugram files\dvdZone vZ\dvdZoneZ.exe

E asic PE Header Information - ! | .
"I | EntryPoint: 00001 000 Subsystern; 0002 _i e
f ImageB aze: Wﬁﬁﬁ Murmber0 (S ections: ooo3 - -
E SizeDflmage: lm TimeD ateS tamp: Jm B _ Sections
| | BaseliCoder | OODDTO00  SizeDfHeaders 00000400 2| +| | | Directories ]
BazelfData: ﬁﬁ“&nnﬁ Characteriztics: [W_J FLE I
Sectiondlignment; ]m Checksum: ﬁﬁﬁﬁﬁﬁﬁﬁﬂ T —
Fledignment | OD0DO200  SizelfptionaHeader | OOED >———~*—~———J
M agic: IW HumOfFvatndSizes: lm __+_]_J fﬂjij

Click the Sections button.

M ame | WDOftset | WSize | ROffset | RSize |_Flags |~
o00s0O00  0A029000 00020000 0A012600 E0000040
00026000 00353000 00000000 00358200 E0000040
O030FO00  0Q001000 O003ERO0  0A000200 E0000040
O03EQ000  0A00B000 O003ES00 0Q000000 E0000040

[EIT QO3EROOO Qo0s4000 Qo0zES00 Qoo20cno E0Qono40

.data Qo47a000 Q0021000 QO005F400 ooozacaoo E0000040 L
.adata Q0438000 000t a0o Q000000 Qo0o0o0o EO0OOO40 |-
4 L*]

Now right click the .adata section and “Edit Section Header”.

Edit SectionHeader ]

Section Header
M arne: Im QDK
Vitualiddress: | 00498000 Lancel
VirtualSize: rﬁﬁﬁﬁﬁuﬁﬁ
Rawlffzet: lm
RawSize: lm
Flags: Iﬁﬁm _J
Before.
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E
 Section Header

M arne: [___iEEQE ____JEE___J
Vitualddiess: | 00498000 Lancel |
YirtualSize: Tﬁﬁﬁﬁﬁ

Rawffset: FTEEQEEE

RawSize: |w

Flags: rfﬁﬁﬁﬁﬁ;u

After.

Click “OK” then save it all, then open up HexWorkshop, and again open up the modified

€X¢€.

00000000 |MDS& 8000 0100 0000 0400 0000 FFFF 0000 (MZ..............
oooooolo|BE00 0000 0000 OOO00 4000 0000 0000 0000 ........ A% e
oooooozo|oo00 o000 0000 0000 0000 0000 0000 0000 . ... ee e nnns
oooooos0|0000 0000 0000 0000 0000 0000 5000 0000 . ... ee e nnns
ooo0oo40 |0E1F BAOE 00B4 09CD 21B8 014C CDZ1 7468 |........ l..L.!th
Qoooons0|e973 2069 7320 6120 5769 BE6d BEFFT 73Z0|is is a Windows
aoooonen |4E54 2077 696E 646l 7765 6420 6573 6563 (NI windowed exec
goooooyo | 7574 bBleZ 6CeS ODOA 2400 0000 0000 OOOO0 |utable..S.......
oooooosn (5045 0000 4C01 0900 CEZ9 eC44 0000 OOOO|\PE..L....J1D....
oooooosn o000 0000 EOO0 8201 OBO1 0212 009C OS00 (. ... .. ce e nnnn
ooo000o0aD |O0AC OZOO 008Z 3500 0010 OO0OO OO10 OOOO)...... B s s
ooo000oB0D |O00BEO 0500 0000 4000 0010 0000 000Z O0O000)...... T

[pinininEnle Pe el M . maTiom IpE e [mimieie mdmm (pinEninl [m iy ImEm il

Scroll down to the bottom and then do the following.

guuyrEYd | fall 5821 HUEZ UYYH FES1 Y10 DCAE D4bol=..0.o.... lgqu. - L
O007FFAQD|EVAT F7YeY 5301 7FDE C4B6 FBDO 59BE Be4D|...g93....... Y..M
OOO0YFEFEO(F21E ARlBE 0420 91B1 76l1C 6776 756F 9505(..... VL gEUD,
O00vYFECO(1D40 YB39 eB4D 854B F19C 7AZ7Y 1BOZ 0BG |.@{9kM.E..z'....
O007FFDO|0BE0 98FY 6065 ODEE 8CDO C4CE 3A4F 2332 |....72......:0#2
OO007FFEOD|2A1F BFC1 9799 75E1 C41D E3833 Y7BS BSBD |*..... T ani wW...
A007FFFO|78C1 9112 53DE D772 FZZ28 AVeF DCBSE 7618 |xz...3..r.[(.0..v.
aoos0oon

Put the cursor at the last byte, which is here, 00080000.

Then on the menu click the “EDIT — INSERT”
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File | Edit Disk Options Tools wind

Copy As ]

)

Paste Special. ..

)

Select All Chrl+a
Select Block,

anns Chrl+Ins
fnnnn  Delete Dl
Now a new menu Pops up:

oOoooo o O
oOoooo o O
oOoooo o O
CO BN S T e 1~

Insert Bytes

¢ Hay

MNumber of bytes: 11EII:I|:|
" Dec
Cancel

Fill with the following hes byte: ]EII:I

Bytes will be inserted at cument pogition

Make sure your screen looks like this, and then click the “OK” button.

00080ECD| 9090 9090 9090 9090 9090 9090 9090 9090
00080EDD| 9090 9090 9090 9090 9090 9090 9090 9090
O0080EED| 9090 9090 9090 9090 9090 9090 9090 9090
O008OEFD| 9090 9090 9090 9090 9090 9090 9090 9090
00080FO0| 9090 9090 9090 9090 9090 9090 9090 9090
00080F10|9090 9090 9090 9090 9090 9090 9090 9090
00080F20|9090 9090 9090 9090 9090 9090 9090 9090
00080F30|9090 9090 9090 9090 9090 9090 9090 9090
00080F40|9090 9090 9090 9090 9090 9090 9090 9090
00080F50|9090 9090 9090 9090 9090 9090 9090 9090
00080F60|9090 9090 9090 9090 9090 9090 9090 9090
00080F70|9090 9090 9090 9090 9090 9090 9090 9090
00080FA0|9090 9090 9090 9090 9090 9090 9090 9090
00080F90| 9090 9090 9090 9090 9090 9090 9090 9090
00080FAD| 9090 9090 9090 9090 9090 9090 9090 9090
00080FEO| 9090 9090 9090 9090 9090 9090 9090 9090
00080FCO| 9090 9090 9090 9090 9090 9090 9090 9090
00080FDO| 9090 9090 9090 9090 9090 9090 9030 9090
00080FED| 9090 9090 9090 9090 9090 9090 9030 9090
00080FFO| 9090 9090 9090 9090 9090 9090 9090 9090
ooog1oo0 |

Now we are ready to patch our program.
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Make sure you save the file also, and know that from now on this executable is going to nag you
about a CRC check. Until it’s fixed this exe will not run.

So we restart again, at the EP of the modified program. Let us add our 5 bytes we
discovered to autopatch it halfway. Go to our offset

HESFASES[~ ¥7 85 JA SHORT dwdZonez. @837ASEA
BESFASES A2 48AFFEZT TEST ERH, ZFFEAF4E
BAESFASEA 7B B2 JPO SHORT dudZonel. BESFASIE
BA3FASEC 2F HAS
BEAESFASED 14 4R AOC AL, <A
Original!
Hddress |Hex dump Oizassembly
HESFASES]~ 77 85 JA SHORT dwdzZonez. BES7ASEA
BESFASES g9 FOF ECH
BESFRASES Cy e
HASTASET ES 46 MOy BL, 46
HESFASED Z8TE B2 SUE BYTE PTR DS:[EBX-4E]1,EH
HRSFRSEC sF AAS
AASTASED 14 4A AOC AL, 4R
BESFASEF AF SCAS DOWORD PTR ES:[EDI]

FIXED! And then save it.
Now we will break on offset “0089B000”
So we have just bypassed about 4-5 extras steps, which does really mean a lot. Now we

have more time to smoke ©. But anyways, we again restart the target, set a Bp on our pushed
offset, just to make sure we break.

Address |Hex durmp Disassembly
L] HOF
GESIEaE1 S5 HOP
BESIEAEZ 1| HOF
ARSIEAES 1| HOF
BES9EEE4 95 HOF
GESSEAEE S5 HOP
BESIEEEE =15 HOF
BREAK!

Good we now got this fixed. Now onto the rest of the patch. We remember we broke a few
times on VirtualAlloc, then MapViewOfFileEx. Well we will have to wait for the Aspr.dll to fully
decrypt itself, so then we can patch it in memory. Let us look at our Break we did on VirtualAlloc
real closely.

VirtualAlloc
OOECEOED 8B85 75294400 MOV EAX,DWORD PTR SS: [EBP+442975]
OOECEOF3 68 00800000 PUSH 8000
0O0OECEQOF8 6A 00 PUSH O
OOECEQOFA 50 PUSH EAX
O00ECEOFB FF95 7D294400 CALL DWORD PTR SS: [EBP+44297D] ; kernel32.VirtualFree

So what we will do here (Mind you your offsets and mine will vary), we are going to create
a patched PUSH (offset) at the PUSH 8000, then followed by a RETN. So let’s think about it
quickly, we are now at the offset we just patched into the disk based exe, we should patch in now
the next area of relocation. But do you see these offsets, they are unreal offsets. Luckily for us this
problem was already solved in JohnWho’s tutorial which is why I had it redirect me from the PUSH
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8000. At this offset EDI equals our base address for this layer of encryption. Which in my case is
“00EA0000”

ESI BREFEAEE
EDI 'GBERGEEE

CTD @A@aoaDiAamE Ao

We need to use this offset.

So now in our code, we will add this line:

Hddress | Hex dump Oizassembly
2930 SDEFE2@8 | HMOU DWORDE PTRE DS: [89BFS0],EDI
[EEEE =T 9 MOF

So now we pick a place in our code area, to save the value, for later use of course.

Our new mission is to repair our entered place, meaning that PUSH we created, well we still
need to execute it, if your feeling lucky you can patch it back in, or you can use this code area to
execute it. Here we will patch it back into its rightful place. So we now add the following lines of
code:

Hddress | Hed dump Oizassembly

5920 SDEFES966 Mol OWORD FTR OS:[E9EFE0]1,EOT
BESIEAEE EE: LTS ESASSTEE 268086 | MOL WORD PTR DS:[ES7YASES], S8
BASIEaaF CEES EBASSY0E &R MO BYTE PTR DS:LSFPRASES].&A
geszpals| 9@ HoF

We only have to fix 3 bytes.

Now we must patch the next area we intend to go to, in my case it was
00ECEOF3 68 00800000 PUSH 8000
00ECEOF8 6A 00 PUSH 0

So my base is 00EA0000, my place is 00ECEOF3:
00ECEOF3 — 00EA0000 = 2EQF3

AEZIEEAF|  CEEE EZASEFEA &H MO BYTE PTR DOS: [2FASES], &H

BEZ9BALE| C7PE7Y FIEBAE2AR SSZEEGE29 (MOU OWORD PTR DS:CEDI+2EGF21, 99BBZELS
BEZ9BAZA| SL:CVEF FPEREZEE BECD MO WORD PTR D5: [EDI+2EBFY ], BC2EE
AE22BA2T| - EE BEFEFOFF ﬂﬂﬁ dudZone2. BRSFASES

e Tt T o

So we use that offset. Then we JMP back to the PUSH 8000 we redirected in the first place.

Now if we save changes we made, then restart it, set a BP on the NOP after the JMP
(0089B02E), we can now assemble some more code. We need to first make sure we put back the
code we took away just before this, so we will assemble this:

Address |Hex dump Dizassembly

BESIEaEE 2930 SDBFE206 MOl OWORD PTR OS5: C22BFS0]1,EDI
BES9EEAES G5: CPES ESASSYEE 2868 MOY WORD PTR DOS: [8FASES], 88
AESIEAEF CEAS EZASSTYEE &R Moy BYTE PTR DOS5: [8FASES],5A
AESOEALE Cra7 FIEBEZRA SZZEEASS | MOV DWORD FTR DS:CEOI+Z2EEF31, 89EHZESS
BESIEAZE G5: CFPE7 FrEQBZEE Bac3 MO WORD PTR DOS5: [EDI+ZERFY1, AC3A8
ARSSEAZS| - Ea ESFEFOFF ﬁgg dud2one?. AASFTASES

AASSEAZF 96 MHOF

AES9EAZ8 96 MHOF

BES9EEZ] 96 MOF

HES9EAZ2 96 MOP

BASIEAZS S8 MOF

Break on the Place after the JMP.
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BEESEEZS| - ES EEFEFOFF JHF dwdZoneZ, BESTASES -
CT43 F2 EoBESHEE MY DWORD FTR OS: [EBX-E1, dud2one?. BAS0EA5E | PATCH BACK THE PUSH 5008

BESSEEZS| EE:C745 FA BEEA MOU WORD PTR DS: (EEX-A1, 6AOH

BRSoEEIE| o MOF

Restoring the code back.

I chose EBX only because here it is almost exactly where we want to patch sub E from it
though.

ELE CLEHEEYY
EEx /BBECE1A]
ESP BB@sFFaC

SEE ©

So assemble what you see above, and then we continue to the POPAD.

We now need to patch to the POPAD we discussed a bit earlier here. So in this place we will
assemble another PUSH (Offset), followed by another RETN. Look below for exactly how we do
it.

angopezB| 783 Camaeman secFeage |MOU DWORD PTR 0S: [EBX+4CH1, B9BASFES

BESOER4S| SorCyoR CAD4BRGE BBCE |MOW WORD PTR DS:CEBX+4C41,BC200
EE2spR4E| B3 PUSH_EBX

So we are moving code to create a » PUSH 0089B05F.

Now exactly how you want to return back is completely up to you. We can either save all
our registers or even just save one. For this particular patch, I chose only one register. Since we
know EBX is almost exactly what we need, we use this one.

EEE%EEZE f e e LT [T T T L TR T TTIN) HUEHWEE§ (R
BEZSEA4F BEEB BE EHE EBX, BE

ARRQRED
Save EBX, then sub E from it.

Fuluniiy]
o

So now EBX is equal to our return destination. We must somehow get there now though. For this
patch I chose to use a JMP.

AEZIEAS2 2910 BEEEE9ER Mo DNDRD PTR DS5:[229EE0A1, EEX
BEZSEASE EEB FOP EEBX

BEZIBAST| - FF2E BABRES9EE JHUP DWORD PTR D5: [29BSEE]
FRSSRARF A HIF

So here we are going to move the value in EBX to another offset I just randomly thought up, then
restoring EBX to its original value, then finally JMP’ing to the offset contained inside the pointer.

Now that this is done, we can save everything, then restart it again; set a BP on the offset

0089BOSF.
BESIEESS| 5B FOF EEX
cocotooo - Fres popsssgn JP DWORD PTR DS: (6385601
BESSERED| o8 NOP
AASODAS 1 [=1r ] (S T]=]

We have broken in our place.
Now to modify the CRC Check. Finally we are at the end of this long, yet informative

tutorial. So if we look at what we had in our previous scope, we know we had to modify a
PUSH 4 - PUSH 1, then after the CALL EAX, we create a PUSH Offset, followed by a RETN.
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HEEETCTY &A @4 FUSH @
BEEEFCVS &R 84 FUSH 4
GOEECCoE| AL 1C84ECHA | HOU ERY,D

We see that we need modify just one byte at offset 00EB7C7A (04 = 01).

So again we do some math. 0OEB7C7A — 00EA0000 = 17C7A. So, remember when we
stored the value at EDI and saved it? Well now we will use it, we could in however use another
register (for starters [ used EBX again), but about every 4™ run, it will crash. So to keep this patch
working we will use what we have already accounted for. It does not matter what register you put
the base address into, but always remember to save the register first, so it can be restored, or else
your better off just leaving it like I mentioned earlier, and let it crash every 4™ time. So we add the

following code:
HEZ9EEES | — FF2E ABBS296E8 JMP DWORD PTR DS: [S9E5AE81
=15 FLUSH ERX
BES9ERLH Al EDEF&228&8 MO ERX, DWORD PTR DS: [S9EFSD]
HEE9EELE Lt ] HOF
So we save EAX, and then move our base to it.

Now we must restore out patched code. So that POPAD we changed to a PUSH, will
need to be reverted back to original flow, to keep us again from crashing. Follow along with the
pictures to better help make you understand.

BRSSEGSE| Cred ClESH=eD &17Soses|HOU DWORD PTR OS:[EAXFZESCI ], BEPSTEE
BBSOEBEF| E6:C70R COECOZES G180 |MOU WORD PTR DS:[EAX+2ESCED, 1
BBZOESFS| 98 HOP

Again you would do some simple math here, and put back our code.

Palal=yl=1al o B L LhELEZEE WIMY | MUY WURD FIH LS: LEHR+ZESLS ], 1
BEZSEETE CEgl FAFCALOE 81 MOW BYTE PTR DS:[EAX+1FCFADI, 1
BESIEETE s HOF

Patch the PUSH 4 - PUSH 1

BESOEETE| CPEE SEPCELISE Sonspoos | HOU DWORD PTR OS5I [EAM+IFCEET, SoomAZcs
BESSESSS|  ES:CYOB SEYCHIBA BRCE | MOU WORD PTR DS:[EAX+17CEF], BC3EA

Patch the code after the CALL EAX.

BA32EA92| 05 C1ESAZ8Aa ADD EAR, 2ESCI

BEZIBASF| A2 BEES2SEE MOU OWORD PTR D5: [29BEEE], ERX
BESIEA3C) 5SS FOP ERX

BEZIEAS0| - FF2E BAEEE9EA JHF DWORD. PTR DE5: [23EEEA]
BEZIBAAZ] 9@ HOP

Restore our register, and JMP back to the POPAD.

So now save the changes and then restart it, put BP on the offset after our RETN
JMP, and now look in EAX.

BRSSEAS0] - EEEE BAESSAE H.QE DWORD FTR OS:[SSESHE]

BagsEand| 9@ HOP
Ba33EERS| 9@ HOP

Version 1.0 Page 27 of 40




Synopsis on Asprotect Patching by MaDMAn_H3rCuL3s

Break on the BP.

ERY B 1ECE66E0
ELABER=ERAE

EAX = our Mapped Executable.

Well folks, we have finally reach the ending here. We now must do a few things:
1. Patch back the code we just used (PUSH 4, MOV EBX, EAX).
2. Patch the Mapped image so it thinks the disk based executable is just fine.

So first let’s patch the disks mapped image, we had to add 1000 bytes to the header,
speaking of .adata section. So we need to fix one byte there, to change a “10” to a “00”,
then we must patch back those 5 bytes we used to redirect us to the patch location.
(Remember the beginning of this tutorial).

LIS R R BN EIEN| EIES | T B LGS AR LIR) DIRd IR ESEd EME) EME) LIES) o shwie s [Messmsmnms

BIEZEZED | BE OB B8 88|48 BB 68 EB| 2E &1 &4 61|74 &1 GG 88 o, adata
AIEZEZCE| BA 16 G GE| B8 BE 49 08|68 18 00 G868 BR B2 GE( .k o
AlEzE208] B BB B8 88| B A6 B8 88| B8 OB B8 88148 B8 B8 EBl .. .cciennann I

Here the byte we need to modify is highlighted for you.
So we must do this:
EAX =01020000
Offset =010202C9

010202C9 - 01020000 = 2C9

AESSEE90| - FFZE AEBS2986 JMF DWORD PTR DS: [S39ESEE]
CE2E CoE208808 BA MO BYTE FTR DS: CERS+2C91,8
HESSEEAA =15 HOP
HESSBEAE 24 HOF
We fix the headers byte.
1KY g4 [MEIA]
HB1B7YF2ES|~ 77 85 JA SHORT 8168FF2&R
B187F2EE =4 FOP ECH
B187F2ES C7 S
HB187F2ET EZ 4& MOL EL, 4&
B187FIES Z87B B2 SUEB BYTE FTE DS: [EBX-4E],EH
B1E7FIEC 3F ARS
B187F2ED 14 4R ADC AL, 4R
A1A7PFAFF arF oras NWnRN PTR FS=-TFOT1

Remember this?

So we do this: _
WOGOEEAR| Crod ESEo@San AZ48AFFE | HOU OWORD PTRTO5: [EA+SFSES], FRAF46AS

BEZOBEE Ce2@ ESF98san 27 MO BYTE FPTRE DS: CEAX+SF3ER], 27
HEZOBEEE e HapP
RARAOODG0D™ [=1r] [ lg =)

Easy ©

Now we must do the some patching of the redirected code. Again we must save a
register, and then move our value we stored, and then replace the PUSH 4 and MOV EBX,
EAX.

[alatmiemlal=ty } LS B FElsEayn 25 'y B IE FIR sl LEHATSEZED 1, &1

BE29BEEE| S PUSH_EAX
BESIBBEC| AL SOBFE3EG MOY ER, DWORD FTR DS: [S9BFS0]
SR R B

Save our register, and then use our stored base address.
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nnnnnnnn

Like before, but we move original code back.

T ; HOF
Now we restore the register, then jmp to our original destination.

We then save it, and run it, then..................

. D¥D2one2
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Okay it was an extremely long part 1 of this tutorial. I have yet another surprise left.
I am going to tell you how to patch Asprotect v2.2 — 2.3 SKE. Yes I will finally reveal my
secret. It is almost same basic idea as 2.1 but now we get into nice allocations. Instead of
the usual Asprotect allocations, and the simple CALL we can return from, we are now hit up
with crazy stuff, where you eventually hit the call, but from a very strange location, I will go
over my generic approach, which I will assume that the author will change once this tutorial
is published, as he did with shoooo when he attacked the activation. So now the tutorial title
changes from synopsis on Asprotect, to “ATTACK on ASPROTECT SKE REVISITED”
and it is dedicated to shoooo, as he is my dog (woof woof). So when the latest build does
eventually meet the community, I would ask if someone can be so kind as to donate a copy,
with key, as I can continue my study into Asprotect. Or if Asprotect author hits me up with
a job offer © because I am sure that the author would read this to make his protection that
much better. So when we hit up the next part of this tutorial, the target is going to be
“Asprotect v2.3 SKE beta 426 (latest build as of this writing that I know of), soon to be
Asprotect SKE v2.4 after this tutorial I am sure.

3. ATTACK ON ASPROTECT SKE REVISITED

We start out here:

Address |Hex dump Disassenbly

65 81086288 | FUSH ASFrotec. 88620881
Eg A18aaaaa | CALL ASProtec. BE48188E

FETE
c32 RET:
By BB
You know this place ©

Because you made it this far, I can only assume you know what to do now. So I will
only start from the POPAD, since we can all reach this ( © ) (HINT: There is only 4 blocks
here) not the 5. Once you reach the POPAD the fun really begins. We will do a few extra
things as far as patching to fix the newly revised CRC check. This check is not too hard,
although it did take me some time to actually figure it out, and also develop a “Generic”
approach. So my way specifically deals with byte searches. Once found we note these
offsets, and then we will create a test.

Asprotect SKE v2.3 Build 426 Blocks:

BLOCK 1.
SUB ECX, 3CB346D4
XOR ECX, 13E1F07D
XOR ECX, 0C27AB72

BLOCK 2.
ADD EDX, 32CD0O5A3
ADD EDX,581540A0
ADD EDX,167D7459
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BLOCK 3.
XOR EAX, 383A966
SUB EAX,79064A7
SUB EAX,774FED54

BLOCK 4.
XOR EDI, 5569C48D
ADD EDI, 69F9D642
SUB EDI,37B48653

Asprotect SKE v2.3 Build 426 Reversed Blocks:

BLOCK 4:
ADD EDI, 37B48653
SUB EDI, 69F9D642
XOR EDI, 5569C48D

BLOCK 3:
ADD EAX,774FED54
ADD EAX,79064A7
XOR EAX, 383A966

BLOCK 2:
SUB EDX,167D7459
SUB EDX, 581540A0
SUB EDX, 32CDO5A3

BLOCK 1:
XOR ECX, 0C27AB72
XOR ECX,13E1FO07D
ADD ECX, 3CB346D4

M LIS
BEE20SA0

KL SIS HH

[al=10]

HUL EEA.ELL

BacZDEACI 53 FUZH EEX
BAGZ05A0( 65 BASEEEEE FLZH 2888
BRc20EE2( & BA PUSH 8
Bac20ER4| 56 PUSH ESI

VirtualAlloc: Before Patch

FUSH EEA

=]
658 BAEBSSAR
BEc20EE2 c3

E
BEcZ0EES 28 HOF
BEs20SE4 =) FUSH ESI

VirtualAlloc: what we want it to do

FUSH ASFrotec. BAGSERRA
RETH

AND THEN.......

B L SH oDoC 2o oy CoApUwUny rin U2 LE217Tod

BES20EAA|  B3DF ADD EEX,EDI

BASZ0EAC] B3 FUSH EBX

BESZ0OEA0| &2 BEEAS2EA PUSH ASProtec. BEBSEEARE
BEs20EE2|  C2 RETH

BESZ0EE2|  B@E5s FF AOD BYTE PTR-DS: [ESI-13,0L
BESZ0ERS| 95 HCHG ERk,EBP

BES2Z0EEY|  F4 HLT

AESZ0DEES| G366 AOD EAX,OWORD PTR DS:[CEAX]
BRSZ0EEBA|  BBE&2 B8 AOD BYTE PTR DOS:[EAX],.CH
aREINCRM]  ARGG ORf RUTE BPTR NS TEOYT O

FINISHED with the encryption part.

Asprotect v2.3 SKE Build 426 Encryption Patch:

0062D5AF 62 0D CC 9B b.I>

These 4 bytes above will fix the encryption up to the First VirtualAlloc.
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Address

Hew dump

Oisassembly

[ [ =E=1 (e Ta]
ABGZEABR
AEEZEALR
AEG2EALR
BRL2ERZS
BRC2EAZS
BRcSER=2
ABGZEAZE
ARLZEASE
BECZEAS 1
AEC2EQ4E
ARS2EAS
QEcSEASS
ARLZEASE
ARESEASE

HHEZEBEE

Now we must search for my “Generic” patch approach.

CYAS AFDSEZ0E SAAEERGH

5330 ABEZ6S0E

CYE7_FIFBR4RE &2Z2ERES

S5 C7PEY FYFRE46E BECS
= ES S7FEF3FF

Al BAEzZssEA
CY88_F3FER400 &3a83a8a
EE:CTEA FPFOE4688 BEEH
C728 CIFER4A0 c2ECERCD
S5 0738 CEFEE468 @GEcs
A5 F2F@E4aE
Az SBEzesBd

55
- FF25 SREZ&36@
oG
EL

MOW OWORD PTR D5z C6&205AF 1, GHERRRSH

MOU OWORD PTR DS:[C&SEZE@]1, EDI

MOY DWORD FTR D5:[CEDI+4FEFS1, 6SEAZS6S

MOU WORD PTR DS:[EDI+4FEFTF ], BC2EA

JHMP ASProtec. BAEZOEAF
PUSH ER:

MOW ER=, DWORD PTR DS: [eSEZ8E8]

MOW OWORD PTR DO5: CERR+4FEF3], SEERGS

MOW WORD PTR DS:[ERx+4FEFT ], EHEE

MOU OWORD PTR DOS: CEAX+4FEC1], 62ERGEEE

MOU WORD PTR DS:[ERX+4FECE], BC2EA

ADD ER, 4FEFZ

MOW DWORD PTR DS:[eSE2S6], ERE

ERX
JrP OWORD PTR O5: [CESEZ2SE]

This is the code up till the POPAD.

So first thing we do is find what I dub the “Homebase” code. I originally posted this on the
ARTeam forum in December of last year, and it has since changed quite a bit. Now my

“HomeBase” is now two homebases.

There was one instance of the searched code, but now in the

latest build we have 2 instances. This is what we will use as our test and also, at this part in code,
most of our other code is decrypted in memory, so we can patch anything. So now go into the base
address that EDI held at the first VirtualAlloc redirection and then search for this binary string:

HOMEBASE:

60 89 EO 9C 5A 55 89 ES5

Address |Hex dump Dizasserbly
HEFZ22E3C 5] FLUSHAD
BEFZ22E30 S9ER MO ERA, ESP
HEFZ22E3F ac FUSHFD
BEF 22848 SA FOF EDE
BEF22E4 1 £S5 FUSH EBF
BETFZ22842 E9ES Moy EEF,ESF
BEFZ22844 S3CE 24 AOD EEF, 24
BEF23847 51C9 wOR ECH, ECH
BEF23842 Edz SEAS MO ECH,DWORD FTR FS:[ECX]
BEF23840 21EC BS@BRBAA SUE ESF,BEBES
BEF23E52 FFFS B2 FUSH DWORD FTE SS: [EBP+2]
BE7F 223855 FFFE BAC FUSH OWORD PTR SS: [EBP+C]
BEF 223858 g2 FLUSH EDX
BEF223E59 E1 FLSH ECH
BE7 223850 {=15] FUSH ERX
BE7 23856 FFFS @84 FUSH DWORD PTR S5: [EEP+41]
HEF2IE5E ES FSFEFFFF CALL Ba72z2F5s
HETF 23863 281C4 DCEABRERA AOD ESF, 8EDC
BET22859 CZ BcEE FET Mo
Should be here.

This is the first found instance which will work for us and our purposes here. Now we can
easily find the CRC check from this point. One way is to follow this CALL here before the RETN
0C, following it brings you to this place:

Address

Hex dump

Dizazsembly

BAYZZFEE| 55

BA722FES
BA722FER

SEEL
£1C4 4BFFFFFF

BA7ZZFE1 53
BAYZ2F62| 56

BA722FE2

FUSH EEFP
Mou EEBF, ESP
ADD ESP, —BCH
FUSH EE=
FUSH ESI
PUSH EDOI

HAT22FE
BA7ZZFE

ART22E A

Version 1.0

=14
4] 8BED BC
7| 827D _18 B8
Bl 74 @e

MOU EBEX,OWORD PTR S5:CEEP+C]

CHP DWORD PTR S5: [EBF+121,8
JF SHORT RAATRIFFE

Now scroll down a bit to see this call:
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BAT 22685 &2 24387260 PUSH 722834 RASCIT 19", CR,LF
BET22686A E2 4127FEFF CALL B87ESYER

BAT2388F EZ BAALFOFF CALL BAsF31C4

BAY 23814 8095 43FFFFFF LER EDx,OWORD FPTR S55:[CEEF-ED]

AR Z2E 1A 2E4E B2 MOU ER=, OWORD FTR SS:[EEF+2]

BAFZ22E10 E2 2AFOFFFF CALL BE7220AC

BET226E22 EF FOP EDI BEEF BEER
BE7 2222 cE FOF ESI BEcFaaEa
BHET 236824 =1 FOF EBE= BaaFaaEa
BEY 226825 2BES Mow ESF, EEF

BET 22827 j={1] POF EBP BEGF AR
QA7 22ED0 ra 1 2EE o C T 1K1

Now enter this call:

Hddress |Hex dump Disassembly

BAF220AC =] FUSH EEP

BEF220A0 2EEC HMOL EBEF, ESP

BEF220AF 23C4 F4 ROD ESF, —@C

BAF220B2 E3 FUSH EEX

BEF220B3 ZE4z2 38 HMal ERX, OWORD PTR DS: [EDX+3E1]
BE7220BE S3ES 28 SUE ERX, 28

BAF2Z0DED S3ES 84 SUE ERX, 4

Now again scroll down to reveal our place.

BEFZZ0FF|  FFYPS F& FUSH DWORD PTR S5: [EBP-21
BEFZZERZ| 20 FOFFD

BEF22EAS| SE&S F4 MOU ESF, OWORD PTR 55: [EEF-CI
BEF22ERE) &1 POPAD

BEF2ZEAT| L2 FETH

BEFZZEES| SB FOF EEX

BEFZZEEY|  3BES MO ESF, EEF

BEFZZEBER| 50 FOF EEF

BEF2ZEBC| C3 FET

And there it is.

I know it isn’t much to look at, but believe me, this is it. When the POPAD is
executed, the registers will tell you the story, as you will see below this. So now let’s redirect from
the POPAD before this, and have it write to the PUSHAD we just found a second ago. So we will
redirect from the PUSHAD, and then do another search for the next set of code. We search for
PUSH 0 (68 00 00 00 00 68)

Binary Search:
68 00 00 00 00 68

Address |Her dump Dizassenbly
558 BEEAREEEE FUSH @
BEHF2CI29 &8 34037280 FUSH ¥2C2324
BEFEZCIZE &8 9CAFEL@@ FUSH BE1@79C
BEFZ2C343 ES F4&CFFFF EELL AEF23830C

M AT PR T e P e P IR T e P o ol

Here it is...

Almost all of the time you will find a lot of these, the best way to figure out which one is the
right one, is to simply find the one that isn’t normal code, this one as you have now seen is
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obfuscated. Or if you feel lazy (which I do almost every hour of the day) set a BP on every
instance. (NOTE: in older versions, possibly v2.2 I believe it was the eighth instance of it). If you
ever become consumed by a feeling of “loser-ness” just set a BP like a mention, if EAX = your
executable (as seen in the below picture) then you got the right one.

Now look in EAX. B

ERx 'BEIZFALID ASCII " :~Program Files~ASProtect SKE 2.3 BetadZe~HSProtect_patch.exe"
ECX B1738860
EDx BEEFADZSA
EEy @80E&SFF
ESF BB12F3Fs
EEF EE1ZFE44
ESI BB0FAz1C
EOI EEB49E4£5

EIP Bav2Ccasd

Renamed of course.

Now all you wimps can actually stop here. This is the filename check, so you can actually
just from this point, have it point to your .BAK file. Since when you usually apply a patch there is
that option (make backup) if you know the backup name, then you can just use that. But for all you
hardcore reversers, let’s move on. We now know we need to redirect from this point. I know there
is two actual searched binary searched pieces of code. (The PUSHAD). What we were mainly
concerned about was getting to this point. So in our patched area we will add this offset to it. But
we now have everything we need to actually patch to the CRC check. We found Homebase, and the
backup push (the backup meaning the PUSH 0, where we can make a .bak file instead). So our
direction of movement will be:

1. Homebase.

2. Backup PUSH (look above)

3. Homebase (create a test loop)

4. Patch CRC

So we have patch to the first Homebase, then the Backup PUSH, now we go back to
homebase, and create our loop. To do this we must understand what’s going on, so we have valid
data to compare to. The choice really is yours whether to loop it, or just patch and reverse it. By
this I mean (e.g. Patch: 00401050, move up 6 bytes, 0040104A, move up 6 bytes, 00401046... etc)

Instead we will loop it, so we can minimize our patch code, and learn more things. So we
know the CRC is at that POPAD. If you actually count how many times the POPAD executes
before the actual CRC check, it’s 4 times. So we do this, Hit Homebase, increment our counter, hit
homebase, inc our counter, etc... till our counter equals 4, then we patch it. Sounds simple? Let’s

see ©
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BEGEELILS FF25 EBE25800 JMP OWORD PTR DS: [E2EZ2SE]

BEOGEELLC [=15] FUSHAD START HOMEERSE
HRGEELLD Al BBEZ&ZHEE MOL ERx, OWORD PTR DS5: [E2EZEE] ER¥ = ImageBaze

[l =4= o ebey FEGES &BE25500 IMC BYTE PTR DS:[&SEZ2E@] Increment the Counter
BOGEE1ZS SAE0 &BE25S00 HMOW CL,EBYTE PTR DS:[&2E26E1] HMowe the counter to CL
BOGEELZE SEF? B4 CHP CL,4 IS it the 4th time?
BOGEE1S1 74 17 JE SHORT ASFrotec. AEHESEL4A Jep if Lt Qs

BEEEELSS HS 42388308 AOO ERX, 32642 Return back

BEEEEL1SS A2 EBE2&20E HMOW OWORD FTR DS:[E2EZ2SE],ERHX kerne |22, MapliewlfFi le
BEOEZE1S0 51 FOFAD

BEESE1ZE [=15] FUSHAD i missing code
BEESE1SF 89ER MOU ERX, ESF H

BEESEL141 e FUSHFD H

BOGEE142 SA FOP EDH 1

BOGEE143 55 FUSH EEF 1

BEEEE]144) - FF25 EBEZGSEE JHP OWORD FTR DOS5: [E2EZSE] JHMP BACE

BEESE14R CY2@ 3C300308 &aS9EQIC MOU OWORD FTR DS:CEARX+32@3C1, 9CEBE:8E

BOGEE1S4 651 C7VEE 48308388 SASS MOW WORD PTR DS:[ERR+228481,555A

BOGEELSD CYZ8 B7ZERSDE &251E1RE MOY OWORD FTR DOS:CER#+32EE7], 6BE1S163

BEGEEL1ST E5:CVEE HEZEBZEE BOC3 MOW WORD FTR DS5:[EAX+ZZEGE], OC3EE

BEEESELVE ES 2CIBEIEE AOD ERX, 22@3C

BOEEELIVE A2 EBE2&208 HMOW OWORD FTR DS:[E2EZ2SE],ERH kerne 1232, MapWiewlfFi le
BOGZE1FA 51 FOFRAD

55 = o Bl =1 SEEE SEEZG2EE ﬁg; OWORD FTR DS:[ESEZSE]

BEESElZ2] 98 NOP

We see what we need to do. (NOTE: it’s a good idea to set the counter to 00, since its default is 90)

Check EAX

ER FCEBEFED kernel32.MapWiewlfFile
ECX BE12F3C4
EDX ?C?BEEQi ntdll.KiFastSystenmCal LRet

CDV  (AAAGRAGET

EAX =0OUR API ©

Check the Stack

Hddress

Comment
kernel32.MapliewlfFile

Ualue
YCEHETED
B17ERaaa
[5]5]5]5]5 5 )R

Qa1 zF3c4
AEA]ZFACE
BE1ZFICC| BEEEEEGS
HE1ZF208] e8EEE068

Let’s make it easier to read.

Address |Ualue Comment
FCEBEVED| kerne 122 . MaplliewlfFi le
EEF-328 B17EREEE
EBF-ZC [5]5]5]5]5 5 )Rk )
EEBF-22 BEEEEBES
EEF-24 [5]5]5 5]l ]
EEBF-28 [5]5]5]5]5 5 x]5]

So [EBP-28] is the magic number here.

We see that we must patch EBP-28 from 04 to 01 in order to be able to fix the CRC check.
So in our redirected space we must patch this to 01, then again redirect to our homebase.

HAGZEL VR - FF2E BAEZE2AA JMP OWORD PTR O5: [E2E25A]
Ceds 02 @1 FOU BMTE PTR SS5:[EBP-281.1
BELEELSE[ 9@ HOF

There, now let’s add the homebase code.

FI¥ CRC CHECE

Version 1.0 Page 35 of 40




Synopsis on Asprotect Patching by MaDMAn_H3rCuL3s

FF25 SREZEEAM JHP DWORD PTR DS: [E28E25@] —
CE45 02 @1 MOU EYTE PTR 55:[EBP-281, 1 FIX CRC CHECK
& FLSHAD
Al BREZEEAM MO EAX,DWORD PTR OS: [62E26@]
CP86 GrZE@ZG@ CZEBSEES  |MOU DWORD PTR DS: [EAX+3PEG7],EGEEEECE | !--— Restore Code
651 L7880 BEZERZEE S0OC2 MOU WORD PTR DS:[CERS+2ZEQE],@C350 \——— Restore Code
C706 SCORAIEE SSCPELES MO DWORD PTR DS: [EAW+32@EC],68EICZEE | !--— HomeBase Code
E£6:C7E0 4ASHEIPA GPCS MOU WORD PTR DS:[EAX+230461, BCI6A {-—— HomeBase Code
A5 G72E@36E AODD ERY,S2E@F
A2 EREZEEGM MOU DWORD FTR DS: [E2EZE@1, EAX
&1 FOFAD
FFZE CREZESHE JHF DWORD FTR DS: [ESE2E@]
=15 ] HOF
3G MO

Now look in EAX:

_EHK BIFEEEEE ASCII "MZP™
ECH @B12F268

EAX = OUR MAPPED IMAGE ©

So now like last part of this tutorial, we will patch the bytes we used to get this far. We have
4 bytes for our VirtualAlloc Patch, then one byte in the header for our size addition. So we have 5
bytes to fix, then restore the code for our HomeBase, then we have a running executable.

AGESE LEC| - FF2E CREZE280 JHP DWORD PTR DS: [E2EZSA]
CAE2E 92820866 Ba MOU BYTE PTE DS:[ERX+299]1.8

BESIEICS| 28 HOF

Header FIX.

VirtualAlloc fix:
0062D5AF C2 36 CB 56 AGEV
BINARY :
C2 36 CB 56

So now we fix it like so:

(S o ] el P Ll [ [ L R 1) Uy OTrIC rin UJs LEHATIZIZ 1,0
BRESELCS C788 AFeDBDEE C236CBES HMOL DWORD PTR D05: CERX+DE0AF], EECEIEC2
BRESELIDS =15} FLUSHAD

And that’s the dword we used to get past most of the encryption.

Then add the code we used to get here back, and we save all changes, and then run it....
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Welcome to activation wisard

Thiz wizard will guide vou through the ASProtect activation
process. Achivation iz botally secure and anonymouz. Mo
perzonal info iz required.

Pleaze read ASPratect help for additional information regarding
activation process.

Click Mest o continiue, or Cancel to exit this wizard.

I Mext II Cancel J

And it RUNS!

Overall patched code:
0068E000 C705 AFD56200 8000006A MOV DWORD PTR DS:[62D5AF], 6A000080
0068E00A 893D 00E26800 MOV DWORD PTR DS:[68E200],EDI
0068E010 C787 F3F00400 6828E068 MOV DWORD PTR DS: [EDI+4F0F3], 68E02868
0068E01A 66:C787 F7F00400 00C3 MOV WORD PTR DS:[EDI+4FO0F7],0C300
0068E023 - E9 85F5FIFF JMP ASProtec.0062D5AD
0068E028 50 PUSH EAX
0068E029 Al 00E26800 MOV EAX,DWORD PTR DS:[68E200]
0068EQ02E C780 F3F00400 68008000 MOV DWORD PTR DS:[EAX+4F0F3],800068
0068E038 66:C780 F7F00400 006A MOV WORD PTR DS: [EAX+4FO0F7], 6A00
0068E041 C780 C1F50400 6865E068 MOV DWORD PTR DS:[EAX+4F5C1],68E06568
0068E04B 66:C780 C5F50400 00C3 MOV WORD PTR DS: [EAX+4F5C5],0C300
0068E054 05 F3F00400 ADD EAX,4F0F3
0068E059 A3 50E26800 MOV DWORD PTR DS:[68E250],EAX
0068E05E 58 POP EAX
0068EOS5F - FF25 50E26800 JMP DWORD PTR DS:[68E250]
0068E065 50 PUSH EAX
0068E066 Al 00E26800 MOV EAX,DWORD PTR DS:[68E200]
0068E06B C780 C1F50400 617508B8 MOV DWORD PTR DS:[EAX+4F5C1],B8087561
0068E075 66:C780 C5F50400 0100 MOV WORD PTR DS: [EAX+4F5C5],1
0068EQ7E C780 3C300300 68A2E068 MOV DWORD PTR DS:[EAX+3303C],68E0A268
0068E088 66:C780 40300300 00C3 MOV WORD PTR DS:[EAX+33040],0C300
0068E091 05 C1F50400 ADD EAX,4F5C1
0068E096 A3 50E26800 MOV DWORD PTR DS:[68E250],EAX
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0068E09B 58 POP EAX

0068E09C - FF25 50E26800 JMP DWORD PTR DS: [68E250]

0068EO0A2 50 PUSH EAX

0068E0A3 Al 00E26800 MOV EAX,DWORD PTR DS: [68E200]

0068EOAS C780 3C300300 6089E09C MOV DWORD PTR DS: [EAX+3303C],9CE08960

0068E0B2 66:C780 40300300 5A55 MOV WORD PTR DS: [EAX+33040],555A

0068E0BB C780 34C30300 68DFE068 MOV DWORD PTR DS: [EAX+3C334],68EO0DF68

0068EQ0CS5 66:C780 38C30300 00C3 MOV WORD PTR DS: [EAX+3C338],0C300

0068EO0CE 05 3C300300 ADD EAX,3303C

0068E0D3 A3 50E26800 MOV DWORD PTR DS: [68E250],EAX

0068E0DS 58 POP EAX

0068EOD9 - FF25 50E26800 JMP DWORD PTR DS: [68E250]

0068EQODF 50 PUSH EAX

0068EQOEQ Al 00E26800 MOV EAX,DWORD PTR DS:[68E200]

0068EOES C780 34C30300 68000000 MOV DWORD PTR DS: [EAX+3C334],68

0068EQEF 66:C780 38C30300 0068 MOV WORD PTR DS: [EAX+3C338],6800

0068EOQOFS8 C780 3C300300 681CE168 MOV DWORD PTR DS: [EAX+3303C],68E11C68

0068E102 66:C780 40300300 00C3 MOV WORD PTR DS: [EAX+33040],0C300

0068E10B 05 34C30300 ADD EAX,3C334

0068E110 A3 50E26800 MOV DWORD PTR DS: [68E250],EAX

0068E115 58 POP EAX

0068E116 - FF25 50E26800 JMP DWORD PTR DS: [68E250]

0068E11C 60 PUSHAD ; START HOMEBASE
0068E11D Al 00E26800 MOV EAX,DWORD PTR DS: [68E200] ; EAX = ImageBase
0068E122 FEO5 60E26800 INC BYTE PTR DS:[68E260] ; Increment the Counter
0068E128 8A0D 60E26800 MOV CL,BYTE PTR DS:[68E260] ; Move the counter to CL
0068E12E 80F9 04 CMP CL, 4 ; IS it the 4th time?
0068E131 74 17 JE SHORT ASProtec.0068E14A ; Jmp if it is

0068E133 05 42300300 ADD EAX, 33042 ; Return back

0068E138 A3 50E26800 MOV DWORD PTR DS: [68E250],EAX

0068E13D 61 POPAD

0068E13E 60 PUSHAD ;| missing code
0068E13F 89E0 MOV EAX,ESP 2 |

0068E141 9c PUSHFD P

0068E142 5A POP EDX 8

0068E143 55 PUSH EBP I B e

0068E144 - FF25 50E26800 JMP DWORD PTR DS: [68E250] ; JMP BACK
0068E14A C780 3C300300 6089E09C MOV DWORD PTR DS: [EAX+3303C],9CE08960

0068E154 66:C780 40300300 5A55 MOV WORD PTR DS: [EAX+33040],555A

0068E15D C780 072E0300 6881E168 MOV DWORD PTR DS: [EAX+32E07],68E18168

0068E167 66:C780 0B2E0300 00C3 MOV WORD PTR DS: [EAX+32E0B],0C300

0068E170 05 3C300300 ADD EAX,3303C

0068E175 A3 50E26800 MOV DWORD PTR DS: [68E250],EAX

0068E17A 61 POPAD

0068E17B - FF25 50E26800 JMP DWORD PTR DS:[68E250]

0068E181 C645 D8 01 MOV BYTE PTR SS:[EBP-28],1 ; FIX CRC CHECK
0068E185 60 PUSHAD

0068E186 Al 00E26800 MOV EAX,DWORD PTR DS:[68E200]

0068E18B C780 072E0300 C35B8BES MOV DWORD PTR DS: [EAX+32E07],E58B5BC3; |--- Restore Code
0068E195 66:C780 0B2E0300 5DC3 MOV WORD PTR DS: [EAX+32E0OB],0C35D ; |-—— Restore Code
0068E19E C780 3C300300 68C2E168 MOV DWORD PTR DS: [EAX+3303C],68E1C268 |--- HomeBase Code
0068E1A8 66:C780 40300300 00C3 MOV WORD PTR DS: [EAX+33040],0C300 ; |-—-- HomeBase Code
0068E1B1 05 072E0300 ADD EAX,32E07

0068E1B6 A3 50E26800 MOV DWORD PTR DS: [68E250],EAX

0068E1BB 61 POPAD

0068E1BC - FF25 50E26800 JMP DWORD PTR DS:[68E250]

0068E1C2 C680 99030000 00 MOV BYTE PTR DS:[EAX+399],0

0068E1C9 C780 AF6D0OD00 C236CB56 MOV DWORD PTR DS: [EAX+D6DAF],56CB36C2

0068E1D3 60 PUSHAD

0068E1D4 Al 00E26800 MOV EAX, DWORD PTR DS: [68E200]

0068E1D9 C780 3C300300 6089E09C MOV DWORD PTR DS: [EAX+3303C],9CE08960

0068E1E3 66:C780 40300300 5A55 MOV WORD PTR DS: [EAX+33040],555A

0068E1EC 05 3C300300 ADD EAX,3303C

0068E1F1 A3 50E26800 MOV DWORD PTR DS: [68E250],EAX

0068E1F6 61 POPAD

0068E1F7 - FF25 50E26800 JMP DWORD PTR DS: [68E250]
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BINARY:

C7 05 AF D5 62 00 80 00 00 6A 89 3D 00 E2 68 00 C7 87 F3 FO 04 00 68 28 EO 68 66 C7 87 F7 FO 04
00 00 C3 E9 85 F5 F9 FF 50 Al 00 E2 68 00 C7 80 F3 FO 04 00 68 00 80 00 66 C7 80 F7 FO 04 00 00
6A C7 80 C1 F5 04 00 68 65 EO 68 66 C7 80 C5 F5 04 00 00 C3 05 F3 FO 04 00 A3 50 E2 68 00 58 FF
25 50 E2 68 00 50 A1l 00 E2 68 00 C7 80 Cl1 F5 04 00 61 75 08 B8 66 C7 80 C5 F5 04 00 01 00 C7 80
3C 30 03 00 68 A2 EO 68 66 C7 80 40 30 03 00 00 C3 05 C1 F5 04 00 A3 50 E2 68 00 58 FF 25 50 E2
68 00 50 A1 00 E2 68 00 C7 80 3C 30 03 00 60 89 EO 9C 66 C7 80 40 30 03 00 5A 55 C7 80 34 C3 03
00 68 DF EO 68 66 C7 80 38 C3 03 00 00 C3 05 3C 30 03 00 A3 50 E2 68 00 58 FF 25 50 E2 68 00 50
Al 00 E2 68 00 C7 80 34 C3 03 00 68 00 00 00 66 C7 80 38 C3 03 00 00 68 C7 80 3C 30 03 00 68 1C
El 68 66 C7 80 40 30 03 00 00 C3 05 34 C3 03 00 A3 50 E2 68 00 58 FF 25 50 E2 68 00 60 Al 00 E2
68 00 FE 05 60 E2 68 00 8A 0D 60 E2 68 00 80 F9 04 74 17 05 42 30 03 00 A3 50 E2 68 00 61 60 89
EO 9C 5A 55 FF 25 50 E2 68 00 C7 80 3C 30 03 00 60 89 EO 9C 66 C7 80 40 30 03 00 5A 55 C7 80 07
2E 03 00 68 81 E1 68 66 C7 80 OB 2E 03 00 00 C3 05 3C 30 03 00 A3 50 E2 68 00 61 FF 25 50 E2 68
00 C6 45 D8 01 60 Al 00 E2 68 00 C7 80 07 2E 03 00 C3 5B 8B E5 66 C7 80 0B 2E 03 00 5D C3 C7 80
3C 30 03 00 68 C2 E1 68 66 C7 80 40 30 03 00 00 C3 05 07 2E 03 00 A3 50 E2 68 00 61 FF 25 50 E2
68 00 C6 80 99 03 00 00 00 C7 80 AF 6D 0D 00 C2 36 CB 56 60 Al 00 E2 68 00 C7 80 3C 30 03 00 60
89 EO 9C 66 C7 80 40 30 03 00 5A 55 05 3C 30 03 00 A3 50 E2 68 00 61 FF 25 50 E2 68 00

If everyone asks nicely I just might do another tutorial on the latest Asprotect (since I see
now that 426 is not latest anymore).

4. References

[1T “Asprotect 2.11 Patching by JohnWho”, JohnWho , http://forum.accessroot.com

5. Conclusions

Don’t use these concepts for making illegal operation, all the info here reported are only
meant for studying and to help having a better knowledge of application code security
techniques.

6. History

=  Version 1.0 — First public release!

7. Greetings

Greetings go to just about anyone who is actively contributing to the knowledge scene, If you or
anyone you know reading this has any sort of Asprotect keys they are willing to share (personal)
this would be great and help continue my study into Asprotect. I want to say what’s up to the
following people:
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ARTeam, fly, shoooo, heXer, unpack.cn, PEdiy forum, SECTiON-8, Like maybe one or two Oday
groups, Anyone who has done any sort of chemical brain enhancement ( © ), Anyone who makes
their own chemical brain enhancers, especially the old HiVE dwellers (you know who you are), and

of course.... YOU!
Y Y

http://cracking.accessroot.com

E 11261
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