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1. Abstract

According to Aladdin, the provider of HASP products, HASP SL is a secure way to distribute your
software, empowering your software with features like ‘try before you buy’ and ‘trial only’. For a
complete list of features, check out: http://www.aladdin.com/HASPSI /features.asp. In this tutorial
it will be demonstrated how all those activation and debugging features simply aren’t more than
paper walls. A__~

2. Acquiring a target application

At www.minitab.com you can get a statistical software that is protected with the protection in
question. For tools you’ll need the usual stuff; Ollydbg with the usual hide debugger plug-ins (Olly
Invisible by Teerayoot + Hide Debugger by Asterix) and ImportRec.

3. Get down to the dirty business

When running the target application and you will see this screen:

E Minitab Product Activation

Mlpltab % Welcome to MINITAB Release 14

fAibout Activation “ | have an activation code and want to

activate MIMNITAB Release 14.

Y'ou can activate your
zoftware any ime. Mot
ready to activate pet?
I1ze the fully functional,
30-day demo wersion.

Enter pour activation code to automatically actieate MINITAB
Releaze 14. It only takes a few seconds.

“" | do not have an activation code and want

Fiead Minitab's privacy
St to purchase MINITAE Release 14.

data that iz captured

during product 'ou will be given an activation code upon purchase of this Minitab

activation, product.
" | want to try MINITAB Release 14.
(17 days remaining)
There are 17 days left in your demo penod. *When it endz, pou
vzt activate MIMITAR Releaze 14 to continue o uze it
Help
Frivacy Palicy

Figure 1.1 The annoying activation-trial screen
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Ok, from here you attack this target with different approaches; try to activate it or unpack it and get

rid of the protection for good.

So, as the title says, we will unpack it ;) Launch OllyDbg and start here:

BllyDbg - Mtb14.exe - [CPU - main thread, module Mtb14]

@Eile Wieww Debug Plugins Opbions ‘Window Help

5] 4 x|

H9F 228 FLIEH EEP
BBB?FEB%

MOL ER:, ESP
MO CWORD PTR

SUE ERX, OWORD
HMOU CWORD PTR
CHP CWORD PTR

HBU EC, DWORD

FF15 FEFERS@H
2304 a4

~ES AEREREEG
63 =35

ADD ESF, 4

MOU DWORD PTR

LI OWORD PTR
ED, DWORD

CWORD PTR
CWORD PTR
CWORD PTR
EC:, DWORD
EC:, DWORD
CWORD PTR
ED:, DWORD
(N =l

MOY ERX, Mtbl4,

FLIEH ECH
CALL DWORD PTR 0O3: [B9FEFA]

ER:, DWORD FPTR

O5: CESFEF41, EARH
HEE9FS1S

FTR DZ: [BIFE2C]
OS: CE9FS2C], EAX
O5: CE9FEFA], A

JE SHORT Mtbl4.H86E

SF2BC
FTR DZ: [BIFEF41]

JMP Hrbld. pEESF261
FUSH Mtbld. BEESFEDC
CALL DWORD PTR 0O5: [{&KERMEL3Z. GetModu Le

D5: [BYF4F31, ERRX

FUEH Mtbl4.BEE9FEES
CELL CWORD PTR_DS: [<&KERMEL2Z2. GetModu Lel

05: CE9F4FC], EAR

PTR DS: [{&KERMEL32.GetPro
D5: CE9FSEE], EDM

05z [<&USERSZ. Messaaeb
05: [E9FSE4], ERR

0S: [B9FSEE],8

D05: CE9FSEC], @

FTR DS:[B9F53C]

FTR DS: [BIFE1A]

0S: [B9FEFA],ECH

FTR DS:[BIFE18]

1/ [m7|w|afc|/|&]B|R]-|s]

Mtbid.BEEB9FE12

ASCII "kernel2Z2™

kernel32. GetModu leHand LeA

ASCII "yser2a2"

kernel32. GetModu leHand =R

kerne 32, GetProcHddress

Mtbid.BEEBIFE1S
Mtbid.BEBAZ1CEE

Fegisters [FFLI

[EETEETETE e ]
= BE1ZFFEA
TLOEEERSY
TEFO4EE80
BE1ZFFC4

FColavas
BEBSF220

LastEr:
BRSEE24E
EMptY

eMpty
empty

eMpTY
empty
empty

aize
Barz

empty H.H

22, BEREEEEEEEREE

22, BEEEEEEEEEEEE

1. 224E8HEHEEEEEE
2218

Cond B B B 1 Er
Prec MEAR,52 HMa

ntdll.

ntdll.
Mthid.

S2bit
22bit
2zbit
22birt
22bit
MULL

ERROR_SUCCESS
(MO, ME.E,BE.H

—-UMORM BOEC B185
eMpty B.8

EiFasts

TC21873
<HModu Le|

i FFFFF
i FFFFF
81 FFFFF
i FFFFF
TFFOFEE

EERECAANEG

ASCII A FEC
il e
sty &lneDr SN a6 12FFOG
I$iazalrtaC, ™| An e rny
rmasl a5 B an1oFFDe
Min Jieshet 2 |ugizrroc
sarcAaslt | apiSFres
pemdilen T agiarFEg
2ab FrAwe YR, QoL srEEs
porMcbonciihlR oeizeeen
ZAL%¥EESS ' MEw A6 1 2FFFG
HiGTHEL S*ELE | o orErg
T Beeltrm e T | BB12FFFs
v, el |11

oAb T L g o | BB LEFFEL

TCEL1EDAF
PLI187EE
FEFFFFFF
TEFO4@60
SE5430FD
BE12FFCE
8245B3E8
FEFFFFFF
TCESIIFS
PLE1EDEE
BEEEHEEE

ntdll./C1E733

SE handler

o]
BEESF 226
BEEEEEE0

RETURH to kernel3Z.7C21604

End of SEH chain
kerne |32, FCE1E0ES

LS

OFFSET Mtbil4.<{ModuleEntruP ;

Analysiz intermupted

|Paused

Figure 1.2 Startingpoint

Now, press F9 and wait for the application to load. Please be patient, sometimes the debugger is
detected even though you have all the available hiders active. So, if you are detected, just keep
trying and you’ll get through. When the application runs successfully you will be presented with
the screen you saw in Figure 1.1. Tick the radio button ‘I want to try XXX and so on’ but don’t

press the next button yet!
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Go back to Olly and bring up the Memory section (alt+m) :

BllyDbg - Mtb14.exe - [Memory map] [- |@ -' I
@ File Wiew Debug Plugins Options  Window  Help 5 X
al g al g . # [ mun|
(Bl x| win] wifs] 4 W] ] L[E[M[T|W[E[c[/[K[B[R[.[5] =[F]?]
Address |[Size Oner Section |Contains Tupe| Access | Initial| Happed as F
HE 1 ZHEEA | HEEASHEE Map |R 3
HE 1 4EEEE | BEE35REE Friv| Rl Rl
HE24HEEE | HEERSHEE Friv| Rl Rl
HEZEREEA | BEE 1 BREE FPriv| Rl Rl
HEZEHEEE | HEEACEHEE FPriv| Rl Rl
HEZ2THEEE | HEEASHEE FPriv| Rl Rl
HEZEHEER | HEEA4EEE Friv| Rl Rl
HEZOEEER | HEEEZHEE Map |R R
HEZHAEEA | HEEERREE Friv| Rl Rl
HEZEBREEA | HEESEREE Map |R R
HEZEREEA | HEEE2HEE Map |R R
HEZ1HEEA | BEEA 1 BEE | PGPhE FE header Imag| R RWE
BEZ1 1ARE | BEARREEEE | PGPh kK LhEHE code Imag| R EIWE
BE217A0E | BAEEZE0E | PEPhkK rdata imports,edp Imag| R RIWE
BA3 128600 | AAEEZE0E | PEPhk data data Imag| R RIWE
BEZ1EBAEE| BREE1EEE | PGPhK SITEDC CESOMDCES Imag| R RIWE
BEZ1CAEE| BREE1EEE8 | PGPhK sreloc relozcations| Imag| R RIWE
BASZAE8RE | AAEA4EGE8 Friv| Rl Rl
BASZAERE | AREA4EEHE8 Friv| Rl Rl
BASEABRE | AARAIEGE Map | EW Rl
BEITHAEE | G861 cA8E8 Map |R R ~Oewice~HarddiskVo lume 1~WIHDOWS sy stem32~un icode.n
BEIVHEEE | GRES0EEE Map |R R ~Oewvice~HarddiskVo lume 1 ~WIHDOWS sy stem32~ locale.nl
BEIDHAEE | BREEHEE Map |R R ~Dewice~HarddiskVo lume 1 ~WINDOWS sy stem32~sortthls.r
BASEARRE | BAEGE1EGE | Mtbl4Rch FE header Imag| R RIWE
BASE1ARE | BAA1A6GE Mtbl4Rch | . teut code Imag| R EIWE
BASF 1803 | GAEEEEEE | Mtbl4Rch | . rdata imports,edp Imag| R EIWE
BASFTERE| GA661668 Mrbl4Rch| .data data Imag| R RIWE
BEIF2EE6E| GREE208E | Mtbl4Rch | . reloc relocations| Imag| R RIWE
AA4ARRRE | BAAG1AGE | Mtbl4 FE header Imag| R RIWE
BRESEA0E | Mrbld STEHT code Imag| R EIWE
BAASTEGE| BE1 196608 Mtbld Jrdata | EeHpOrES Imag| R RIWE
BAESAEGE | BAGIE6GE | Mtbld data data Imag| R RIWE
BEEZEAEGE| BEE 14088 Mrbl4 SITEDG CESOMDCES Imag| R RIWE
BAESFERE | BEE14608 Mtbld Jprotect| SFR, imports| Imag| R RWE
BEEBCEBEE | BEGE4 1 BEGE MHap |R E ~Oevice~HarddiskVolumel~WINDOWS~system32~sortkey.n
BAC1A86E | BEEG16608 DFORMD FE header Imag|R RIWE
BaC1 1868 BEES3I6608 DFORMD LhERT code Imag|R RIWE
BACE4BEE | BEEESEEE | DFORMD .rdata imports,esp Imag| R EWE
BACECAEE | BEE1 36608 DFORMD .data data Imag|R RUWE
BACTFEEE | BB0E 1666 | DFORMD SIEDC rESOUrCES Imag| R EWE
BACSEEEE | BEEE2E6E | DFORMD .reloc relocations| Imag| R EWE
BACOA86E | BAE6 16608 MTE14ECE FE header Imag|R RUWE
BAC91860| BAE32008 MTELI4BCG| . text code Imag|R RWE
a0l 26008 | GEE2CE0E| MTELI4BCGE| . rdata imports,esp Imag| R EWE
BE04F 860G | GAEESEEE8) MTEL4BCG| . data data Imag|R RIWE
BE0DE4E6E | BEEE0EEE | MTEL14BCE| . reloc relocations| Imag| R EWE
BE07AE80E | BAE6E16608 | Mtbldlh | FE header Imag|R RUWE
BE07 1868 Gaa12688 Mtbldlt ]| . text code Imag|R RIWE
Ba0s2008 | BEEEEEEE | Mtbid4ldt || . rdata imports,esp Imag| R EWE
BE0SEBRE | GAEE206E8 ) Mtbldlt 1| .data data Imag|R RUWE
BE02E6EE | BEEE2E60 | Mtbid4lt || .reloc relocations| Imag| R EWE
BE0AGEEE | BEEG 16608 | Mt b14HLL FE header Imag|R RIWE
BE0A186E| BAE3066E8 | Mtbl4HU| | text code Imag|R RWE b’
II todule C:\Program Fileshabsil Softwarebavastdhdhl sctts. dil | | Running

Figure 1.3 Setting memory breakpoint

Here you mark the .text section of Mtb14 and press F2 to set bp on that memory section. The OEP
resides in this section, as you will see later. Now get back to the application and press the ‘next’
button. BAM! You brake on the OEP.. Man it’s magic.
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Dump as usual (ollydump + no rebuild)

OllyDump - Mtb14.exe 3

Stant Address: 400000 Size: |783000
Entry Point, | 79F280 -> Modify; |SDBSB4  GetEIP as DEP | Cancel |

Ease of Code; |1000 Base of Data; |B37000

[V Fir Raw Size & Offzet of Dump Image

Section | irtual Size | *irtual Offzet | Faw Size | Faw Offget | Charactaristics
et 00535728 0oaoiooa 00635728 00001000 £00000z0
rdata 00118442 00E37000 00118442 00E37000 CO000040
.data DO03AE0E  0OVRO0000 0D034E0S 00750000 CO000040
NG 0001 3FES 0073E000 00013FES 0078B000 40000040
.protec... 000134F6 0073F000 0001 34F6 0073F000 E0000020

it
+ Methodl : Search JMPIAPI] | CALLIARI] in memaory image

" Method2 : Search DLL & AP name shing in durnped file

Figure 1.4 Dumping the app

It is time to launch good ol’ Imprec. Keep Olly running and app idle.

-% Import REConstructor v1.6 FINAL (C) 2001-2003 MackT/fuCF

Attach to an Active Process

|c:\program fileshminitab 14%mtb14.exe [Q000055C) Fick DLL

L

el B E D

Imported Functions Found

2 Show Invalid
Show Suspect
| ord:0046 name:CreatePalstte Auto Trace
rva J0B370E i}
e JOB3F07 dil ard:002E rame: CreateConpatibleDC
0s v Clear Imparts
Log
rva:006371B 0 forwarded from mod:nkdll. dll ord: 01F2 namme: RHE nterCriticalS ection A
Current imports: Clear Log
20 [decimal 42] valid module(z) (added: +28 [decimal;+42])
decimal BIE4] i i | [added

IAT Infos needsd Mew Impart Infos D +45Cl+LOADER) Dptions
OEF |005DESE4 18T AutoSearch Ry [00000000 Sice [OOD4EECA
About
i |DDBB?DDD Size |DDDDBD8E v Add new section
Exit
Load Tree | Save Tres | Get Imparts | Fixt Dump

Figure 1.5 Rebuilding with Imprec

Here comes a critical moment while rebuilding, before you start tracing those invalid thunks you
MUST proceed running of the main app by pressing F9, or else... Imprec will hang, for sure.

So, let the target run. And now right click one of the invalid thunks and choose ‘trace level 3’ (Trap
Flag) Why trace Level 3? And Why not trace level 1?7 Well, if you were to run a level 1 trace you
would end up with all those invalid thunks being RtlEnterCriticalSection. And that’s NOT what we
want, right?
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This is due to the fact that the API calls are redirected within the protector. If you would follow the
pointer address of the all the invalid thunks above you will see that all of them points to the same
place, a call to this place:

00BA3717
00BA3718
00BA371A
00BA371B
00BA371C
00BA371D
00BA371E
00BA371F
00BA3723
00BA3726
00BA3729
00BA372A
00BA372F
00BA3732
00BA3736
00BA3737
00BA3738
00BA3739
00BA373A
00BA373C
00BA373D

8B4424 34
8945 FC
8B45 FC
50

E8 E9FEFFFF
83C4 04
894424 34
61

5F

5E

5B

8BES

5D

Cc3

It brings you here:

00BA3618
00BA3619
00BA361B
00BA361C
00BA3623
00BA3625
00BA362A
00BA3630
00BA3635
00BA3638
00BA363D
00BA3644
00BA3646
00BA364C
00BA364F
00BA3652
00BA3658
00BA365E
00BA3660
00BA3663
00BA3669
00BA366B
00BA366D
00BA3672
00BA3674
00BA3679
00BA367B
00BA3681
00BA3686
00BA368C
00BA368F
00BA3695
00BA369A
00BA36A0

00OBA36A6
00BA36A9
00BA36AC
00BA36AE
00BA36B1
00BA36B4
00BA36B7
00BA36BD
00BA36CO
00BA36C2
00BA36C3

55

8BEC

51

833D D43FBA0OO
74 7B

68 CO052BA00
FF15 9452BA00
Al 7052BA00
83C0O 01

A3 7052BA00
833D 7052BA00
75 40
FF15
8945
8B4D
2B0OD
3BOD
77 OB
8B55 FC

3B15 7452BA00
73 1B

6A 00

68 22050000
6A 00

Al BC3FBAOO
FF10

FF15 A452BA00
A3 7452BA00
8BOD 7052BA00
83E9 01

890D 7052BA00
68 CO052BA00
FF15 F852BA00
8B15 6C52BA00

A452BA00
FC
FC
7452BA00
D43FBAOO

83C2 05
8B45 08
2BC2
8945 08
8B4D 08
ClE9 03
8B15 6852BA00
8B048A
8BES

5D

C3

00

01

PUSH EBP
MOV EBP,ESP
PUSH ECX
PUSH EBX
PUSH ESI
PUSH EDI
PUSHAD

MOV EAX, DWORD
MOV DWORD PTR
MOV EAX, DWORD
PUSH EAX

CALL Mtbl4org.00BA3618 €& This call is of interest :)

ADD ESP, 4 & After call EAX contains the API
MOV DWORD PTR SS: [ESP+34],EAX

POPAD

POP EDI

POP ESI

POP EBX

MOV ESP, EBP

POP EBP

RETN

& Address might be different from time to time

PTR SS: [ESP+34]
SS: [EBP-4],EAX
PTR SS: [EBP-4]

PUSH EBP

MOV EBP, ESP

PUSH ECX

CMP DWORD PTR DS: [BA3FD4],0

JE SHORT Mtbl4org.00BA36A0

PUSH Mtbl4org.00BA52CO

CALL DWORD PTR DS:[BA5294] H
MOV EAX, DWORD PTR DS: [BA5270]

ADD EAX,1

MOV DWORD PTR DS:[BA5270],EAX

CMP DWORD PTR DS: [BA5270],1

JNZ SHORT Mtbl4org.00BA3686

CALL DWORD PTR DS:[BA52A4] H
MOV DWORD PTR SS: [EBP-4], EAX

ntdll.RtlEnterCriticalSection )

kernel32.GetTickCount

MOV ECX,DWORD PTR SS: [EBP-4]
SUB ECX,DWORD PTR DS: [BA5274]
CMP ECX,DWORD PTR DS:[BA3FD4]

JA SHORT Mtbl4org.00BA366B

MOV EDX,DWORD PTR SS: [EBP-4]

CMP EDX,DWORD PTR DS:[BA5274]

JNB SHORT Mtbl4org.00BA3686

PUSH 0

PUSH 522

PUSH 0

MOV EAX,DWORD PTR DS: [BA3FBC]

CALL DWORD PTR DS: [EAX]

CALL DWORD PTR DS:[BA52A4] ;
MOV DWORD PTR DS: [BA5274],EAX

MOV ECX,DWORD PTR DS: [BA5270]

SUB ECX,1

MOV DWORD PTR DS: [BA5270],ECX

PUSH Mtbl4org.00BA52C0

CALL DWORD PTR DS:[BA52F8] ;

kernel32.GetTickCount

ntdll.RtlLeaveCriticalSection

MOV EDX,DWORD PTR DS: [BA526C] & Here the calculation of API address begins
ADD EDX, 5

MOV EAX,DWORD PTR SS: [EBP+8]

SUB EAX, EDX

MOV DWORD PTR SS: [EBP+8],EAX

MOV ECX,DWORD PTR SS: [EBP+8]

SHR ECX, 3

MOV EDX,DWORD PTR DS: [BA5268]

MOV EAX,DWORD PTR DS: [EDX+ECX*4] & Done :) API is in EAX now
MOV ESP, EBP

POP EBP

RETN
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Okay, clearly the calls are redirected and calculated at runtime. So instead of replacing these calls
by hand you can use the level 3 trace function in Imprec. With the following result:

-# Import REConstructor vi.6 FINAL (C) 2001-2003 MackT/uCF

Attach o an Active Process

| c:\program filestminitab 14\mtb 4. exe (O000056C) ~|  PickDLL
Imported Functions Found

+- mth1 dstatutil dil FThunk: Q063CCOC MbFunc: 16D (decimal: 365) walid vYES - S leE

+|- mib] dstreams. dil FThunk: 00630294 NbFunc:66 [decimak102] valid YES

+- mtb1dstrings.dil FT hunk: 00830 430 MbFunc: 84 [decimal: 138) valid:YES Show Suspect

+- mth1dunicows. dll FThunk: 00630 E5C MbFunc:d, [decimal: 10] walidyES

+- mth1 dwarksar.dll FThunk: 00630688 NbFunc: FE [decimal 246) valid YES

+- oleaut32 dil FThunk: 00630 A4 NBFunc: 16 [decimal: 22 valid YES Auto Trace

+ - rpertd.dll FThunl; 00630AC0 MbFunc:1 [decimal:1] validYES

+- ghell32.dll FThunk: 0063048 MbFunc: 2 [decimal: 2) walidvES 3

+- user32.di FThunk: 00630404 NbFunc: 67 [decimal: 103 valid:YES v Elear Imports

Log

Current imports;
2F [decimal:47) walid module(s) (added: +5 [decimal+5]] Clear Log
1B 34 [decimal £364) imported function(s).
0 : :

ek ERDE

decim unresolved painter(s]] (added: -29 [decimal.-41 2
0 & v
IAT Infos needed Mew Import Infos (IID+ASCI+LOADER] Hptians
OEP |00SDEBEE4 14T AutaSearch =7 |DDDDDDDD . |DDD4?AE4
About
AvA |DDES?DDD Size |DDDDEDSE [ Add new zection
E it
Load Tree | Save Tree | Get Imports | Fix Durmp

Figure 1.6 Correct looking thunks
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Yes, the question is, will it work?

2% MINITAB - Untitled

_| File Edit Data Calc Stat Graph Editor Tools Window Help
s@glrealoc Bt g |02 EREOE AN |ERE|E]
EErTAEE

| B Session

2006-02-13 22:15:56

Welcome to Minitab, press Fl for help.

urrent Worksheet: Worksheet 1 r | _ﬂ
Figure 1.7 Yay! It runs..

Horaay .. It runs! And the ugly and annoying trial screen is very gone, indeed.

4. Conclusions

Although I’ve stumbled across one application that uses HASP SL, it seems like HASP SL is no
harder to dodge than any other average protector.

5. Greetings

Special thanks goes to all ARTeam members (you are one bunch of hilarious ppl)
Greetings fly out to:

* ALL that in some way contributes to the reverse engineering scene.

* Those ppl who write tutorials to share the fun and the knowledge.

potassium of ARTeam

http:/cracking.accessroot.com
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