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Inline patching Asprotect 2.x

ThunderPwr (ARTeam)

0. INTRODUCTION

This essay has been written to illustrate the steps that must be carry out to do the inline patching
technique of programs compressed with ASProtect and also, from a more general point of view, in
what way we have to approach packed target for inline patching.

The inline patching are not the simpler way that can be used in order to modify the behaviour of a
program since require a good understanding of the packer protection mechanisms, but after this
first step the way may be easily extendible to other different packer (e.g. Armadillo).

From the point of view of the efficiency it win regarding the unpacking approach because the size
of the final patch will be more little than the decompressed executable (MUP approach), the only
drawback is that this approach can be less algorithmic than the automatic unpacking.

In order to show the technique on a real example I've try the Chord Pickout target, release version
1.5. You can download the target to the www.chordpickout.com web site address.

All the information contained in this tutorial does not have to be used in order to use in
illegal way copyrighted and protected software. All the info in this tutorial must be used
in order to only better know the protection scheme used from this particular protection.
It is not encouraged therefore to the use of these information for illicit or various
scopes different than the pure study.
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1. PACKER ANALYSIS (REVERSING STAGE)

By means of a file scanner we can check if the executable was packed or not (of course it is but
this is to cover all the stuff in a more general way):

# RDG Packer Detector V0.6.3 BETA copyRight  [= ||1|[X]
File

E:AProgrammitChord Pickoutschordpickout-ariginal. exe Open

Compreszion - Encryption - Compiler

<-Compiler-»

ASProtect wv2.0 <-Detected->
Asprotect Deteccion Heuristica <-Possible-»
Contact :»  www aspack. comdazorotect. btm Stayontop [
e T e

| File scanned in 3.8 Seq. T MA® MB HE

This is confirmed also by direct inspection of the Entry point structure which is the same for every
ASProtected target:

¥ &2 B1BE4EG8 |FUSH Chordpic.884EEGE]
BE401885 [. ES 8laaaaan | CALL Chordpic.B848180E
BR4a188A| ..  C3 RETH
Ba48188E| 5 C3 RETH
BE4E1AEC AR OE AR
BE4 61880 1F OE 1F
BE46188E =12 ] OB SR
BE461868F [l ] OB D&
BE4E1E818 @0 OB &0
BR461611 [uk=] OB D2

As general approach, in order to carry out inline patching, we've to found the OEP (or an area in
proximity of same) of the application. This task depend from the packer used during the target
protection, but for ASProtect we can use the exceptions methods and with it is easy found it to be
in:

aa499314/F. 55 FUZH EEF OEF
BE492215|) . SEBEC Mow EEF, ESF

Ba432317(l . 33C4 EC AOD ESF,-14

BR43331A(] . 53 FUSH EEX

BR42231B|] . 33C8 #OR ER, EAX

BE422310() . 2945 EC MOU DWORD PTR SS:CEEBP-141,ERX

AE499226| ) . BE 24964988 | MOU ERX, chordpic. 88499524

EE499925)) . E8 86COFSFF | CALL chordpic.884855E6

2a492227|1 «  SELD FBE849010 MO EEX, DWORD PTR DS:[49EQFG] chordpic. 8849FECA
BER499238|) . 3308 #®OR ER=, EFX

BR433332|11 . 55 FUSH EEF

EE499922)) . 68 4E9A4988 | PUSH chordpic. 8849904E

BR492232|] . 64:FF38 PUSH DWORD PTR FS:LEAX]

Now restart the target and look at the OllyDbg dump Window (the bottom area), press the
CTRL+G keys and write the OEP address 0x00499914, in this way tries to characterize from which
zone of memory of ASProtect it comes written the code that leaves from the OEP.

Enter. expression to follow in Dump

(000499514 |

k. I Eancel]
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All the address at the OEP is a null byte since the code of the program must still be decompressed
from the packer stub, then put a breakpoint on memory write into the byte located at the OEP:

Now press ALT+0O to show the OllyDbg options dialog and check all the exceptions then press

Address |Hex dump ASCII
AE499 4™~ " T T T A BB BE B BE| L. s i e ssenaaas
HEG23924 | Eackup F BB B8 BE B8 B8 ... e eeaa
AE429934 | B AR BE BE BE| ... e ineanans
BE499944 | B Copy F B0 BB B8 B8 BB ... ieeenae..
HE499954 | B . H B B8 BE BE| ... i nnanans
fE455554(E  Binary T T - |
BE499974 | F , Lo T s
BE4I9954 | 8 Label : Gl AR AR AR AR . e
i o :
HEG2I9E | B ]
oacrscalg
Sgiggggi E Find reFerenczls . Zhrl+R Remove memory breakpoink

View executable File
BE43IAE ) Hardware, on access »
ea422014 8 Copy to executable file _
BE43IH24 | g Hardware, on write k.
BE4IA3 | Go ko b . .
BA4I9A44 | E Hardware, on execukion L
AEGIA5L |
AE4990654 [ E W Hex F B0 BB B8 B8 BB ... ee e
BE499074 | B B AR BA BE BE| ... i s anans
fa4aonzd g Text P GG BE BB B BB o eeeee.anee...
BE499794 | F h ' Lo T s
go4220a4 | € Shatt B BE BB B BE| 1 oaeoeae.e e
BE42IAES | Lan b Lo T 1 =
BE4IACY | a B BB BE BE BE| .y essansnnnnnns
BE4599A04| € Float T |
soicesi T 11 1 e
hodaopng|g  Disassemble B GE GE GE BB 2 onns e
BE492E14| B Special bEE BB BE G0 BE| e enneean.e..
BE499B24 | E Lo T s
BE499E34 | E e R = B . | R
BE423E44 | Appearance | T 1 1
HE499B54 | B B BB BE BE BE| .y essansnnnnnns
BB423BE4| BB BE BY BE[bE bD BY bE[bE bE bW BE) BE BB BB B8] ..............

Shift+F9 to run the target. After a little OllyDbg will be break in this part of code:

F2:AS REP
HEET2EEE 29c1 HMau
BEBYZE6T S2El 83 AHD
BEEY 266R F3:R4 REF
BEEY 266 SF FOP
BEEY 2660 SE FOF ESI
BEBY266E =] ET
BERT2EEF 20748E FC

MOLS DWORD PTR ES: CEDII,DWORD PTR DS:[ESI]
ECH, EF=

ECH, 2
EB?S EYTE PTR ES:i[EDII,BYTE PTR DS:i[ESI]

RETH
LERA ESI.OWORD PTR DS:[CESI+ECH-41

pressing F8 once the writing loop is executed, then look into the dump window:

Hddress |Hex dump ASCII
EE499914|EE 8B EC 82 C4 EC E2 33 CB 29 45 EC B2 24 96 49| UigEygS3 LEEgmEq ]
GR499924 (8@ ES 86 CO F& FF 8B 10 F@ E@ 49 88 33 CA E5 &3 .p& <+ (#-4dl.3tUh
EE499924 (4E 9A 49 B8 64 FF 38 64 59 20 SB 83 ES SB Bl FC|MUI.d &dé [wpL[E®
BE499944 | FF 8B O0 B2 DE 42 0@ SB @3 2B 15 DOC ES 48 @@ EB| i.@II.iwismpH.E
EE499954 6@ BE1 FC FF 8B B0 92 E2 42 8@ 2B 932 2B 15 B4 B4 "#F (.00I.1wiE
BE499954 [ 48 @A 1 iwi
BE499974 (15 D4 b [ i
BE459924 (8B B2 SB 15 D4 BS 48 @A EZ 27 E1 FC FF 3B @0 EC| iwiSEDH.B"#F 1.4
EE499994 (DF 49 B@ 8B B2 2B 15 28 C1 42 @@ ES 14 Bl FC FF| ™I, iwi&(LH. b TEF
EE499904 (8B B0 268 E1 49 6@ 2B B2 SB 15 D2 CO 43 88 E2 81| i. pl.(#iSi=H.FA
BEA4999E4 (Bl FC FF SB 80 48 EZ 49 88 2B @3 SB 15 73 DA 45| #% [.@FI.iwisxiH
EEA4993C4 | 8@ ES EE BB FC FF 8B 80 93 DE 49 88 SB 83 8B 15| .p~#% (.01l.iwiE
EE499904 (| BC ES 48 @8 EZ DB BB FC FF E2 26 98 F& FF 2% CB|*0H.pEET P2E+ &t
BE4999E4 | FE 4B 80 55 EC BE Bl BA B8 88 ES DS 98 F& FF 83 "KiUyEA, ..p'E+ 3
BE4999F4 | F0 EC B@ 74 38 AL BS2 DE 49 8@ SB 8@ S0 298 53 B4 M. t30II.1. 1EXe
BE4S9HE4 [ BA BA BS A1 B8 6@ B ES B2 98 F& FF Al B2 CE 49| ..08,..pEE+ (EI]
EE499014 (8@ 2B 9@ ES BC &2 FF FF 84 CA V5 11 A1l B2 OE 49 .i.p¥b Atudimil
FE499024 (8@ 2B BE BS 52 B4 B@ B8 E2 EF AD F& FF SB B2 ES| . i.4Xe..PEi+ iwk
EE499024 (8@ B1 FC FF 22 CA EQ 59 59 &4 29 16 &3 55 9Q 49| .8F 3IL2YYdERhUGI
EE499A44 | @@ 80 45 EC ES CB AD F& FF C32 E? 45 AF F& FF EE| . 1EdBbyré+ RIES+ 0
EE499H54 [F@ BB ES 49 AC F& FF 98 88 88 60 68 88 88 88 668 -[FI%F E.c.o.aa..
99429A54| 90 B9 B0 98 99 09 B0 99 99 09 80 98 99 09 B2 98| ..iiierrineiaens
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To see the dissembled view:

Addiress |Hex dump ASCII
GEG000] 4] EF o o nonea e be e enoon At EL) BS 24 96 49 iU S 952 LSEuEE] [
86433924/ €  Backup b BB 33 CA B 62| .p& < i#-GI.2tlh
BE4395954| 2 G2 ES 5B Bl FC|HiI.d BdE iep[E°
B5499344|F  Copy b DOC ES 45 88 ES| (.OII. (#iSmbH.E
BE439954| ¢ ] 63 5B 15 B4 B4 "F i.u0l. iwisdd
GE4S9964) & Binary b 49 BB SE A2 SE|H,prEF (L@l el
BE429974| 1 G0 BB E1 49 00| SEXH_b#F i.HRI.
GE499024) 8 Label FC FF BB B0 EC| iwiSEEH.B"#* (.4
BE429294| 0 ) ES 14 E1 FC FF|™I, iwiZ(LH, pT*
GE455904 ) Breakpoint P ICD 42 BB ES 81| i. pl.iwiSi=H.p®
BE4IISE4(E o g y [2B 15 75 DB 43/%° (.@01.(#iSx5H
e | i 98 FE FE G5 | S cm baEs AL
B E+- a

et PR 1= 1<% il TN+

T H 5 W, ToLEI lE L]
siosneg § v exenutari e T ot

H L a4 LET
fhaoopza|g  ORY to executable file FE FE ZE B3 E2 BEit iWE
GE499034( 6 Gora » 116 63 55 on 49| . SLZ'Lr"-r'dethuI
BE429R44| ¢ 45 A7 F& FF EB lEypw— FiEZ+ D
BE4 2RS4 F OF BB BB B8 B8 -[FI%T Euveess..
GELS9AE4| £ w Hex b 00 BB DO B0 BB| venaeeen i
BE439074| 6 B8 BE B BB B v e ennnneeeennn.
GE4S9A54 6 Text FOBE BE BB BB BB v e eannn.
BE49094| 6 BE BE BE BB BB v e eennn.
mE4oonn4| € Short P OGE B0 BE BB B .. aneeeeennn.
BE4DO0ES| ¢ BE B BB BB BB L. annn.
GE4conc4[ € Long P0G 00 G0 B0 0| .eeeeeeeeeeenees
BE430R04(E o y [B3 B3 BB BB BB . ..iiiiiiiianae.
BE43SAES | 6 03 BE BE BE BE BR[| e ieenenn.
BE4290F 4| & B8 BE BB BB BB v e ennnneeeennn.
BE455E04| & B8 BE B BB B v e ennnneeeennn.
BE455E14( 6 Spacia b 10 BE BB BE BE| 2 oararaaeaea...
BE4IIEE4| 6 BE BE BE BB BB v e eennn.
Ba4aoEad Ba ba BA BG BA| L11llllIIIIII
[ T 1 I 1
GE499EG4|d  DPRearance BE G0 BB BB BB o
el At B T i e e s s s i QT |
GE4SOET4| B0 PP DB 0B PP BE OO B0 DB B0 DO 00 B8 BB BB G| e ...
Obtaining:

Address |Hen dump Dizassembly

EEECEEET EE OB &5

AE4II915 gE OE SE

AE4I991E EC OE EC

AE499017 g2 OB 92

AE499015 C4 OB C4

AE49a919 EC OE EC

AE4Iaa1A E2 DE 52

BE49991E 25 OB 55

AE4S9a 10 CE OE C@

AE4S3310 g9 OE &9

E43331E 45 DB 45

The code obviously is not in a clear way since OllyDbg could not have analysed it from the action
of the first target loading since the code has not been still decompressed from the packer stub.
Therefore goes into the OllyDbg code window, press CTRL+G and writes the address from where
we've to start the analysis (0x00499914) and presses Enter, then perform the code analysis by

pressing CTRL+A keys:

BER499314 . EE FUSH EEP
mEg422915(] . SBEC Hall EBF, ESF
aE499317(] .  83C4 EC AOO ESF, -14
aEg49931A(] . 53 FUSH EEX
HE49991E 33ce #OR ERH, ERE
AE499310 2945 EC

BE499920 B2 24954908

HE499925 E2 S&COFEFF

BE499327 SB1D FOE&4 96

BER492238)11 . 33CA #OR ERR, ERX
aEga99zz2(] . BB FUSH EEF
CEEEEEE | R TE L

MOU OWORD PTR SS:CEEBP-141,ERX
MOU ERX, chordpic. 88499624
CALL chordpic.84855B0

MOU EE:, OWORD PTR DS:C49EGF@]

PUSH chordpic. AB493R4E

Bingo, the code has been decompressed and corresponds to what we have found after jumping the

exceptions previously.




ChordPickout ASProtect inline patching tutorial ThunderPwr of ARTeam 05/08/2006

To this point we know that the writing of the code at OEP happens from one memory area that
leaves from (ALT+M in order to visualize the map of memory of the process in execution):

BEE48888| OO0 1888 FPriv| BUE RUWE
BEESAAEA| BEAE 1588 Priv|BUE RUWE
AAECAEER| ARAE 1888 Priu| RIE RIWE
BEEFAAEA BRAIZEEE Friu| RUE RUWE
BEEEAAEA | BRAE4EEE Priu| Bl
BEEEZEEA | BRAICAEE Friu| Bl

HECEAHEH | HEASHEER Map |R R
BE0BEEAE | D606 1660 Priv|FUE | FUE

This area does not belong to the already existing sections on disc since it is not contemplated in
the PE-Header and it is exactly an area allotted in dynamic way from the packer that before it
demands memory to the system and later on fills up it with the code that then will go to execute
and that in the event analysed it is taken care to decompress the code of the program.

Since this memory area will be set a runtime we can’t found it when the target is load at the entry
point, but we've to found when and in what point of the code this is allocated in order to trace it
with the inline code, to do all the stuff we need to carry out a minimum reversing of the packer.

The first things then will be in finding some entry point from the stub of ASProtect that concurs to
maintain memory to us of the first allocation of memory carried out from the packer.

Restart the target with CTRL+F2.

Uncheck all the exceptions (ALT+0) unless the first one:

= Debugging options EJ
Commands ] Diizazm ] CFU ] Hegisters] Stack ] Analyziz 1 ] Anal}lsis2] Anal_l,l&isB]
Security ] Debug ] Events  Exceplions ] Trace ] SFx ] String$] Addreszes ]

Iv lgnore memarny access violations in KERNEL32

Ignare [pazs to program) fallowing exceptions:
[ Single-step break.
[ tMemory access violation
[ Integer division by 0
[ Invalid or privileged instruction
[ AIFPU exceptions

I lgnore also following custann exceptions of ranges:

OEEDFADE A
80000004 [SINGLE STEP)

CO000005 (ACCESS WIOLATIOM]

Cao0oaos (MNVALID HAMDLE]

CO000M D [ILLEGAL INSTRUCTION] v Delete selection

E Ok, | Undo | Eancel|

Press CTRL+G and write VirtualAlloc that is the API used in order to demand memory to the
system, this API is widely used from many packer and of course also ASProtect use it in order to
allot the memory areas that they will come filled up with the code of the packer itself.

Add last exception |

Add range |

FCEE9AS1 SEFF Moy EOI , EOI i
FC2O9RaE =1 FUSH EEFP AFI EI'ItI'_'.I' Point
FCEE9A34 SBEC MOV EBF, ESF
FCEO9HES FFFS 14 FUSH OWORD PTR 55:LCEEF+141]
FCEE9R39 FFFS 18 FUSH OWORD PTR S5:LCEEF+1M@1]
FCEE9R3C FEFS dC FUSH OWORD PTR S5:LCEEFP+LC]
FCEE9H3F FFFE 82 FUSH OWORD PTR S5:[EEBF+31]
FCEHSAIZ A FF FUSH -1

EZ B98aaamns CALL kernel32.UirtualAl locEx
e EE] FOF EEBF
FCEEAIA Cz2 1888 FRETH 1@
FCEE9R30 Lo ] HOF
FCEE9AE Qi MHOF
FCEE9AIF Lt ] HOF
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Press Shift+F9 and OllyDbg will be break into the API, press ALT+F9 to go back into the caller
code and take also a look of the address contained in EAX:

HEH4EE4C] 43 IMC EEX
BE4EE4CE BB 3219122A MO EBH, 2A121232
HE4ER4CT BEBz SCE32589 |ADD BYTE PTR_O5: [EDX+3%25335C1, 0H
HE4EE4CD RS MOUS OWORD PTR ES:CEDIT, OWORD PTR O5: [ESI]
BE4EE4CE 298466 SUE OWORD FPTR DS: [ERW+ERX],EAX
HE4EE4D] BEHEH 48 AOD BYTE FPTR O5: [EDX+481, CH
HE4EE4 D4 68 HE1BEEEE FUSH 1&@a
BE4EE4DD FFES 82840088 | PUSH DWORD PTR S55: [EEP+482]
HE4EE4OF &0 AA FUSH &
HiH4EE4E 1 FF35 FRE3EEEE | CALL MERR DWORD PTR S5: CEEF+3FA] Richiama VirtualAllos per la prima walta
HE4EB4ET 8935 CCelob@a | Moy DWORD PTR S5:[EEF+1CC1,EARX
HE4ER4ED 2890 @Ed400Ea | MO EBX, DWORD PTR S5: CEEP+48@]
HE4EE4FS BI90 BhE4EEEE | ADD EBX, DWORD PTR S5: CEEP+4@0]
BE4EE4FD =1E] FUSH ERX
Codgedrn| B3 ... (PUSHEER
NOTE

In my machine at the time of writing this tutorial EAX is equal to 0x00B30000, but take care about
this value, generally speaking this one may be quite different in other machine since this is one is
related to a run-time memory area and not a fixed absolute address.

The memory map of the of process under investigation (ALT+M) turns out following:

BEIFEREE
aE4aEE08
BE4E1R608
aE49AE6E
BE49FEEE
BE4A1E68
BE4A4E68
BE4ACEEE
BE4Rea08
BE4ATEEE
BE4E 1068
BE4EBREE
BEEADEEAE
BES1EREE
BEE2ER0E
BEEIEREE
aEI2EEaE
BE34E8808
BEACEE6aE
aEIcEaaa
BEITEREE
BEIZEEEE
BEAZEEEE
HHEIEEER
H1 TAEEEE
SOBEEEGAE
SREE1a6aE
SRE12008
SRE14R08
SRE1EaEE
SRE1caaE
ERE1vaaE
SFeasaaa

EEEEZAEER
SEEE1 AR
BRAESIEEE
SERECHEE
BEEE2AEE
SEREZHEE
BEEE1 08
SEEE1 AR
SE8E 1 a8
EEREABEE
SEEZAGEE
EEE22EHEE
SEEE] AR
BE1ES0EE
SEEE1 AR
BE122088
SEEE1 AR
BEEE40E:
SEREZHEE
SaaE3088
SEEEZHEE
SEEEL AR
SEEELAEE

SEEE] AEE
EEE 1 2A8E8
SEEE1 AR
BEEE 1 AEE
SEEE1 AR
BEEE1 08
SEEE1 AR
Sa881 888

BRI ZEEME |
EHEEEZEEE

chordpic
chordpic
chordpic
chordpic
chordpic
chordpic
chordpic
chordpic
chordpic
chordpic
chordpic
chordpic

SWpa
sWpg
SWpa
sWpa
sWpa
SWpg
sWpa

MHap |R E E E
FE header Imag| R RUE
code Imag| R RUE
data Imag| R RUE
Imag| R RUE
Imag| R RUE
Imag| R RWE
Imag| R RUE
Imag| R RUE
Imag|R RUWE
i -ales CESOUTGEs Imag| R RUE
.data imports,rel{ Imag| R RUE
«adata Imag| R RUWE
Hap |R R
Priw| RW Rl
Map |R E R E
Priv| R Rl
Priw| B Rl
Map |R R
Friw| B Rl
MHap |R R
Friw| B Rl
FPriw| Rl
Friwv| RWE EIWE
MHap |R R
PE header Imag| R RUE
CODE code Imag|R RUE
DATA data Imag| R RUE
BSS Inag| R RWE
. idata imports Imag| R RUE
» e Lo relocations| Imag| R RWE
L OErT rESOUTCEs Imag| R RUE
Privl RUE RUWE

Oewice~HarddiskUalumel~WINDOWS ~system32~ctupe.nls

As we can note code relating to the OEP decompression isn't still present, this means that this area
is build with a layer of code which is not yet decompressed then we’ve to find it.

Now we have to see if the caller code for the VirtualAlloc API is available when the target is at
own entry-point or if we've to surf again through some other layer of the code before reach them.
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Press CTRL+F2 and go to see that what we find to the address 0x004EB4E1:

JJJ wn] s # L | +f LE|M[T|W][H|C

55 @IEE4EDE | FUSH chordo o, BOJEEEE1
B [* EE Bibonoas | AN chondnic: Aoda; e
eadeicea| L. ©2 ETH

BB461 BEE
BE461 BEC
BE451 6D
BA461 BRE
BE4E1 BEF
BEE1E1E
BE4E1611
Bodotots
EEMETERE | 4B AE 1
BE4E161E
BA4E161E
BEE1E1T a5
BE4E1E1C
BE4E1610
BE4E161E
BB4BIBIF [ plm Lyl P gy B el =]
BA461GE6| . 15 221PPADL | ADC EAX,DL7AITES
BE4BIBES| . 2 FrrB RETH TEFT
BE4E1E2E &3 OE &3

BA4E1EES S DB SE

BE4EB4E] BE3E MOl SEGY,WORD FTR DS:CESI] Richiama UirtualAlloz: per la prima wolta
AA4EE4ES|  3C CE CHF AL, BCE

HE4EB4ES| 9% HCHG ERX,EBP

HE4EE4EA|  BC F2 OF _HL,HF3

HE4EB4ES|( SR FOFP ED:

HE4EB4E| 42 INC EDW

AA4EE4EA|  BC 8C OR AL, SC

GE4EE4EC|  DI1A FSTF DWORD PTR DS:C[EDX]

This piece of code is quite different than the one that we’'ve show above, this means that
ASProtect executes some preliminary code decryptions before calling the VirtualAlloc, then we
have to found where this code comes written. To do this search we have to restart OllyDbg and
put a memory breakpoint in writing to the address 0x004EB4E1l to the aim to characterize the
point in which the code it comes effectively written.
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Address |Hex dump ASCII
HE4EB4EL | BE =& =20 CEIAE M B2 B0l 47 @ 2t 03 13 5B 8C CO| &&djb.%cB. 17
BO4EEAFLI S pal o p [ 94 BC SC 5B 0. g@UBT-+°51
HE4EBSA]L | DY EE BE 20 27| 'd1ED. 1oL
HE4EBS11] &4 Copry * 46 BC SC D3| FAT- ak=n.%E
HE4EBS21] F4 C9 20 89 SE| -S@0o~#Cid. 1Y
BE4EESS1| 46 Binary ¥ 2 IC 49 91 &@|F. i .. (@1
HE4EBE41] 19 19 8F 71 09|+~ oE[FE+Iel)
BE4EEEE1| 95 Label H 89 35 9F 9F | o-|@E+E50.%.
BE4EBSE 1 . e
AR4EEST 1 Breakpoink

BA4EBSE] | BO
e
GR4EEcEi| 9e  Find references Ckrl+R,

. ' Hardware, on access ¥
SS&EEEE% ?E Wiew executable file ! ]
BR4EESEL(CE  ~oop Fable fil Hardware, on write »
BE4EESF 1| B7 Py L0 executable hie .
BE4EEEE1| 98 co ko > Hardware, on execution
HAE4EES11| 15 SEEUETEH ETEFr—n ToTHE

BadEnesl| 2

asdEnedt| € ¥V 1
GhdcBcel|eg  Text
GE4EEETL[ 97 Short
QE4EEES1 | BE

BE4EEET1|FE  Long
BE4EEER1 | BE

GE4EEEEL|F2  Float
BE4EEEC] | 54 _
GE4EEEDL[ 95 Disassemble
BE4EEEE] [ G2 i
GB4EEEF1( BE  Specil »
BadEET11| 52

GR4EETZ1| A PPPEearance

BR4EETS] | EF

o
CC D 4B CE|i.zsbe=ii1]|
S5 GC 7R 73| STAkE#Ec3Lil
99 32 1E 13| p#=2 il IBULIK
3 BA 4B CE|Sziiiuzq rdem|:
& 5@ 15 57| StAkEecsilinb.
A3 7A EF DA|Utmibied, 1
52 @5 A 73| o4 | S Krgtak:
A2 7R BF DA|%4:2ii—14, I
53 @6 A 73| o4 Sl SEEtak:
A ~IgPEe Pk i
35 @A 47 4B| Tmdljs..%. 14
BE BE CO EZ|i24t3zifizq
93 @C 9C 53| SUEwD; ARl
8E BC S0 40| CE_ligP=n7hd'%,
9 63 96 FE|nioi#=yefllif
E9 BY FB 66|11 +=>"=50
7C Cl 80 DF|nSa=eflificis
35 GC 50 D3| P iwa-Fop

b A . .

-

Do o o Do O WD - o oo
]
a
=
]
o
[
—-
Ly

1
1
1
1
1
bl
1
1
1
1
1
1
1
4
1
1
1
1
1
1
1
1
1
1
1

Press Shift+F9 and OllyDbg break in 0x004EB13F, the next call, if executed decrypt all the code.

SFEa413 FOFP DWORD PTH DS: CEERH+EDN]

ES GFB@aaEE CALL chordpic.B@84EB1EE Decrittaz ione di tutto il codice a BuBA4EB4EL
1EES 91FEFFPe4 [SBE EOI, OWORD FTR OS: [ERR+&4FTFES1]

ch 82 INT 22

% KEHG,_ER, BB

Now restart OllyDbg with CTRL+F2 and from the entry point we go to see what we have on the
address 0x004EB142, yup, now the code is exactly which would have to be, therefore we have
found a good starting point to trace over the code.

Make some step by using F7, it easy to note that we’re into a decompression loop, this look more
clear after some little code manipulation by using some NOP instruction.




ChordPickout ASProtect inline patching tutorial

ThunderPwr of ARTeam 05/08/2006

HE4EBEFE
BR4ERBFC
BE4ERL1A1
GR4EEL1AZ
GE4EEL1A2
BR4EEL1AC
BA4EE18D
BR4EELLZ
BR4EEL12
BE4EELLE
BR4EBLLT
BR4EEL1D
BE4EELLIA
BE4EELLC
BR4EELLD
BA4EELLE
BEA4EELLF
BR4ERL1Z2
HE4EEL1Z22
BE4EEL12D
BE4EBRLZA
BE4EBLZC
aa4EELZD
BR4EEL133
BA4EEL132
BA4EELZA
AA4ER12F

HE4EE147
BA4EE14D
BA4EEL14F
HE4EELSE
HE4EELEZ
HE4EE1E3S
HE4EE1S4
HA4EB1ES
HA4EE1EE
HE4EE1ER
BR4EE1EE
BA4EELSF
BA4EELEZ
BE4EBLGE
HE4EBLAT
HE4EBLAC
HA4EBLFZ
HA4EELTS
HA4EELTFD
HE4EELFE
BA4EEL7F
BA4EELSZ
HE4EELS3
HE4EE185
HE4EE1SE
HA4EEL1ET
HA4EBL1SC
HA4EE1SD
HE4EE1ZE
BA4EEL1SF
BA4EEL 98
HE4EELYS
HE4EEL PG
HE4EE193
HE4EEL9A
HA4EE19E
HA4EE1IC
HE4EE19D
BA4EEL1AZ
BA4EELAS
BA4EELAT
BE4EELAS
HE4EEL1AY
HE4EEL1AR
HA4EEL1AF
HA4EEL1ER
HA4EELIEZ
HA4EELES
BA4EELES
BA4EELET
HE4EELBC
HE4EE1ED
HE4EE1BE
HE4EELCA
HR4EEIC]

AT e

e

e

e

-

-

i

e

2102 F4E2ERER
EF F2DF4CE2

2EDZ
S1EE C23C2268
+EF341H

3

ES BDaaaass
EE 27

04 70

T2 .2

73 EBE

E5: SEF2

SE

21E9 FCO9ASYPR
E2

SAE1

=13

S1EY? BSEBFRETY
E%E? SABE1143
EE FFZO774H
SF@A413

ES BFEaQEEa
lEBEEQIFEF?64

EG:BF RECS
EE

EE:EBE OF97
23ER_ @3

EE:BE 7190

4R

&6: B10E EZEZ
G1FR POGFSFFFF
GFSE SCRRERGE
ES 12B0GEGE
£E: SAEE

g8

El 8¢

10 226366819

BOEEEEEE

BS EY
24 80

E2 1EGaaa8a
F3

2E:9F

EC

L]
2604 Fa

“ES 4DFFFFFF
EE

&F

10 25

FA

R et T P T

AOD EB:, 274

HMow EDI, s24C0OFF2

SUB ED, EDH

SUE ESI,ed223CC2

FUSH DWORD PTR DS: LEDW+EEX]
FOF ECH

CALL chordpic.B84EE11F

IMC ECx

ouT 27, AL

AAM_ 7O

JB SHORT chordpic.Ba4ERBEOC
IMC ERX

EEDRT chordpic. BB4ERE0A
EYTE FTR ES:[EDII, D=
0I,Cx

ESI

ECH, 72279A7C

H EDX

SUE ECH, YPHEEFAS

SUE ECH,421168ESH

FPUSH ECk

MoW ESI, 4A7720FF

FOF DWORD PTR DS:CEEX+EDX]

CALL chordpic.BB4EE1SE

SEE EDI,DWORD PTR DS:[ERX+&4F7FE911]
IMT &2

HCHG ERX, EBX

RD$ CL.1

o]
DH. ERX

DI, BC2As
E

chordpic.B84EEB1 B4

CALL chordpic.884ER196

IRETO

POF ESF

CHF CH,EL

DEC ERX

%EEPDE SHORT chordpic.884EEB1SE

ERX, 19686332

CALL chordpic.B@84EB1RZ
PUSH ECH

MOP

MOU DOWORD PTR DS:[CESI+&245BCAF], ECH
TEST AL, 28

LOOPODE SHORT chordpic. BB4ERIDC

POP ESI

FOP ESI

FOF EDI

JMP chordpic. 884EE1CH

5TC

LAHE
IN AL, O

HOP
ADC AH, BFE
JMP chordpic. @84EE1ES

OUT D, AL

Y

SBE AL, 25

§T03, DUORD, PR E9: (EDL)

CLI
B

LOOF START

I40 command

Modification of segment register
I-0 command

I-0 command

Mon eseguito alla fine del Lloop

Primo zalto per fine loop

Superf luous prefis

Unknown command
Privileged command

USCITA DAL LOOFP

Superf luous prefin
I40 command

LOOF EMD
I-0 command
Unknown command

The loop exit point can be located at the address OxO004EB1AA, puts therefore a memory
breakpoint at this address and press Shift+F9 to run all the loop, when OllyDbg stop look at the
code after the JMP destination, this code should be changed due to the decompression loop.
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HE4EREFE| 2103 P4628EEE | OO EBX, 274
BE4ERBAFC)  BF FBOF4CE2 Mo EDI, s24C0OFF2

BA4EE1@1 2802 SUE EDH,EDH

BA4EE183 S1EE C23C2268 | SUE ESI,&@223CC2

HE4EEL1ED FF241R FUSH OWORD PTR DOS: CEDE+EBX] LOOF START
HE4EE1AC E2 FOF ECH

HE4EE1AD ES BDBasaas CALL chordpic.B@84EELIF

HA4EEL1 12 41 IMC EC®

HA4EE112 E& 27 ouT 27, AL I-0 command
HE4EEL 15 04 70 AAM_¥0

HE4EEL117(~ 72 C3 JBE SHORT chordpic.@84EBBOC

BA4EE1 19 48 IMC ERX

BA4EEL1A(~ 72 BE JMS SHORT chordpic.884EES0DA

BE4EEL1C 1F FOF DS Modification of segment register
HE4EEL 1D EC IMS BYTE PTR ES:[EDI], DX I-0 command
HA4EEL 1E =5} MOP

HA4EEL IF E5: 8BF 9 HMOW 0T, CX

HA4EEL1ZZ EE FOF ESI

HA4EE1 232 S1E9 FCY9AS7Y2 | SUE ECK, Y3379AFC

HE4EE1 29 E2 PUSH EDA

BA4EE1L 2R SAEL MO AH, CL

BA4EE]L2C SE FOFP ESI

BE4EEL1Z0)  S1E? BSBFREeYY | SUE ECR, FrACEFAS
BE4EE1ZZ)  S1EY SABEL1143 | SUE ECR,43118E5A

BR4EE133) 51 PUSH ECH
BA4EE1ZH|  BE FF2O774H MoW ESI, 4A7720FF
BAE4EELIZF|  SFB@413 FOF DWORD PTR DS:CEEX+EDX]

BE4EE142)  ER BFEAGEEEA CALL chordpic.BR4EBICE
BE4EEL147 1BB2 91F&F7Ee4 | SEE EDIL,OWORD PTR DS: CERX+E4F7TFE91]

BR4ER140) CD 82 IMT 32
BE4EBLI4F| 93 HCHG ERX, EBX
BR4ER1SA|  DBACY ROR CL,1
Ba4EELEZ| CE IMTO
BR4EE1S3| EF OUT DO, ERA I-0 command
BA4EEL1S4| FC CLD

BR4EEIES| 90 HOF

BE4EEIEE|  E6:BF RECE MoL DI, BC2As
BE4EEIEA| SE POP ESI
HE4ERIEE|  &5:iBE _DFS97 Mo =1, 970F
BR4EBIEF| 93ER B3 SUB EDR, 2
BE4ERIEZ|  &6:BE 7190 MOW 51,9071
BE4EELlEE| 44 DEC ED=

BR4EELIET|  66:810E E2E2 | SBE SI,BEZEZ
BR4EEIEC|  S1FR F3FSFFFF | CHMP EDR, -7338

HE4EBL 72|~ BHFEE 3CAEEEAER | JHZ chordpic.B04EE1EG Mon eseguito alla fine del loop
HE4EBL 7S EZ 13880686 CALL chordpic.B84EER196 Frimo salto per fine loop
HA4EE1TFD CF IRETO
HE4EE1FE EC POFP ESF
HE4EBLFF &5 ZAEE CHMF CH, BL Superf luous prefis
BA4EE1S2 45 DEC ERX
EE4EELSE[(~ E1 @& LOOFDE SHORT chordpic.@84EELSE
BE4EE135 v e Unknown command
HE4EE1 35 F4 HLT Privileged command
HA4EE1ET 10 92636819 SBE ERX, 19688392
HA4EE12C Q6 MO
HA4EE12D Q6 MOP
HE4EE1ZE Q5 MOP
BA4EE1SF S8 MOF
BA4EE]L 78 ES 8D8asaaa CALL chordpic.B@84EE1RZ
BA4EE]L 95 E1 FPUSH ECH
BE4EE] 96 EB& BT MO OH, BET
HE4EE1 93 24 80 AHD AL, 50
HE4EE19A 42 IMC EDX
HA4EE]19E E3 FUSH EEX
HA4EE1IC 28 MOP
HE4EE190 992E AFBC45&2 | MOV DWORD PTR DS: CESI+&S4EBCAFI,ECH
HE4EE1AZ RS 28 TEST AL, 28
BA4EELIRAS(~ El 35 LOOFDE SHORT chordpic.884EE1DC
BA4EEL1AT SE FOP ESI
BE4EELAS EE FOF ESI
FE4EE1AT EF FOF EDOI
«rE9 1BBBABEER JMP chordpic.0B84EB1CAH USCITA DAL LOOF
EA4EE1AF F32 sTC
HE4EEB1BEH 3E:9F LAHF Superf luous prefin
HA4EE1EZ EC IM AL, O I-0 command
HE4EE1ES QG MO
BE4EE1E4 S804 Fa AOC AH, 8F&
EA4EELIET|~| ES 40FFFFFF JHMP chordpic.B84EE189 LOOF EMD
BE4EELBC EE OUT D, AL I-0 command
BE4EEB1EBD aF e Unknown command
HE4EE1BE 1C 25 SBE AL, 25
HE4EE1CEH FA CLI
HR4EEIC] AE STOS OWORD PTR ES:CEDI]
HA4EEICZ @2A1 CESFE400 |OR BYTE PTR DS: [ECK+00B457CE], AH
HE4EE1CE E2 PUSH EDX
BA4EEL1CS 2366 21 AHO ESF,OWORD PTR DS:[CESI-FF1]
BA4EEL1CC OFCE FFREEF STiE)
BA4EE1CE ac FPIUSHFD

BE4EEICF| ES BFEEEE88 | CALL chordpic.@E4EB1ES
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Now we've to restart again OllyDbg with CTRL+F2 and go straight to see the code to the address

O0x004EB1AA:

HE4EE1AF
HA4EE1EA
HEA4EE1E2
HE4EELIES
HE4EE1ES
HBE4EELEY
HE4EE1BC
HE4EE1ED
HE4EE1EE
HE4EE1CH
BA4EELIC]
HE4EB1CZ2
HE4EB1CES
HE4EELICD
HE4EELCC
HE4EELCD
HE4EE1CE
HE4EE1DA
HE4EE1DE
HE4EE1DS
BA4EELDS
BE4EE1DC
HE4EE1DE
HE4EE1DF
HE4EELE]L
HE4EELES
BE4EEES

IERDOEEE
SE: OF
B 26
Fé
E9 40FFFFFF

1C 25

B2A1 CesFE4DD

52

2341 E&

CE

F3:

77 40

FF2D DB&42RSE
iC 4B

17

BzEs O7

EZ &E

54

236F

9A 18B&073A DB
EF

3108

é?P chordpic. BR4EE1CA

5]
JHMF chordpic. BE4EE1RS
OUT D, AL
e
SBE AL, 25
CLI
STOS DWORD PTR ES:CEDI]
OrR BYTE PTR DS: [ECH+DDBE427YCE]1, AH
FUSH EDX
AHMD ERX, DWORD PTR DS: [ECK-1A1
IMTO
FREFIX REF:
JA SHORT chordpic.@@4EBZ10
JMF FAR FWORD PTR DS:[S&23AS40E]
SEE AL,.d4E
FOF S5
ADD EL.BYTE PTR DS:[ERX-291]
MO DL, &E
FUSH ESF
AHMD ECH, DWORD FTR DOS: [EDI]
CALL FAR &40B:3A0FEG1E
OUT DX, ERA
HOR_ERY,ECH___ _

USCITR DAL LOap
Superf luous prefis
I<0 command

LOOF EMD
I-0 command
Unknown command

Superf luous prefin
Far jump

Modification of segment register

Far call
I-0 command

Yup we have the code in a clear way, this means that this jump was untouched from the target
Entry Point and carried out to the end of the first decryption loop, this is a very good stuff for us
because this is our first redirection point to our patching cave area, then take a note for this

address.

END OF THE LOOP #1 (redirection #1): 0Ox004EB1AA
ORIGINAL INSTRUCTION: JMP 0x004EB1CA

After the loop execution we have also to check if the code to the address of the first VirtualAlloc
API call has been effectively written.
Then simply press CTRL+G and write 0XO04EB4E1, the code for our misfortune still has not been
decrypted, then we've to step through the code by using F7 and after some instructions we newly
meet a decryption loop with some scrambled code.
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[EEETS =3
BR4ERIBC
BE4EER1ED
BE4EEL1EE
BR4EE1CA
BR4EEIC]
BA4EELIC2
BR4ERLCE
BR4EBICD
BE4EELICA
BR4EBLICF
BE4ER1D4
BE4EE1DS
Ga4EEL1DS
BR4EE1DZ
BA4EE1DE
BER4EE1DD
BR4EE1DE
HE4EE1ER
BE4EBIEL
BR4EBLIEZ
BR4EBLIES
BE4EEL1E4
BR4EELE?
BA4EELEE
BA4EELF 1
BA4EELFZ
BR4EBLIF2
HE4EBLIFS
BR4EBLIF2
BR4EBLFD
BE4EELFA
BE4EELFE
BR4EELFD
BA4EEZE3
BEA4EEZEE
BR4EEZEE
BE4EBZ211
BR4EB212
BE4EBZ214
BE4EBZ1E
BR4EEZ12
BR4EEZ12
BA4EEZ1F
BR4EEZZE
BR4EBZ2E
HE4EBZ2D
BE4EBZ2A
BR4EBR22E
BE4EB22E
BE4EEZZE
BR4EEZ30
BA4EEZ3E
BA4EEZ3F
BER4EEZS4
BR4EE24E
[SISEYS =LY
BR4ER247
BE4ER242
BE4EEZ4R
BE4EEZ4E
BR4EEZ240
BA4EEZ5E
BA4EEZEE
BR4EB2EE
HE4EBZEE
BR4EB2EC
AE4ERZER

BE4EEZEL
BR4EEZT 1
BA4EEZ74
BA4EEZTE
BR4EBZFF
HE4EBZFE
BE4EBRZFD
BE4EB2FA
BE4EBZFE
GA4EB22 1

GE4EEZES
HE4EBZ3H
HE4ERZ2E
BE4ER220
HE4EBZ2E
HE4EBZ28F
BE4EEZPE
BR4EE295

At the

~ E9 40FFFFFF
EE
aF
ic 25
FA
AE
B2A1 COETE40D
2
S
£5:210F CS9C
ES BFEOGEGE
4k
2241 E6
7
04 70
~ 72 C3

4
~ 73 BE

5

ES BCessssa
a4 ED

2263 FAE9GEBF
aC

HE

TH 2B

&5 BBDE

[=1e

1=
SE

E@ YE

S1CE FLAVARER

SEFY 33

&2 E18188684

21E2 2516825A

9

SA0D0

FF2&

EB SR

SH

S1C2 SBEF3451
v BF33 BSEEREEE

g3

26c4 28

=15

21F2 F2L2R248

21C2 D12aFaln

ES BDEaasas
~ E1l 8&

2636819

2916
S3EE A3
BF &&1FSHSE
4E
E5:21CE 43C2
49
~ BFES 198EREGEG
EZ BED4AZ29
+EY 24BEEEER

BB D=zl1e97
S460 A2

~| BFE7 BZEEEEEE
SBCZ
E2 SCFFFFFF
2803

SE
w| TF 4

95
HA

SE
“BA_EE429C47
C585_SCPCEDIA

JHMP chordpic. B84ERB1ED
OUT D, AL

e

SEE AL, 25

CLI

5TOS OWORD PTR ES:CEDI]

OF EBYTE PTR DS:[ECX+DDB4E7CE], AH
FUSH ED

HOP

SEE DI, 9CCE

CALL chnrdplc HE4EEB1ES

DEC E
sSUB BVTE FTR DS:[ECH-1A1,AL
DAA

RAM_ 7O
JE SHORT chordpic.884EE1ARE
IMC ERx
gHS EHDRT chordpic. BB4ER1SE

opF D5
IMS BYTE PTR ES:[EDII,DH
HOP

PUSH ECH

CALL chordpic.884EE1FS

AOD AL, BED

AMD OH,EBYTE FTR DS: [EBX+F&EESTA]
FUSHFD

MOUS OWoRD PTR ES:CEDI],DWORD FTR
JPE SHORT chordpic. 8R4EB220
MO B, 51

POP ER:

FPOP EBX

FOF ESI

MOW AL, FE

ROD ESI,¥rC

#OR EBH, 93

FUSH 1E1

AMD EE:, EAB21625

POP ECH

MOW BL, CH

PUSH OWORD PTR DS:[CESI]

MOW AL, 5A

FOF ED=

ADD EDR,S1346F5E

JME chordpic. 884EE22A

FUSH EBEX

i
#“OR EDN, 42A2E53F2
ADDO ED:, 1AFGSE01
CALL chordpic.B8@84ER248
LDEPDE SHORT chordpic.@84EE243

ERX, 19686392

EL, AL

EE®

OWORD PTR DS:CESI1,EDH-

ESI,3

EDI,SESHIFGE

DEC ESI

OR BX,.AC2432

DEC ECH

JMZ chordpic.B84EE27VE

MO ER, 29AZ04ES
chordpic.

MO EE®, 27 162108

TEST BYTE PTR 55: [EBP- SEI1,CH
ﬁDR ESI,ERX

HOP

JA chordpic. BE4EB282

MOW ER=, EDW

JMP chordpic. B84EE214

AMD CL,EBL

SAHFE

JG SHORT chordpic.884EE2D9
KCHG ERX,EBP

STOS BYTE PTR ES:LCEDI]
WAIT

MOL EDG, 47 3C42ES

LaoF EHO
I<0 command
Unknown command

Modification of segment register
I40 command

Unknown command
Priwvileged command

USCITA DAL LOOF#=

LDS EA,FWORD FTR 55: [EEP+1ABOTCSE

Modif ication of segment register

address 0x004EB267 we've the loop exit point, therefore we can simply put a software

breakpoint to this address (F2) and press Shift+F9 in order to execute all the loop in a fast way.

12



ChordPickout ASProtect inline patching tutorial

ThunderPwr of ARTeam 05/08/2006

AB4EEZSE
BE4EEZ20
AE4EB22E
BE4EBZ2F
BE4EB244
BE4EB24E
BE4EB24E
BE4EE247
AR4EE242
AB4EEZ4H
AE4EEZ4E
BE4EEZ40
AE4EB2EH
BE4EBZEE
BE4EB2EL
BE4EBZER
BE4EBZEC
AE4EEZES

AE4EEZEC
BE4EEZV1
AE4EB2 V4
AE4EBZVE
BE4ERZF?
BE4ERB2VE
BE4EBZVS
BE4EEZVH
BE4EEZVE
AR4EE2S1
AA4EEZE3
BE4EEZEE
AE4EB22R
BE4EBZEE
BE4EBZ220
BE4EB22E
BE4EB2EF
BE4EEZ28
AR4EEZ295

M AT

~ El @&

10 92636819

SA0S

SE

8916

S3EE @82

BF &&1FSASE

4E

S5 21CE 4202

49
-~ BFE2S 198AEEER
BZ ESD4R229
~E2 24888888

BE D3311697
2460 A2

<

~| @FSY 82888800
SECZ

~| E9 3SCFFFFFF
26809
9E

~| 7F 4
L)

AR

QB
+BE SVC4CHZE
£5,_ a500a65

LOOPDE SHORT chordpic. BB4EB243
HLT
SEE ERX, 19686352

Moy BL, AL
EEX
Moy DWORD PTR DS: [ESI1,EDH
EZI.2
MW EDI,SEEALFEE
OEC ESI
OR B, BC243
OEC ECH
JHE chordpic. BE4EBZFE
MOL ERK, 29F204ES
P chordpic. BE4EE29A
MOU EEX, 37163102

TEST BYTE PTR =5: [EEP-SEI1,CH
ﬁgg ESI,ERX

HOP

HOP

HOP

MHOF

JA chordpic.B84EEZE2
MOY ERX, EDR

JMP chordpic. BB4EE214
AMD CL,EBL

SAHE

JG SHORT chordpic.884EB209
WCHG ERH, EBP

STO0S BYTE PTR ES:[EDI]

WAIT
Moy ESI, ZBCOC4ET
GALL_chordpic. o4ER2Ra

k|

Unknown command
Privileged command

USCITA DAL LOOP#2

As usual take a note of the loop exit address, this is the second redirection point to the patch cave.

END OF THE LOOP #2 (redirection #2): 0x004EB267
INSTRUCTION ORIGINATES THEM: JMP 0x004EB290

Also as we've do previously, take a look if the caller code for the VirtualAlloc API has been
written or not, but the searched code isn't still present then we’ve to step again a little.
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We’ve another decompression loop:

BR4EEZEL
BA4EEZT 1
BA4EEZ74
BA4EEZTE
BA4EBZFLC
HA4EEZVE
BR4EE22E
BR4EB22E
BR4EE222
BR4EEZ2R
BR4EEZZE
BA4EEZ30
BA4EEZZE
BA4EBZ2F
BA4EEZ22E
HA4EBZ2IE
BR4EE29A
BR4EE230
BR4EEZ3F
BR4EEZRA
BR4EEZRZ
BA4EEZAZ
BA4EEZAD
BA4EEZAR
BA4EEZAF
BR4EEZ2E4
BR4EEZEE
BR4EBZEBE
BR4EEZES
BR4EEZER
BA4EEZEL
BA4EEZCAE
BA4EBZC2
BA4EB2C2
HA4EB2CD
BR4EBZCE
BR4EEZ0E
Ba4EEZD2
BR4EEZDE
BR4EEZDE
BA4EEZE4
BA4EEZER
BA4EEZFA
HA4EBZFE
BR4EBZFLC
BR4EBZFD
BR4EE2EE
GR4EEZE2
BR4EEZES
BA4EEZA0
BA4EEZ12
BA4EEZ1E
HA4EBZIC
HA4EE2Z1F
BR4ERI2E
HA4ERZZE

BE4EBZ3Z
HE4EBZ3E
HE4EBZ3D
HE4EBS3H
HE4EBZ3C
HE4EBS3E
HE4EBS3F
BHEA4EES4E
HEAE4EESS 2
BE4EEZ4E
BE4EES 44
HE4EEBS4H
HE4EEBS4E
HE4EB3EH
HE4EBZE 1
HE4EB3EE
HE4EB3ES
HAE4EESET
BE4EEBZED
BE4EB3EH
HE4EB3SE
HEJEBSSC
HEA4EBZED
HE4EBISE
HE4EBSES
HE4EBSEE
BA4EESED
BE4EEZGF
BE4EEBZT 1
BE4EBITS
HE4EBSF4
BR4EEZTS

as usual skip the loop by using a memory breakpoint on the exit address for the loop and press

~ EF 24888000
BB D2211e97
S460 A2

S3F 8
ESEE &F 1CZEEF
S7az
BEEE
BESE CRESSCFF
FFFF
2603
SE

« 7F 40
S5
AA

oB

BE 27C4CHE2E
ES B98868HE
OOS2 23
2609

SE
v TF 4C
95
S1EZ 7rOOFDEA
SE

&2 B221487E
w EE BEBEEERE

&F
~ FC B

SH

SBaS_ 31
26:6r:14 BO
Bz B3

ES
£103 ECHCAEEE
EFF

2

B2 F17BBAL1
SEBC3E

&5; S10E RESS
S1F1 Fa200730
S10R &Bl1SCCEF
S1C1 &23FS0D1E
21ES 122EEBEYH
21E9 EE3D2E2%
E%FE BCEA4C1E
BFEYF2

SFB43E

S5: 21E6 1851
66; 31F2 4B25
S1EF 41BE3515

BFEYDZ

21C7 20DBB3E1S

BFEYF2

21FF 28FHFFFF
~ BF35 1980RE6EE

SECE
~rE2? 41888000
EEBS THEZGEAF

RS

TH 2B

2221

45

ar

24 &0

S|
E

v 2584 148688888

+| E9 B0EEEEAE
o1

FEF?

&4:C0 232

o5

[u]s ]

~| ES &DFFFFFF
ES B1RSEra4
S0 ZES2EE53
7E OF
2C FE
SAFE

+SE
25 TTZ4TEIE
A4

Shift+F9 to reach this point.

JHP chordpic. BB4EEZ28

MO EEX, 37163102

TEST BYTE PTR 355: [EEFP-SE1,CH
A0R ESI,EHR

IMUL EEBF,ESI,BFZE1CEF

ACHG DWORD PTR DS: [EDM],ERY
HOO BYTE PTR DS:L[ERXI, AL

ﬂEE EYTE PTR DS:[CEBX+FF2CESCE2],CL
AHD CL,BL

SAHF

JE SHORT chordpic.884EEZD9
ACHG ERX,EEF

STOS BYTE PTR ES:[EDI]

WAIT

MOU EST, 2BCACAST

CALL chordpic. BE4EBZAS

FST QWORD PTR D5: [EDH+221
AHD CL,BL

SAHF

JE SHORT chordpic. 8B4EEZEE
ACHG _ERX,EEF

HHD EDX, GAFDODYY

FOF EEBX

FUSH FE4821@2

JMP chordpic. BE4ERBZCE

OEC ESI

OuTS D, OWORD PTR ES: CEDI]
JL SHORT chordpic. 884EEBZED

ED

EEF,OWORD PTR D5: [ER=-7F1
HOC AL, 8ED

oL, =

ECH,0WORD PTR D5: [EBX+EDI]
SI, 5SHE

ECx, 300720FA

EDx, GBFCC156E

ECH, 1IEBOSFED

ERX, YEBEESELZ

EC¥, 222E30EE

ESI, 134CEREC

FUSH ECK

MOUZY ESI, B

FOP DWORD PTR D5:[EBX+EDI]
AHD SI,5118

#OR Ok, 234E

SUB_EDI, 1535EE41

MOUZ X EDH, D

ADDO_EDI, 1525EE2D

MOUZY ESI, B

CHMP EDI,-SEH

JHE chordpic. BB4ERI44
MOU_ERX, ESI

JMP chordpic. BB4EEZT2

HHDT OH, BYTE FTR D3 [EERFFREEZTE]
FUSHFD

MOUS DWORD PTR ES: [EDI],DWORD FTR
JFE SHORT chordpic.BB4EESEY
MOU BYTE PTR D5:L[ECK1,AH
IMC ESI

FOP ES

#0OR AL, &0

HOP

HOF

JE chordpic.BR4EE3ISE

FUSH EBEX

JMF chordpic. BB4EERZED0

HCHG ERX, ECH

DIU EH

IMT =82

ACHG ERX, EBX

ROR CL,1

IMTO

ouT D=, ERE

CLO

HOF

FOF ERX

JHMP chordpic. AB4ERZDE

CHLL 25355959

CHMP ERAX, 290G2332

JLE SHORT chordpic.884EB24E

SUE AL, 8F%
MOU EH, BL
HF

SH
MO ERK, 36752477

m

HoWs_EYTE FTR ES:[EDI1,BYTE PTR DS

USCITA DAL LOOP#2

Unknown command

I-0 command

Superf luous prefin

INIZIO DEL LOOF#3

USCITRA DAL LOOP#2 |

Modif ication of segment register

Superf luous prefin

I-0 command

chordpic. B84EBS4F
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BA4EE2E0
HR4EE212
BR4EBR21E
BR4EBZIC
BR4EB21F
BR4EEZZE
AA4EESZE

BA4EEZZ2
BR4EE222
HR4EER229
BR4ER22A
BR4ER2IC
BR4ER23E
BR4EEZZF
BR4EEZ48
BA4EEZ4:2
BA4EEZ42
BA4EE244
BA4EE24H
HA4EE24E
BR4ER2EA
BR4ER3E1
BR4EEZE2
BR4EE3EE
BR4EEZEY
BA4EEZ52
BA4EEZER
BA4EB2IEE
HR4EBIEC
BR4ER2ED
BR4EB2IEE
BR4EBRZES
BR4EEZES
BR4EEZE0
BA4EEZEF
BA4EEZT1
BA4EBR2T2
HR4EBR2FE
BR4ER2TS
BR4ERITF
BR4ERZ28

<

o~

i

21EF 41BB3E1E
BFEYD2

21C7 2DBB2E1E
BFETF2

21FF 28FAFFFF
BFSS 19888880
SECE

E2 4188EEAG
EEBS THES&EBF

A&

TH ZB

aaz21

46

ar

34 &0

L)

L)

2584 1486838888
E? BDagaE:aE
o1

F&F7
2400 22
93

oacs

ES &DFFFFFF
EZ B1RAEETad
30 22230839
7E DF
2C FE

SAFE

+Ea BOREEEEE
EEHS ABEI1EFF
15 E2AFa8aE

SUE_EDI, 1535EE41

MOUZY EDM, 062

ADD EDI, 1525EBE2D

MOUZY ESI,BX

CHMP EDI,-SEH

JHE chordpic. B84EE244

MOW ERK,ESI

JMP chordpic. AE4EESY3S

AMD OH,EBYTE PTR DS:[EEx+F&EERVE]
PUSHFD

MOUS DWORD PTR ES: [EDI],DWORD PTR
JPE SHORT chordpic.B84EB26Y
HMOU BYTE PTR D5:[ECH1,AH
IMC ESI

FOF ES

a0R AL, S0

HOF

HOF

JE chordpic. BR4EB3EE

FPUSH EBX

JMP chordpic. BB4EB3ED

ACHG ERX,ECH

OIU EH

INT 22

ACHG ERH,.EBR

ROR CL,1

IMTO

auT O, ERR

CLO

HOF

FOF ERH

JMFP chordpic. B84EEZ08
CALL 953£5969

CHF ERK, 32083332
SHORT chordpic.B884EE34E
AL, BF S

EH,EL
chordpic.B84EB321
EEF

: 3EI'-r'TE PTR DS:[EE=+FF1ES2RE], CL
AOC EARX, BFES

m

Take a note for this exit address, this is the redirection #3.

END OF THE LOOP #3 (redirection #3): 0x004EB32D
ORIGINAL INSTRUCTION: JMP 0x004EB373

USCITA DAL LOOP#3

Modif ication of segment register

Superf luous pref i

I-0 command

The code on the address O0x004EB4E1 isn’t present then we’ve to trace again.
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We have another decompression loop.

BR4EEZ32
BA4EEZ 3
BR4EEZ22
BR4EEZ2A
BE4EBZIC
BE4EB2Z3E
BE4EBZ3F
BE4EE24E
Ga4EEZ42
BR4EEZ4S
BA4EEZ4R
BA4EEZ4E
BR4EE2EA
BE4EBIE1
BE4EB2IE2
BR4ER2IEE
BR4EBZIET
BE4EEZE2
BR4EEZSAH
BA4EEZSE
BR4EEZELC
BR4EBIEF
BR4EEZEE
BE4EBIE2
BR4ERZE4
BE4EBZEA
Ba4EEZED
BR4EEZEF
BA4EEZT 1
BA4EEZT3
BR4EEZTE
BR4EBZFI
BE4EBZFF
BE4EER22E
BE4EBZ21
BE4ER22E
BE4EEZ2C
BR4EEZZE
BA4EEZEF
BR4EEZI1
BR4ERZI2
BE4EBRZI2
BE4EERZ4
BE4ERZIE
BE4EEZIE
BE4EEZ2E
BR4EEZF
BA4EEZAZ
BR4EEZAD
BR4EEZAF
BR4EEZE1
HE4EEZRE
BR4EBR2IET
BE4EBZBC
BE4EEZEE
BR4EEZCA
BA4EEZCE
BA4EEZCH
BR4EEZ0E
BR4EE202
BE4EB20D
BR4EB20E
BE4EB2Z0F
BE4EBZE4
HE4EEZES
BR4EEZEC
BA4EEZF2
BA4EBZF Y
BR4EEZFD
HE4EE4E2
BE4EE4E:2
BR4EE4E2
HE4EES4EA

BR4EE415
BA4EE4 1R
BEA4EE4 1E
BR4EE4 10
BR4EE41E
BE4EE4 1F
BR4EB42E
BE4EE4 26
BE4EE422
BR4EE4 2R
BA4EE4ZE
BA4EE4 38
BA4EE4 21
BR4EE422
BE4EE435

E? 41888888
EEBE THEIGEAF

HE

TH 2B
2221
45

ar

24 &0

DzZAZ BF241480
fa[a]a]s]

53

ES BDaaa88:
o1

FEF?
34:ED a2z

SHFE

E2 89888888
50

D2A2 ABS91EFF
cC

LS|

ES BFEa@8aa
1BES 91F&F7E4
ch s2

93

Daca

CE

EF

FC

LS|
BF2F B26a888E86
HFEFF2

59

65 BF FESH
S1C1 C2ASHRER
BF2A BZA8EREE

2AF1

&2 4A818884
1=

EE &EFB2842
2E19

SBEDY

S1F3 BF2VES13
651 EBA_GAG2
S1F3 SCE3HZ1A
&5 2BFA

21EB RS21267E
&5: 210E BEEC

E2

E5: 21FF 99324
aFe1

S1EE 2RAS4F&F
S1E9 RA304641F
EBF 54233610
21C1 R404e41F

62 4382684EB
Eéﬂ? BE7E4047

45
@FS5 ACFFEFFF
ES 1ZBEE0EE
Az SSFBE3EE
&F

ic g

FA

AE

B2A1 CES7E400
E2

2366 9B

F1

EE

ES OEREEEEE
0

EE
2950 GB
=15

JMP chordpic. AB4EE3TS

HHD OH, BYTE PTR D5: [EBER+F&EEZVA]
FUSHFD

MOUS DWORD PTR ES: [EDI],DWORD FTR
JPE SHORT chordpic.B@@4EB26Y

MOU BYTE PTR DS:[ECKI,AH

IHC EEI

AL, 50

EYTE PTR D%5:[EEX+14248F1, CL
EYTE PTR D5:[EARXI, AL

FUSH EBX

JMP chordpic. BB4EE3IED

HCHGE ERX,ECH

oIy EH

IMT 82

HCHS ERX,EEX

ROR CL,1

IMTO

QuT O, EFE

CLO

TEST DWORD PTR DOS:[EAX-171,EEX
IMS OWORD PTR ES:[EDI],DX

e

FAR ERX

OWORD PTR DS:[ESI+323D94E7],ES
OWORD PTR DS:[EAX], 39
SHORT chordpic.B84EE34E
SUB AL, BFS

EH, EL

chordpic.884EB3E1

EEF

3B'-r'TE PTR DS:CEBEX+FF1ES9AE], CL

CALL chordpic.@84EB395

SBE EDI,DWORD FPTR DS: [EAR+E4FFFE2]
IMT =22

ACHG ERX,EBR

ROR CL, 1

IMTO

OuT DO, ERX

CLO

HOP

JG5 chordpic. BB4ERZE
MOUSY EDI, AX

FOP ECH

MOW DI, SATE

HOD ECx,5C9

JPE chordpic. BB4EEZEL
MO OH, CL

B

ESI,43287BEE
EEX,OWORD PTR D5: [ECH]
MO EDH, EDI

EEH.lSSEE?BF

O, 626

EEX, 1ARZE39C

DI, D=

EE¥, 722621AE5
= =1

01,3429

OWORD PTR OS:[ECH]
ESI,eF4FRZ2A

ECH, 1IF&404R5

EDI, 10369354

ECH, 1IF&4D04A4

PUSH 4BeBE243

HDD EDI, 47407SEE

FOP ESI

OEC ERX

JHE chordpic. BB4EBIBC
CALL chordpic.884EE427
ggg EYTE PTR DS:[EE&2FA331,AL

SEE AL, 25

CLI

STOS DWORD PTR ES:[EOI]

OF BYTE PTR DS: [ECH+00B427C&1, AH
FUSH EDX

AHD ESP,OWORD PTR DS:[ESI-FE]
IHMT1

FOP ESI

CALL chordpic. AB4EE430

FOF EEP

FOF EEX
MOU DWORD PTR S5: [EBP+EE], EEX

a

USCITA DAL LOOP#3

Modif ication of segment register

Superf luous prefin
I-0 command
1.0 command

Unknown command .
Illegal use of register

I40 command

INIZIO DEL LOOF#

USCITA DAL LOOP#4

Unknown command

FOP EEX

A software memory breakpoint (F2) is put to the end of the loop and it is executed with Shift+F9,
this point give us the redirection #4.

END OF THE LOOP #4 (redirection #4): 0x004EB410
ORIGINAL INSTRUCTION: 0x004EB427
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Finally our code was written:

BE4ER4C]
BE4ER4CE
BE4ER4CY
BE4EB4CO
BE4EB4CE
BE4EE401
BE4EE4D04
BE4EE409
BE4EE4OF
BE4EB4E]
BE4ERB4EY
BE4EB4ED
BE4EB4FS
BE4EB4FS
BE4EE4FH
BE4EE4FE
BE4EESER

43
EE S219122A
opeZ SC3325e3

298488

BEEA 48

653 88188RE6
FFBSBBBB4BBBB

=131

FF35 FEE2EEAG
2925 CCH1BEAGE
2B90 A8E4EER6
ESBD B0E4 a8

g3
EZ 84818886
&A 48

IHC EBX

MOL EBX, 2A121932

ADD BYTE PTR D5: [EDE+S9252235C]1,0H
MOUS OWORD PTR ES:[EDI],DWORD PTR
SUE DWORD PTR DZ: [ERR+ERX]. ERX
AOD BYTE PTR D5: [ED=+481,CH

PUSH 1@8a

PUSH DWORD PTR S5: [EEF+4835]

FUSH &

CALL MERR OWORD PTR S5:[EEP+3FA]
MOU DWORD PTR S5: [EBP+1CCT, ERK
HMOU EBX, DWORD PTR S5: [EEP+488]
ADD EBX,OWORD PTR S5: CEEP+4801
PUSH ER:

PUSH EE=

CALL chordpic.B84EEGE4

FPUSH 48

Well, at this point we have do this step:

ounnhwNe

We are to the packer entry point.
The decryption loop #1 is executed, the exit point is in 0OX004EB1AA
The decryption loop #2 is executed, the exit point is in 0Xx004EB267
The decryption loop #3 is executed, the exit point is in 0x004EB32D
The decryption loop #4 is executed, the exit point is in 0Xx004EB410
We reach the VirtualAlloc calling address in 0x004EB4E1

Richiama VirtualAlloz per la prima volta

The breakpoint list (activate each of this one in sequence beginning from the Entry Point and to
happened execution of every loop):

Address |Hndule

|Hctiue |Disasiembly

|Enmment

HE4EE1RA
BE4EBZET
BR4ERS20

chordpic|Hlwaws
chordpic|Alwaws
chordpic| Alwaws
chordpic Alwaws

JMFP chordpoic. BB4EE1CH
JHMP chordpic. B84EEZ96
JMP chordpic. 884EE3TS
CALL chordpic.8a4EB427 | USCITR DAL LOOF#4

USCITA DAL LOOP#1
USCITA DAL LOOP#Z2
USCITA DAL LOOP#S

17
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After other tracing we reach the instructions that perform the VirtualAlloc calling.

GE4EE4D2]  FFES BSB4@B@E | PUSH DWORD PTR 55:[EBF+4E21
HE4EE40F|  ER_ @@ PUSH B8

GE4EE4E]L FF25 Fo@2aoas | CALL NEAR DWORD PTR S5: [EEF+3FE] FRichiama VirtualAlloc per la prima wolta
GE4EE4EY| 2985 CCEl@b@a | MO DWORD PTR SS: CEEP+1CCI,EAX
GE4EE4ED|(  8B90 BEE4@E8E8 | MOU EBX, DWORD PTR 535: [EBFP+466]
BE4EE4FZ(  B290 80848088 | QDD EBX,DWORD PTR SS5: [EBFP+4801

BE4EE4F2| 5@ FLISH ER:

BE84EE4FA| 53 FUSH EE

GE4EE4FE|  ES 84818868 CALL chordpic.B84EBEE4

BE4EESHEA| SR 48 FLSH 4@

GE4EEEEZ| &3 08168863 FLUSH 1&aG6@

GE4EEEETY|  FFES 85840088 |PUSH DWORD PTR 55:[EBFP+4821

GE4EESED|  GA @A PUSH &

BE4EEEHF|  FF95 FEEZE@EE | CALL MEAR OWORD PTR S%5:L[EEP+3FH] Richiama Virtual Alloz per la seconda wolta
HE4EBE1E 2925 21840008 MOV DWORD PTR S5: CEEP+4211,ERX EAx = indirizzo sezione a run-time che scrive OEP

GE4EECIE| 2985 DE@1@0EE | MO DWORD PTR SS: [EEP+10&81,ERX
BE4EES21 E4:57:H1 ABAA |MOU ERX, DWORD PTR FS:[A]
GE4EEEZE| B9RE 2DB4@088 | MO DWORD PTR SSi:[EEP+4201,EQRY

BE4EEE2C(  SEBEE CB MOL ED, DWORD PTR SS5: [EEF+EE]
GE4EECZF|  SBSE DE@l@bas | MOU EAX, DWORD PTR S2: [EEF+10@]
BE4EESIS| 8982 MO OWORD PTR DS: CEDXE], ERX
GE4EEEZY(  SBSE G284@088 | MOU EAX,DWORD PTR SS: [EEF+4E02]
BE4EEESD(  £942 B4 MOU DWORD PTR DS: CEDM+41, ERX
GE4EEE4E| 8085 S9FE3EEEE | LEA ERX,DWORD PTR 535: [EBF+39F]
BE4EES4G(  8SB48 55 MOL ERE, DWORD PTR DOS: [EAX455]
GE4EEE4T 2942 B2 MOY DWORD PTR DES: CEDw+21, EAX
GE4EEE4C| SBSS ECE2@0EE |MOU EARX,DWORD PTR SZ: [EEF+3ZEC]
BE4EEEEZ( 8942 16 MO OWORD PTR DS: CEDR+161, EAX
BE4EESSS|  SBSS ESez@eas | MOY ERX,DWORD PTR SS: [EBF+3E2]
GE4EEEEE( 2942 14 MOY DWORD PTR DSz CEDw+141,ERX

GE4EEEEE(  SB9S CCEl@baa | MO EDX,DWORD PTR S55: [EBFP+1CC]
BE4EEES4| BB FaBi@@66 MOL EB=, 1FS

BE4EESS?|(  8BYCIA &c MOU _EDI,DWORD PTR DS: [EDA+EBX+C]

BE4EEEE0|  BBFF OF ECI,EDI

BE4EESEF |~ 74 1E E SHORT chordpic.@@4EBSSF

BE4EEST1 SE4C1A 18 MOU _ECH, DWORD PTR DS: [EDH+EBEX+181

BE4EESFS|  BBCY OR ECk,ECH

BEA4EEEYT [~ 74 11 JE SHORT chordpic.@84EBSEA

GE4EEE2| @3B0 OE@i@@as |ADD EDI,DWORD PTR 55: [EBF+10@]

BE4EEEVF|  SB741A 14 MOU ESI,DWORD PTR DS: [EDH+EEX+141

BE4EESS2|  BIF2 ADD ESI,EDN

BE4EESSE( CLF9 B2 SAR ECH, 2

BE4EESSS| F3:A% REF MOLS DWORD PTR ES:[ECI],DWORD PTR DS:[ESI]

BE4EESER| 8303 28 ADD EBX, 28

HE4EEES0|~ EB DA JMP SHORT chordpic. BB4EBEES
SE2S CColedad | HMoU ERR,OWORD PTR 55:[EBP+1CC] Fine loop scrittura area a run—time

BE4EES9E| 5@ FLUSH ER¥

BE4EESSE|  SB9S 08818888 |MOU EDX, DWORD PTR 55: [EBP+1081

BE4EEE2C| 52 FLUSH EDv

GE4EEE20|  2BlE MO EBX, DWORD PTR DS:[ERX]

BE4EESSF|  B30DA ADO EBX, EDR

BE4EESA1 SESS E4BA380888 |MOUY ERX, DWORD PTR S5: [EEF+3E4]

BE4EEEAT| 8983 MO DWORD PTR DS:CEEX],ERX

GE4EEERZ|  SBSS ES@30088 |MOU ERRX,DWORD PTR 55: [EBF+3EZ]

BE4EEEAF| 8943 64 HMOU DWORD PTR DS: CEBX+41,ERX

HE4EESEZ|  SB2S ECBIBeas | MOY ERs, DWORD PTR 55: [EEP+3EC]

GE4EEEES| 8943 B8 MO DWORD PTR DS:CEEX=+21,ERH

BEB4EESEE| SF FOF EDI

BE4EESEBC| SE FOF ESI

BE4EESED|  SB4E B4 MOU ER:, DWORD PTR DS: [ESI+4]

BE4EESCH| B3CY ADD ERX,EDT

GE4EEECZ| 8985 CY@leo@ad |MOU DWORD PTR S5%: CEEBP+1CF1,EAX

GE4EEECE|  8BES SB MOU EDX, OWORD PTR 55: [EBF+5E]

HE4EBSCE| SB35 Creleess | MOY ERs, DWORD PTR 55: [EEP+1CY]

BE4EEED0L S242 B8c MO ODWORD PTR DS: CEDH+C], ERY

GE4EEED4 | 8090 @0@4888 (LEA EBRX,DWORD PTR 55: [EBFP+4601]

BB4EESOA| 53 PLUSH EBE¥

HE4EEEDE| &R B@ FLIEH &

GE4EEE00| &R B@ FLISH &

BE4EEEDF| &R @1 FLUSH 1

BB4EESEL 57 PUSH EDI

HE4EEEEZ|  SBEE B2 MOU EBX, DWORD PTR DS:[ESI+E]

GE4EEEES|  B30F ADD EEX,EDI

BE4EESETY| 53 FLISH EE¥

BE4EESES| 68 DASE888a PUSH SB88a

GE4EEEED| &R B@ FLISH @

BEB4EESEF| 56 FPUSH ESI

GE4EEEFE|  FF9S F4@830688 | CALL MEAR OWORD PTR S55:[CEBP+3F41
CE4EECFE| 68 BA1EBARA FLISH BEBA18EE

cz RETH Salta nelltarea allocata a run—tine
GE4EEEFC| Q@em AODD EYTE PTR DS:[ERX], AL
BE4EEEFE| B3 BA& HMOU EL, @
BE4EECEER|  BEEE ADD EYTE PTR DOS:CERH], AL

The push 0BA1000 instruction followed from the RETN perform a jumps in to the new allocated
area. But is also interesting take a look at the PUSH 8000 instruction because it is possible to
recover in EDI the base address of the new fresh allocated memory area.

We can perform another redirection to our patching code by using the byte of the PUSH 8000
instruction.

ABSOLUTE ADDRESS (redirection #5): 0x004EB5ES8
ORIGINAL INSTRUCTION: PUSH 8000 - > 0x68 0x00 0x80 0x00 0x00

The execution jumps in the region allotted from ASProtect to the offset one 0x0031000.

From this point all the future redirection deal about offset rather absolute address because all the
code still in a run-time memory area.
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Now we find ourselves in the
OEP.

memory area that will execute

the decompression of the code to the

Entry point

BEEA 1 B8 ElE] HOP

BEBA1EE 1 [=15] PUSHAD

FEERLAE2 E2 46858866 CALL BHBA1647

EEERFEER - -EE 44 JHMP SHORT BEEALE40
EEEIEEE] Baaa AODD BYTE PTR DS:[ERXI.AL
BEER 188E ae8a ADD BYTE PTR DZ:[ERRD.AL
BEEA 1880 aaaa AOD BYTE PTR D5:[ERRI.AL
BEEA 18aF aaaa ROD BYTE PTR D5:[EARI.AL
BEEA1E] 1 270E XCHGE EEX,EEX

BEBA1E12 L] HOP

BEBA1E14 BaEa AOD BYTE PTR DS:[ERR].AL
BEBA1E1E BaEa AOD BYTE PTR DS:[ERR].AL
BERALE1S Baaa ADD BYTE PTR DS:[ERRXI.AL
BEBALELA Baaa ADD BYTE PTR DS:[ERXI,AL
BEER1E1C ae8a ADD BYTE PTR DZ:[ERRD.AL
BEER1E1E aaaa AOD BYTE PTR D5:[ERRI.AL
BEEA 1828 aaaa ROD BYTE PTR D5:[ERR].AL
BEBR 1822 aaaa ROD BYTE PTR D5:[ERR].AL
BEEA 16824 Baaa AOD BYTE PTR DS:[ER=].AL
BEBA 126 Baaa AOD BYTE PTR DS:[ERAX].AL
HEBA1E22 BaEa AOD BYTE PTR DS:[ERR].AL
BEBALB2A Baaa ADD BYTE PTR DS:[ERRXI.AL
BEBALB2C Baaa AODD BYTE PTR DS:[ERXI,AL
BEBA1B2ZE 16632 AOC BYTE PTR DS:[EBEX]1,AL
BEEA1628 ae8a ADD BYTE PTR DZ:[ERRD.AL
BEEA1E32 aaaa AOD BYTE PTR D5:[ERRI.AL
BEEA 1834 aaaa ROD BYTE PTR D5:[ERR].AL
BEEA 126 Baaa AOD BYTE PTR DS:[ER=].AL
BEBA1E22 Baaa AOD BYTE PTR DS:[ERAX].AL
BEBA1E2A Baaa AOD BYTE PTR DS:[ERAX].AL
BEBA1E2C BaEa AOD BYTE PTR DS:[ERR].AL
BEBA1E3E Baaa ADD BYTE PTR DS:[ERRXI.AL
BEEBA 1648 Baaa ADD BYTE PTR DS:[ERXI,AL
BEER1642 ae8a ADD BYTE PTR DZ:[ERRD.AL
BEEA 16844 aaaa AOD BYTE PTR D5:[ERRI.AL
BEEA 1846 aaaa AOD BYTE PTR D5:[ERRI.AL
BEEA 1843 aaaa ROD BYTE PTR D5:[ERR].AL
BEEA1E84A Baaa AODD BYTE PTR DS:[EAX]I.AL
BEBA1E4C L] MOP

BEBEALE40| BB 44294488 MOL EB:, 442944

BEBA1AE2 a200 ADD EE:, EBP

BEBA 16854 2890 71294466 |(SUB EBX,OWORD PTR S55:[EEBP+4429711]
HEBA1BSA 22B0 D22@4466 | CHMP DWORD PTR SS:[EEP+4428021,0
BEEA16E] 2990 ZF2E4480 (MOY DWORD PTR S55: [EEFP+442E2F1,EEX
BEEA1EGT |~ BFSS 3EASEARE | JME BBEAR1SAE

BEEA 1860 8035 EA3B4466 | LER EAx, OWORD FTR SS:[EEP+4438ER]

If we go to see the code to the offset 0x002663 from the base address, we notice that the code is
quite different from that we've see at the beginning of our analysis, this because we’ve to step
through some other decompression layer before reach the code able to unpack all the target code.

BEBF2EES aip2 ADD' ECk, EEX

BEBF2EEE 20 B4944C35 CHP ERK, 264C94B4

BEEF2EEH 42 DEC ERX

BEETZEEE 98 CWDE

BEET 2660 20 44 SUE AL.44

BEET2E6E CE RETF

BEETZEEF EZ 2483236A CALL BADA=2AS

BEET2E74 CE4E A2 LOS ERX,FWORD PTR S5:CEBP-E501
BEBF2EST IMC _ESP

BEEF257E|~ 74 24 JE SHORT BEETZE3E

BEBF2ETH 1220 528CEB24% |SBE BYTE PTR 55: [EEP+446B23CE21,CL
BEEF2E2E B PUSH ES

Far return

Modification of segament register

We resume the analysis from the address 0xO0BA1007, we've another call to the VirtualAlloc API
we’ve a writing loop which decrypt some other code.

on 0x00BA10C4, then

BBAEALADS| 56
BAEAL1A0F( 53
BEEALADS| ES 74aS@a0a
BEEA1A00( B8BCE
BEEALADF|  S0BD 45Z2A44@0
BEEALAES| 8BES vEZI44E0
BEEHIBEE( F3:R4
BEERIBED| SBSS vSE234488
BEERLIEFS| &8 BES0aa0d
BEERLIGFS|( &R B8
BEER1EFH
BEERIBFE( FF95 vD294488
AEEHL1A] EBBE SlzC4400
C3
BEEE
BEEE

this finally keep us to

FUSH ERX

FUSH EEX

CALL ARBEA1ES1

HMOU ECH, ERR

LER EDI,OWCORO PTR 55: [EBF+44ZA45]
HOU ESI,DWORD PTR 55: [EBF+442975]
REF MOWUS BYTE FTR ES:[EDI1.EYTE FTR DS:[ESI]
HOU ERR, DWORD FTR 55: [EBF+4429751]
FUSH S@0@a

FUSH @

PUSH ER:

CALL HEARR OWORD PTR S5: CEBP+4429701
LER ER:, OWORD PTR 55: [EEP+442C511
FUSH ER:

RETH
ADD EYTE PTR DS: CERX], AL
ADD EBYTE PTR D5: [ERXI,AL

a new jump to the offset 0x003130D.

Oecritta il codice che segue da BxBEEA1L1A1

BxBEBA12E0 - offset BxEE31380
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Take a note of the point where we can put our next redirection:

OFFSET (redirection #6): 0x00310F3

ORIGINAL INSTRUCTION: PUSH 8000 - > 0x68 0x00 0x80 0x00 0x00

Take also a look if the code at the address 0x00B72663 into the OllyDbg dump window comes
decrypted, for now the code isn’t present then we’ve to step a little.

We take the RETN instruction, step with F8, we reach the offset 0x0031343 related another call to

the VirtualAlloc API.

HEEA1ZGEE
HEEA1360
BEBR1Z13
HEEA1S15
BEBR1Z1Y
HEBA1S519
BEERLSIF
HEEA1ZZ21
BEER1SZY
BEER1ZZ2A
BEER1S3E
BEEA1S2E
BEER1S32
HEEA1Z2E
BEER1 S48
HEEA1S4 1
BEBA1S43
BEER1Z49
HEEA1S4F
BEER13SE
HEEA1ZE2
BEER1SSS
HEEA12ED
BEER1SSA
HEEA1SEF
BEERLS6E
BEEA1ZGS
BEER1SEE
BEEA1SYE
BEERLSYE
BEBR13YS
HEER1S7E
BEER13YD
HEBRA1SYF
BEER1ZE0
HEEA1ZE1
BEER1SEE
HEEA1ZE232
BEER1SES
HEEA1ZE22
BEER1SSE
BEEA1S9G
BEER1S92
BEEA1S94
BEEA1S96
BEBR1Z9Y
HEBA1599
BEER1Z9E
HEEA1290
BEBR1I9F
BEEA1ZAG
BEER1SA1
HEEA1ZAZ
BEER1SAS
BEEA1ZAZ
BEER1SAE
BEEA1ZAE
BEER1SED
BEEA1ZE]L
HEEA1SEZ
BEER1ZED
HEEA1SE4
BEER1IEG
HEEA1SES
BEER1SEE
BBBHISC;

BBBHISEB
HEEA12CE
HEEA120E
HEEAL1201
HEEA1207
HEEA120C
BEBR130E
HEEA120F
BEBR13ES
HEEAL1ZES
BEEBR1ZEER
HEEALSF1
HEEALZFT
HEEALSF2
HEEALZFE
HEEAL1SFD
HEEA L1483
HEEA L1483
HEEA148F
2OEA1411

i

BEEE
SB90 S52A4460
BE

E92A44E8
F12A4468
[al5]
D2EEREEE
T1ZA4468
2B46 B4

&R 84

&2 BiE1B886EG
3]

&H @a

FF35 73294468
9985 FL294468
=11

SELE

@290 D22E4468
1]

E2

ES Fzezesng
20BD FEZ24468
7S 4C

FEZE 7E224463
SE3E

o Da2a4468
=]

E3 85
g FE2o4468

DE3a44E8
55294488

SE

2B2E TE294468
65 BRSEE8EE
&A@

FO294468
& @

833E 6@
4EFFFFFF
ESZA4468

8785 SIZA4468
2B9E D22E4468
EEBE S1z2A4468

HCOD BYTE PTR DS: CEAXI, AL

MOW_EE¥, OWORD PTR S5: LEBP+442R551
OF EEX, EEX

JE SHORT @BBEA1321

MOV ERX, DWORD PTR DS5: CEEX]

ACHG _OWORD PTR S5: [EBF+442A591, ERX
MOV DWORD FTR DS: CEE=],ERX

LER ESI,DWORD PTR S5: [EEP+442A711
CHFP_OWORD PTR DS: [ESI.H

JE BHEA14E83

LER ESI,DWORD FTR SS: CEEF+44ZA71]
MOV EAX, DWORD PTR DS:[ESI+4]

FUSH 4

FUSH 1@866

5]
CALL HEAR OWORD FPTR S55: [EBF+4429731
MOV OWORD PTR 5S: CEEP+442975], EAR
FUSH ESI
MOW EBEX, OWORD PTR DS: [ESI]
ACOD EEY,DWORD PTR SS: CEEP+442@021]
FUSH ERX
FUSH EEX
CALL BBBA1&S1
CHP BYTE PTR %S5: [EEP+44Z29781,0
JME SHORT BBEALSEd
IMC BYTE PTR S5: [EEP+442978]
MOV EDT, DWORD FTR DS:LCESI]
ACD EDI,DWORD PTR Z5: CEEP+4426021
FUSH _DOWORD_FPTR DS:[EDI]
MOV BYTE PTR DS: CEDIT,BC3
CHLL MERR
FPOF DNDRD PTR DS: CEDI]
FUSH EA
PUSH EEH
FUSH ESI

FUSH _EE=X

MOU ECH, EREX

SUE ECH, &

MOU ESI,DWORD PTR SS5: CEEP+44297E]
®OR_EEX, EBX

OR ECH,ECH

JE SHORT @B8EAL3EQ

JE5 SHORT BEHEALZEG
LODS BYTE PTR DS:[ESI]
CHP AL,BEZ

JE_SHORT @PEA13AZ

CHP AL,BE?
JE SHORT @PEA13AZ
IMC EEX

DEC ECH

SHORT BEERLS28

DWORD PTR DS:[ESII.EBX
EE=, 5

EZI, 4

ECH, 5
EHERT BEBALZ298

ECH, ERX

EDI,DWORD PTR DS:CESI]
EOI,OWORD FTR S55: [EBF+4438031
ESI,DWORD FTR 55: [EEF+442975]

ECk, 2
HMOUS DWORD PTR ES: [EDI],DWORD FTR DS:[ESI]
ECH, EAX

ECH, 3
Eg?ﬁ EYTE PTR ES:[EDII1.BYTE PTR DS:[ESI]
L EAX, DWORD PTR S55: [EBF+442975]

S088

FUSH ERX

EEEL EEHR DWORD PTR S55: [EBF+4429701
CHMP DWORD PTR DS:[ESIT, B

JME BEEALZS

MOV _EE, DMDRD FTR 55: [EBF+442A55]
OR EEX, EE%

JE SHORT BEEA14E85

MOLERX, OWORD PTR DS: [EEX]

wCHGE _OWORD PTR_S5: [EEF+442R539], EAR
MOV ED, DWORD PTR SS5: CEEP+442602]
MOV EAX, DWORD FTR SS5: CEEF+442A511]
SUE EDH, ERX

JE SHDRT BAEAL 455

call to WirtualAl

Scrittura codice

Step straight with F8 until the offset 0x00313C7, here we've the decryption loop for the code that
will write, once executed, the unpacked code of the target.
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Again take a note for the offset of the PUSH 8000 instruction, this is the our next redirection point.

OFFSET (redirection #7):
INSTRUCTION ORIGINATES THEM: PUSH 8000 - > 0x68 0x00 0x80 0x00 0x00

0x00313D7

When you press F8 the code will be written:

Step a little, we reach a block of instruction that may be rather interesting since it seems has to do

with the IAT, we've two nested loop.

Address |Hex dump Dizassembly Co
BEHEV2E62 F3:AS REF HMOUS DWORD PTR ES: [EDI],DWORD PTR DS5:CESIT |
BAEVZERE 29Cc1 HMOL ECH, ERX

BEEV 2667 S3E1 @3 AHO ECH, 2

BEEFZEER FZ: A4 REF MOVZ BYTE PTR ES: [EDII1,BYTE PTR DS:[ESI]

BEEF 2660 EF FOF EOI

BEBT2EED EE FOF ESI

AEEVZEEE [mec RETH

opE7ZceF|  SO74PE FC o [LER ESIDUORDPTR DS¥IESTHECK=41

HEEA1494
HEBA1496
HEBA1459
HEBA142E
HEBA14A1
AEBA14AS
AEEA]4A5

BEEAL4AC
BEEAL4AE

CIEER14EA

BEER14EY
BEERL4ED
BEEAL4CTY
BEEAL4CD
HEBA14CF
HEBA1401
HEBA1402
HEBA1406
AEEA1402
AEEA140E
BEEA14ER
AEBA14ES
BEBA14ES
EEEAL4EER
BEEAL4ED
BEEAL4FS
BOERL4FS
HEERL4FE
BEERL4FD
HEEAL4FE
HEBA14FF
HEBA1EER
HEBA1EEL
HEBA1EET
AEBA1EAD
AEBALE1S
BEBALIE1E
BEBALIE1E
BEBALE1S
BEEALS1E
BEEALSZE
BEEALSZ1
BEEA1S24
BEEALISZH
BEERLISZE
HEEALEZC
HEBA1E22
HEBA1E2S
HEBA1E24
HEBA1E29
AEBALESF
AEBA1E4E
BEEA1E4E
BEBA1E40
BEEA1E4E
BEEALEED
BBEEALEE1
BEEA1SE4
BEEA1SEH
BEERLSED
BEEALEL]
HEEAIEEE
HEBA1EES
HEBA1EEE
HEBA1EEF
HEBALEY1
AEBALETZ
AEBALETE
BEEBALEFE
BEBA1IEFC
BEBALIEFD
BEEALEES
BEEALS24
BEER1SES
BEER1SEY
HEEH1E 9

HEEA1E

BBBHISQE
HEBA1ESY
HEBA1E SR
HEBALES0
HEBA1EAR
FAEEA1EAL

AEEALEEL
BEBALEER

the decoded API will be written from the offset 0x002C104, the loop exit point is 0x00315AB.

e

~

CELE

SE4E BC

SECA

HF 24 BRA1BEEE
H3CZ2

SEDS

1]

FF35 ECZ214406
SECA

TS ar

2

FF25 Fazid4408

40234480
S12944a0
g DSZad44a0

E12944aE
BB?E 1@
E12944aE

E
F2 A0S e
BEE0E03E

Z1E% FFFFFFPF

=]

FFBE 402944680
FF35 E2S1440@
SECA

EE

vE &F

F7C2 BERAREasE
TS 19

&7

SE46 BC

B335 Desod400
=]

53

20258 2214400
1]

&Y

E9 99RAREEER
21E2 FFFFFFYF
SEZE DCSBd4mE
5985 40294405
SEDZ2

4R

CIEZ B2

SE20 40294400
SEYE 3C
SEFC3E 732
HIECSE IC
SEG412

H32E 40294400
EF

EE 1&

&Y

SE4E BC

B335 DESBd40E
i

=]

2025 R4214406
=)

&7

EE 4B

o998y

8385 Slzod400
ES 2ZFFFFFF
2988

2946 @C

2946 18

22CE 14

SE3E D2SB446E
ES EEFEFFFF
SEBE &EZA4406

=]
B335 Da2B4400

HOD EZI,ED=
MOW ERE, DWORD PTR O:5: CESI+C]
TEST EHX ERK
JE_BBEA15AR
HOO ER&, ED=
MOW EB=, ER:
PUSH ERX
CALL HEHR DMDRD FTR 535: [EBP+4431EC]
TEST ERX, ERX
JNZ SHORT @BEA14ET
FUSH EBX
CHLL MERR DWORD PTR S5: EEBP+4431FB]
MOU DWORD PTR SS: [EEF+4429401
MOU DWORD PTR 55: [EEP+4423511, B
MOU EDX,DWORD PTR 5%: [EBP+#438081
MOU ER&,DWORD PTR D:=: [ESII
TEST ERN,ERM
JME SHORT EEBA140E
MOW ERX, DWORD FTR DOS: CESI+161
ERk, EOH
EAX,OWORD FTR S5: [EBF+4429511]
EEX, DWORD FTR D5: CERX]
[ESI+18]
[EBF+442951]

EDI,DWORD PTR DS:
ECI,EDX
HOD EDI,DWORD PTR 55:
TEST EE,.EBH

JE BEEA1SOE

TEST EEX, So0@@0cg
JME SHORT BBER14FF
HOD EEX,ED=

IMC EBE=

INC EE=

FUSH EBX

AND EB=, PFFFFFFF

FUSH EBX

FUSH DWORD PTR 52: [EBP+442340]

CALL MEAR _DOWORD PTR S5: [EBF+4431E3]
TEST ERN,ERX

FOF EBX

JME SHORT BBBRISB?

TEST EBX, SEBREEGEEA

JNZ SHORT @BBA1S33

FUSH EDI

MOU ERE,DWORD PTR DS:[ESI+C]

HOD ERX,DWORD PTR SS5: [EBF+443803]

JMP BEBALSOZ
HHMO EBX, 7FFFFFFF
MO ER&, DWORD FTR 55: CEBF+4432@0C1
CHF DWORD PTR 535: CEBP+4423401,EAX
JME SHORT BBBA1IET1
FUSH EOI
MOL EDX, EBX
ED:

SHL EDH,2

EEx, DWORD
EDI,DWORD
EDI,DWORD
EE:=, DWORD
ER:=, DWORD
ER:=, DWORD

ECI
JMP SHORT BEBA1REY
FUSH EOI
MO ER&, DWORD FTR OS: CESTI+C]
ADD EA&,DWORD FTR 55: CEBF+4428021
PUSH ERX
FUSH EBX
LEA ERX,DWORD PTR 55:
ERH

s [EEF+442240]
s [EER+3C]

s [EER+EDI+7S]
s [EER+EDI+1C]

FTR DZ: LEEX+EDX]
: [EBF+442340]

[EEF+4431R41

SHORT BEER1SDZ2

DWORD PTR DS:CEDIT.ERX
DWORD PTR S55: [EBF+4429511,4
CESI1,ERX

HEEBAL4CY

DWORD FTR DS: .
CESI+C:], EAR
[ESI+1@1,ERx

OWORD FTR OS:

OWORD FTR OS:

ESI, 14

EDX, OWORD FTR S5: CEBF+4436802]
FAEBAL4 26

MO ERX,DWORD PTR 55: CEBP+442A65]
PUSH ERX

ADD ERX, DWORD

PTR 55: CEBF+4428021

inizio loop esterno

Morme APT
call to kernel32.GetModu leHand LeR

inizio loop interno

nome AFI di cui si cerca L' indirizzo

call to kernel32.GetProcAddress

Scrive L'indirizzo risolto dell"ARPI

Si sposta nella prossima entry da scrivers

continua loop interno

continua loop esterno
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BEEICAFS
BEEICAFC
AEBIC 1EA
BEBIC 184
BERIC 182
BEBIC1A8C
BEBIC11A
BEEIC114
BEEZIC11S
BEEICIIC
BEEIC1=A
BEBIC 124
BEBIC 122
BEBIC12C
BEBIC1ZA
BEEIC 134
BEEZIC13S
BEEIC13C

BEABEEEE
BEAREEEE
BRAREEEE
TCRE9FIF
TCo2122AR
TC2118ED
TC2116885
TCSE9FAL
TCEE2EL4
TCEE9RS1
TCEE3350
TC2Ee3B0
TC2EE2E2
TCEBRACT
TCEEICAD
TLSBCEER
rCE18311
TLCEACTY23

kernel32.GetCurcent Threadld
ntdll.Rtl0eleteCriticalSect ion
ntdll.RtlLeawelrit icalSect ion
ntdll.Rt lEnterCrit icalSect ion
kernel32. InitializeCriticalSection
kernel3z2.VirtualFree
kernel3z2.UirtualAl loc
kernel32.LocalFres
kernel32.LoczalAl loc
kernel32.Virtualtuery
kernel32.WideCharToMu lt iBute
kernel32.Mult iButeTollideChar
kernel32. lstrlend

kernel32. lstrocpynA

kernel32. letrocpyH

BEESCI4E
BEESC T4
BHEIC143

TCER104F
TC2BR4E5
TC2E1EEE

kernel32. Loadl ibraryEsA
kernel32.GetThreadlocale
kernel32. GetStartuplnfol

Some other step keep us to the classic sequence of instructions that is found in ASPACK:

BEEALSES
BEEA1SS4
BEEALSEE
BEEALSEY
BAEA15E52
BEEALS9E
BEEALE9S
BEAEA1S9Y
BEEALS9H
BEEALSS0
BEEA1SAE
GEER]LSHE

BEEA1EE]L
BEEALEEZ
BEEALEES
AEEA1EED

BEEALEC]
BEBALECE
BEEALSCY
BEEBALSCS
BEEALECC
BEEALED]
BEEBA1EDZ

1]

T4
«~ EB 4B

2987

3355 51294408
~ E9 Z2FFFFFF

2988

§946 Aac

2946 1@

S3CE 14

2B95 D23844608

~ E3 EBFEFFFF
SESE EEZA44EE

ca

BI85 Da304488
B

BEOE

2?85 11Z2F44Ea
7L @2

EZ Blea0oas
CZ2 Bcea

Eg BEARBAEE
8BS DCIB4488

4

FUSH ERx

FUSH EDI

SHORT B8EBA1S0Z2

DWORD PTR DS:CEDIT,ERA
OWORD FTR 55: [EEF+4429511,4

BEEAL4CT

DWORD PTR DS:L[ESI].EAX

OWORD FTR DS:[ESI+C],ERR
D5: [ESI+10],ERAX

DWORD PTR

ESI, 14
FTR 55: [EEF+443802]
FTR 55: [EEP+442AE5]

EDX, DWORD
BEEAL1496
FTR 55: [EEF+4436021

ERX, DWORD

H_ERX
ROD ER:, DWORD
FOF_EE:
OF_ERX, EB

FPOPARD

JHZ SHORT BeBA1SCC
MOL_ER:, 1

RETH @C

PUSH &

RETH
MOy ERR, DIORD PR SSTTEEF+4320C]

Scrive L'indirizzo risolto dell"AFPI
Si sposta nella prossima entry da scrivere
continua loop interno

continua loop esterno

Scrive L'"indirizzo a cul saltare

executing the MOV instruction set the address where we've to jump after the RETN execution.

BEBALSSY| 8987 HMOU DWORD PTR DS:CEDIT,ERX
BEEALSEY| 89385 51294488 | ADD DWORD FPTR SS: [EBF+4429511,4
BEEBALS9E(~ E9 Z2FFFFFF JHP BEEAL14CY
BEBALSSS( 2906 MOU DWORD PTR DS:L[ESI1,ERX
BEEBALESY( 8945 BC MOU DWORD PTR DS:LCESI+CI,ERX
BEEBALE9A( 8945 1@ HMOU DWORD PTR DS: [ESI+1681,EAX
BEEBALSSD( S83C6 14 ADD ESI, 14
BEEALSRE(  SB9S DE3844@8 | MOU EDX, DWORD FTR S5: [EEP+4438021]
GEEHISHG|~ E9 EBFEFFFF JHP BEEAL1496

SB2E eS5ZRA44B0 | MOU EAK, DWORD FTR S5: [EBP+442REE]
BEEALSE]L =3t ] FUSH ERX
BEEALISEZ| @335 Da3844@@ | ADD EAX,DWORD FTR S5: [EBP+4438021
BEEBAISES| G5B FOF_EEX
BEEBALSES|( BEDE OR EB=,EBEX
CEEHIEEE| 8935 112F44@8 | MOU DWORD FTR SS: [EEF+442F111,EAX
BEBALEC 1 &1 FOPAD
BEEALISCE|~ ¥ @8 JHE SHORT BEBA1SCC
BEEALSCY |  BE @le0ooss MOU ER, 1
BEEBALSCT( C2 BCea RETH_BC
BEEALSCC| &8 DCESEI@E FUSH @E3230C
BEEALS01 c3 RETH
BEEALE0Z|  SBSS DC384488 [FOU EAR, ONORD FTR S5: [EEF+44380C1

Scrive L"indirizzo risolto dell"AFI
Si sposta nella prossima entry da scrivere
continua loop interno

continua loop esterno

Scrive L"indirizzo a cui saltare

Our next redirection will be place at the offset 0x00315C1:

OFFSET (redirection #8): 0x00315C1
ORIGINAL INSTRUCTION: POPAD/INZ
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[=15] PUSH EBP chordpic. BB4EE4326
BEE22300 2BEC MOW EBP, ESP
BEE2S30F S2C4 B4 AOO ESF, —4C
BEEIEZEZ

B3 D437E200
EZ SECCFOFF
EZ DERAFDFF

MaL - EAE, BEFE7T04
CALL BEEFS&3C
CALL BHE734CC

2048 88 LERA ERX,.OWORD PTR _DS:CEAX]
BaEa ROD BYTE PTR D5:[CEAXI, AL
Baaa AOD EBYTE PTR D5:[CEAXI, AL
Baaa AODD BYTE PTR DS:[ERX],AL
BEEISIFA ge8a RDD BYTE PTR DZ:[ERRI, AL

At this point may be useful for further analysis to put a hardware breakpoint on execution at this
new entry (offset 0x00289DC), this will save more time when we’ve to restart the target.

Now is time to deal about CRC checking (integrity check for the hard-disk code).
Then press CTRL+B and write this binary string to search:

Enter binary string to search for,

[FFEEC

ASCI

UNICODE [FRRm
HEX +08

GA AA 6A AA 6A AA 6A A4

| >

oK

[v Ertire block

[ Casze sensitive

Cancel

We press OK, the specific sequence comes beginning at offset 0x0018662:

HEBS2EEEA SB48 18 MOU ERX,.DOWORD PTR DS: [ERX+12]
HEBS2EE2 FFDE CALL HEAR ERX

HEEZZEES 2330 14B4B%@8 | CHP DWORD FTR DS: [B2B4141,8
HEEZSEEC |+ AFE4 ceR4BEBE | JE BEBSSACS

HEBSBEEE &A Ba FUSH &

HEES2EEd &H B@ FUSH &

HEES2EEE &H B@ FUSH &

HEES2EES &A B84 PUSH 4

HEES2EER Al 14B4B908 MOU ERE, DWORD FPTR D0S: [ESE414]
HEESEEEF =] FUSH ERX

HEBS2ETE Al E497E988 MOU ERX,.DWORD FPTR DS: [E99FE4]
HEBS2ETE SE48 B8 MOU ERX,.DWORD FPTR DS: [ERX+E]
HEEZZETE FFDE CALL HMERR ERX

HEES2EVA SEDS HMaW EBX,. EAX

HEBSBEYC =5 ] FUSH ERA

ooEsses0| Eg dAeleese | CALL BEEss7CC

this code is relative to the file mapping through the MapViewOfFileEx which is called by the
CALL EAX instruction through some emulated code (in my machine at the moment in which I write
EAX pointed to the address 0x00A20000).

2EFF MOL EDI,EDT
BEA2AAE2| 55 PUSH _EEP
BEA2EEEZ|  BBEC MOL EBP,ESP
BEA2AAES) SR B8 PUSH @
BEA2AEET|  FF?S 18 PUSH DWORD PTR SS:CEEFP+121]
BERZE8ER|  FFYS 14 PUSH DWORD PTR SS:LEBF+141]
BERZA880| FF75 18 PUSH DWORD PTR S5:LCEEBFP+1@1
BERZAA18|  FF75 8C PUSH DWORD PTR S5:LCEBFP+C]
BEAZAA1Z)  FFYS 83 FUSH DWORD PTR SS5:[CEEBF+2]
BEAZEALE) & AZBFEATC PUSH FC2RBTRZ
BEAZEEIE| &2 1EBVEEYC PUSH kernel22.MaplliewDfFileEn
BEA2AE2A| C3 RETH
BEAZAA21 BEEE ADD BYTE PTR DS:[ERX], AL
HEAZEEZZ) D008 ADD EBYTE PTR DZ:[ERR], AL
AAOPAAZE]  ARGER onn RUTE PTR NS TFO¥1 Ol
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We put therefore the breakpoint in the entry point of the MapViewOfFileEx.

Enter expression to follow

SEFF Mow EDT,EDI
FC2BEF2A| 55 PUSH EBF
TC2EEF21 2BEC Moy EBP,ESP
YC2EEF23] &1 PUSH EC:
TC2BEF24|] &1 PUSH EC
TCEEEF2E|  8B45 14 MOW ER:, OWORD PTR S5:CEEP+141
FCSEEFZE| 8945 F2 MOU DWORD PTR S5:[EBP-21,ERX
FCEEEFZE|  SB4% 18 MOW ER=, OWORD FTR S5: CEEP+1@3]
TCEBEFZE|l 8945 FC MOU OWORD PTR 55:CEEBF-41,ERX
FCEEEFZ1 SBE45 12 MOL ERx, OWORD FTR SS5:[CEEF+121]
YC2EEF34| 9945 148 MO OWORD PTR S5:CEBP+161, ERX
FC2BEF3IF| 9B45 1C MOL ER:, OWORD PTR S5:CEEBP+1C]
TC2EEFIA| 9945 14 MO OWORD PTR S5:[CEEBP+141, ERX
TC2BEF30| BSB45 BC MO ER:, OWORD PTR S5:CEBP+C]
TC2BEEF4E| 93F8 81 CHP ER:, 1
FCZEEF4Z|~ BF34 SFlS@388 | JE kernel32.7CE3CCD0S
= ] = ] [pl=J ke TCCST Ml bl

We keep some break, and therefore we’ve to repeat the execution until we reach the code showed
above (use combination ALT+M break on access in the run-time area then ALT+F9 and Shift+F9),
after some step we’re able to found the key point after that we’ve the file image mapped in
memory, from this you can use the trick of the binary search to find the key point in a more fast
way.

ASProtect, by using the MapViewOfFile API, has created an image of file which is in our hard-
disk, this check is to discover some code alteration which have been written in hardcoded way, this
check is also only for the original file because the code at the OEP isn't still written.
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From the MSDN it is had:

MapViewOfFile

The Map¥iewOfFile function rnaps a view of a file mapping into the address space of a calling process.
To specify a suggested base address for the view, use the Map¥iewOfFileEx function. However, this practice is not recornmended.

LPVOID MapViewODfFile(
HANDLE LFilaMappingibiact,
IMOED dpllesireddccess,
DIWORD dwFiledffsetHigl,
IMOED drFile0ffsst Lo,
SIZE T defumberOfEyiesToMap

PUSH 4 sets up the flag for the modalities of access to the area that contains the file image
(mapping) to value FILE_MAP_READ, we must have the way to modify the byte inside of the
mapped image in order to fake ASProtect and show that the file was not modified. In order to
do this we must change the attribute of access to FILE_MAP_COPY that correspond to the
value 0x01, therefore we will have to replace the original PUSH 4 with a new PUSH 1 and later
restore the original code to avoid other detection from ASProtect.

FILE_MAP_COPY = 0x01
FILE_MAP_WRITE = 0x02
FILE_MAP_READ = 0x04

Yalue Meaning

FILE_MAP_WRITE Read/write access, The mapping object must be created with PAGE_READWRITE protection. A read/write
wigw of the file is mapped.

FILE_MAP_READ Read-only access, The mapping object must be created with PAGE_READWRITE or PAGE_READONLY
protection. & read-only view of the file is mapped.

FILE_MAP_COPY . . . . .
Copy-on-write access, The mapping object must be created with PAGE_WRITECOPY protection.
The systermn commits physical storage from the paging file at the time that Map¥iewOfFile is called, The
actual physical storage is not used until a thread in the process writes to an address in the view, At that
time, the systern copies the original page to a new page that is backed by the paging file, maps the page
into the process address space, and changes the page protection to PAGE_READWRITE. The threads in the
process can access only the local copy of the data, not the original data. If the page is ever trimmed from
the working set of the process, it can be writkten to the paging file storage that is cormmitted when
Map¥iewOfFile is called.

This process only allocates physical memory when a wirtual address is actually written to, Changes are
never written back to the oniginal file, and are freed when the thread in your process unmaps the view,

Paging file space for the entire view is committed when copy-on-write access is specified, because the
thread in the process can write to every single page, Therefore, enough physical storage space must be
obtained at the time MapV¥YiewOfFile is called.

FILE_MAP_E=ECUTE . . .
Execute access, Code can be run from the mapped merory, The mapping object must be created with
PAGE_EXECUTE_READWRITE or PAGE_EXECUTE_READ access,

Windows Server 2003 and Windows XP: This feature is not available until Windows XP
SPZ and Windows Server 2003 SP1.

The PUSH 4 offset is equal to 0x0018669, ad also we've to perform another redirection just after
the MapViewOfFile API execution, this must be made at the offset 0x001867A.

OFFSET (redirection #9): 0x001867A
ORIGINAL INSTRUCTION: MOV EBX, EAX

Into the redirection code cave we will use first the value which is in EAX since the content of this
registry supplies the base address from where it begins the file mapping in memory.
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After some tracing we reach the verification 61:

BEBSSEE?R
BEBSSEEC
BEBSSEEE
BEBSSEF]
BBBSEEF?

BER2EFA2
BEB2EFAD
BEBSSFAF
BEBSEF14
BEBSEF1S
BEBSEF1A

we can step after this check and after some other tracing finally we keep the cycle that is taken

S3CE 18

cA 84

s040 E4

SE1S 2AB4B206

Al 1CE4E96R
EZ SESQFFFF

«~EB
[68 7E92BIEA

E2 BFCIFFFF
2BCE

ES BLCOCFEFF
22

EZ ZBEBRREEA
=T

AOD EEF, 13

FPUZH 4

LER ECx,OWORD FTR S55:[CEEP-1C]
MOW ED, OWORD FTR DS:[E9E428]
MO ERx,OWORD FTR DS:CE9E41C]
CALL BAES1234

JHMP SHORT BEEZ22FE0

PUSH BB29278

CALL B8ESSA1C

MO ERX,ESI

CALL 88B7zBz0

FUSH ED=

CALL BBEESSF45

FUSH EDI

care to decompress the code of the program.

BERZDEACE
BERZDECT
BEES2ECE
BEES2E08
BEES2E02
BEES2E04
BEESIE07
BERZ2E0A
BEBZ2E00
BERZDE0F
BERZDEER
BEBSDBET
BEES2EER
BEES2EED
BEES2EF3
BEESIEFS
BERZDEF T
BERZDEFD
BERZDEFF
BER291832
BERZ9165
aEps2183
BEES2 18R
BEES2180
BEEZI118
BER2a112
BER2911E
(SIS0 B
BER29119
BERZ911A
aEps211c
BEES211E
BEBSI123
BEBSI125
BEBZI1ZT

BER29134
BEES91232
BEES212C
BEES213F
AAES314 1

EEEEENEY
BER29149
BERZI14C
BERZI14F

BEEZI1E1

in order to see the code return to the OllyDbg code window, press

e

-

Ceaa cF

EB 71

ES V494FEFF
SEFA

SEFE 84
S FC
BBIE 5497E288

7
EEIE [=1= =i

MOU BYTE PTR DS: [ERX], BCF
JHMP SHORT BEEZ29313C

CALL B88B72544

MOW ESI,ERX

MOW ER=, OWORD FTR DS:LCEEX]
AOD ERx,OWORD FTR S55:[CEEP-131
MOU DWORD PTR S5:[CEEBF-41,ERX
MOL EC, OWORD PTR DS:LCEBX+41]
MOL EDi, EST

MO ER:, OWORD PTR S55:[CEBP-41
CALL B8pS2R3d

MOW EDI,DOWORD FTR DS:LEEX+4]
MOU AL, BYTE FTR S5: [EEF-41
MO ED:, OWORD PTR DS: [E99754]
MOW BYTE PTR D5:[EDRI, AL

MOL ER=, EDT

MOL EDG, OWORD PTR _DS: CE99FEC]
MOW BYTE PTR DS:[EDR], AL

Inizio loop

2670 F7 @8 CHMF BYTE PTR 55:[EEBF-91,8

7S 1E JHZ SHORT @BES9123

CEdS F7 @1 MOL BYTE PTR S5:[EEBF-91,1

1) FUSH ESI

EETE FC MO ESI,OWORD FTR 55: CEBP-41

83CE 14 ROD ESI, 14

FF3& FUSH OWORD PTR OS5:CESI]

CEEAE C2 MO BYTE PTR DS:[ESI,BC2

FFO& CALL MERR ESI

SFEE POF DWORD PTR DS:CESI]

EE FOF ESI

SBEO7 MO EDR, EDI

EECE MOL ERs, EST

ES rEFBEFFFF CALL HEBZS198

EECF MO ECk, EDI

EEDE& MO ED, ESI

2E45 FC MU ER:, OWORD FTR 55: [CEBF-41

ES SOCYFEFF CALL BEBFEZEC

2B53 B4 ML ED, OWORD FTR DOS: CEBX+41

SBECE MO ERX, ESI

ES 2394FEFF CALL B8E725EC

83CE BC AOD EE:, B2

EE42 B4 ML ER:, OWORD FTR DO5: CEBR+41

E5CH TEST ERH,EAX

Tr_88 JA SHORT @AES9aAcE Continua il

2370 Fa @a CHF _OWORD PTE S5:[CEEBFP-181,8 Fine loop

74 B8 JE SHORT BBE29151

2B45 FA HMOL ERX, OWORD FTE S55: CEBP-141

SBESE EC MOl EOx, OWARD FTR 55: CEBP-141

29148 MO DWORD FTR DOS:[ERX],EDS

ES @38888898 MO ERX, 3
Hddress |Hex dump Dizassembly Comment
BE499914 £S5 OE E5 CHRE "U"
HE43931E EE OE SB
HE439A16 EC OE EC
BE49931TF g3 OE 83
AE439913 Cd OB C4
BE499919 EC OB EC
HE49991R E3 OB 52 CHAE "&*
BE49931E 33 OE 32 CHAR "3z*
BA49931C ca OE C&
BE4232310 g9 OE 29
BE439A1E 45 OE 45 CHAF "E"
BE439A1F EC OB EC

address, then press CTRL+A to force the code analysis.

ASCII "™&1ma@™

Decomprime il codice

Loop

CTRL+G and write the OEP
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BE499914| . BB FLUSH EEF

BEA499915 SBEC Mol EBF, ESP

BE499917 23C4 EC AOO ESP, -14

499917 =] FUSH EEX

BE49921E 23CH #OR ERX, ERX

439310 2945 EC ML DNDRD FTR SS:[EEFP-141,ERAX
BE4IIIEE B2 24964208 | MOV EAX, chordpic. A8499624
BE439925 E& S86COFEFF | CALL chDrlec.BB4BEﬁBB
BE4I992H SB10 FBEQ43@ MOY EBX, OWORD FTR D5:[49EEFH]
BEA499928 33C8 AOR ERX, ERX

BE4999232 5L FUSH EEF

06435535|| | B8 4E9A4906 |PUSH chordpic. BB499A4E

chordp ic. BB49FBCH

Good, start again with tracing, skip the exception and you can reach a loop able to read the

decompressed code in order to detect some memory patching.

BEETCEDT| SIFE 4@ CHP EEX, 40
BEEFCEDA|~ 7C 14 JL SHORT BBETCEFS
BEETCEDC| SED? MO ED, EOT
BEETCEDE| SECS MO ERS, EST
BEETCEEG| SEG2 MO ECH, DWORD PTR_DS: [EAX]
BEETCEEZ| FF51 14 CALL _NEAR DWORD PTR DS:[ECH+14]
BEETCEES| S3CF 48 AOD EDI, 4G
BEETCEES| SSEE 4@ SUE EEH, 48
BEETCEEE| SSFE 4@ P EEX, 43
BEETCEEE|~ 7O EC JGE SHORT BEETCEDC
SEE4Z MOU ER%, DWORD FTR S5:LESF]
BEETCEFS| BOCD ACD ER:, EEF
BEETCEFS| SOEE B LER ED, DUORD PTR DS:[ESI+8]
BEETCEFS MO EC, EE
APErCEFn| b8 GISTFFFF | CRLL BaBro6se
BEETCEFF| ER FOF EDX
BEETCFEE| D FOF EEP
BEETCFE1| EF FOF EDI
BEETCFEZ| EE FOF ESI
BEETCFEZ| EE POF EEH
BOETCFG4| 2 RETH
BEETCFES| S048 o@ LEA EAX, DWORD FTR DS:CEAX]

Loop lettura codice per wverifica CRC
chordpic. <Modu leEntryPoint >

after some step we reach another good point, this is the check point 45. This check perform a

memory check for the decompressed code,

arise.
HEEBSASZF SBRE
HEEBSAZ31 BICT
HEESA323 SBE424 @C
HAAESAZ27 E2 D27V3FFFF
SBES
BAESA3ZE 2920 3CB4E908
BEEBSAS44 2BEC24 18
EEEZAS4E]~ T4 BC
HEESA34A &3 DCAZBZS0E
HEESA34F E& CBRACFFFF
BAESAZE4 |~ EE 12
HEESA3EG SB4424 @c
HEESA3EA A2 28B4B908
BAESA3EF SBd424 B
DUESRIE| A3 34B4E300

The right CRC is keep into
5A935349.

MOV ERX, OWORD PTR DS5: CEAR]
ROO ERX,.EDI

Mol EDX, OWORD PTR 55: [CESF+C]
CALL BEBS1714

MOU EEF, EAX

MOU DWORD PTR DS: [E9B432C1,EEF
CHMP EBF,DWORD PTR SS:[ESF+1@1]
JE SHORT DBEZA3EG

FUSH @E2A30C

CALL @apzsaic

JHMF SHORT BEBSASES

MOl ERX, OWORD PTR S5:CESP+C]
MOU OWORD PTR DS: [B9B432]1,EAX
Mal ERH,OWORD PTR S5: CESP+31]
HOU DWORD PTR DS: [B984341, EAX

if you patch the target before this check one error

ERX = ERZ35249
[ESF+18]1=5RA235349 [CRC)
RSCII "45sa8"

the stack at the address [ESP+10] and in this target is equal to

[S[= [ T=Ta e s ]

HE1ZFFS4| BB4B88888) ASCII "MEP™

oo e
4 =

BRl1zZFF&a | EAPEEE4ST 1
BE1ZFFad| BE12FF3S [:
HE1ZFFES| BBETEEEE
BE1ZFFEC| 2BE3BREY

Now we can apply our patches to the address 0x0048CB79 just after the check, the program is
able to run fine and the patches is able to work too.

MHU4dLEG] « BY BU
BR43CES2| . CD 45
BE42CEEE| > ES CAF
AR42CEFA|l . 2408
BE42CEF2 L]
BER42CEF2 L]
BR42CEF4| . AL ECO
BE42CEFS CeB@ A
aa4sCEFC| > AL ECD
BE4ECES1| o SB35 A
BE42CES4| .~ BF34 F
BE42CEZA| . 330B
BR42CE2C 2055 F
BE42CESF A1 24E

MUY HL, B

INT 45

9FFFF |CHLL chordpic.B8d423C52a

TEST AL, HL

HOP

HOP

042686 | MOL EAX, DWORD PTR O5: [4900EC]
2] MOU EYTE PTR DS:[ERX 1,8
042688 | MOV EAA, DWORD PTR DS: [4900EC]
[3] CHF BYTE PTR DS: [ERX], A
28888a) JE chordpic.8843CC7C

®OR EBEx,EBEX

2 LERA ED:,DWORD PTRE S55:[CEEP-21
142363 | MOU EAX, DWORD PTR DS:[49E1241]

PATCH: HOP

FATCH: FORCE @

LOOK AT THIS :-1

27



ChordPickout ASProtect inline patching tutorial ThunderPwr of ARTeam 05/08/2006

After this we can apply our patching after the check, then we can write our last redirection point at
the offset 0x001A356.

OFFSET (redirection #10): 0x001A356
ORIGINAL INSTRUCTION: MOV EAX, DWORD[ESP+C]

2. INLINE PATCHING

Now is time to write the code for the inline patching and we must also find a suitable area where
to write all the patching code.

The last .adata section may be a good choice, this area have a RAW-SIZE set to 0 then we've to
enlarge this to meet our need. Run LordPE and load in the packed executable, change the
RAW-SIZE of the .adata section from 0 to 0x1000 (it must be big enough for all the patches) and
save the changes.

Now run Hex-Workshop and load the packed executable, scroll down to the end of the file and
insert a 0x1000 byte of value 0x90 then save all the change.

Now if you try to run the executable one error arise:

E:\ProgrammilChord Pickout\chordpickout.exe @

'T File corrupted |
L

Flease run a virus-check, then reinstall the application,

this is due to the integrity check of the file image through the MapViewOfFile.

Another important aspect is given from the fact that ASProtect, once executed the
MapViewOfFile, fill with zeroes part of the .adata area, this means that we have to check what is
the area used from ASProtect and redirect just after the last byte used from ASProtect itself

The code already previously written will be erased, but this isn’t really important because this code
has work previously and now isn’t useful.

Making this analysis the first free area it turns out from the address 0x0050DCD6, this will be the
address to which redirect after the MapViewOfFile execution.

We can write the following code of patching:

004EB1AA JMP chordpi c. 0050D100; Redirection to cave 1 from hardcoded junp

0050D100 MOV DWORD PTR DS: [ 4EB267], 21EA3E9; Cave 1
0050D10A JMP chor dpi c. 004EB1CA

0050D10F MOV DWORD PTR DS: [ 4EB32D], 21DECE9; Cave 2
0050D119 JMP chor dpi c. 004EB290

0050D11E MOV DWORD PTR DS: [ 4EB410], 21D18E9; Cave 3
0050D128 JMP chordpi c. 004EB373

0050D12D MOV DWORD PTR DS: [ 4EB410], 12E8 ; Cave 4 (restoration of the original code of the call)
0050D137 MOV DWORD PTR DS: [ 4EB5E8], 21B59E9; Redirection to the cave 5
0050D141 JMP chordpi c. 004EB410
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0050D146 MOV DWORD PTR DS: [ 4EB5E8], 800068; Cave 5 (restoration the code of PUSH 8000)
0050D150 MOV DWORD PTR DS: [ 50DFFC], EDI; Storage for the base address (at the end of the area)
0050D156 MOV DWORD PTR DS: [ EDI +310F3], 50D16E68; Redirection to the cave 6

0050D160 MOV WORD PTR DS: [ EDI +310F7], 0C300

0050D169 JMP chor dpi c. 004EB5E8

0050D16E PUSHAD ; Cave 6 (save the target context)
0050D16F PUSHFD
0050D170 MOV EAX, DWORD PTR DS: [ 50DFFC] ; Load the base address

0050D175 MOV DWORD PTR DS: [ EAX+310F3], 800068; Restoration PUSH 8000 (of fset 310F3)
0050D17F MOV BYTE PTR DS: [ EAX+310F7], O

0050D186 MOV BYTE PTR DS: [ EAX+310F8], 6A

0050D18D MOV DWORD PTR DS: [ EAX+313D7], 50D1B268; |t goes to next PUSH 8000 (offset 313D7) for cave 7
0050D197 MOV WORD PTR DS: [ EAX+313DB], 0C300

0050D1A0 ADD EAX, 310F3 ; Calculate the return address
0050D1A5 MOV DWORD PTR DS: [ 50D1AD], EAX

0050D1AA POPFD

0050D1AB POPAD

0050D1AC PUSH 0

0050D1B1 RETN

0050D1B2 PUSHAD ; Cave 7

0050D1B3 PUSHFD

0050D1B4 MOV EAX, DWORD PTR DS: [ 50DFFC]

0050D1B9 MOV DWORD PTR DS: [ EAX+313D7], 800068 ; Restoration PUSH 8000 to the offset one 313D7
0050D1C3 MOV BYTE PTR DS: [ EAX+313DB], 0

0050D1CA MOV BYTE PTR DS: [ EAX+313DC|], 6A

0050D1D1 MOV DWORD PTR DS: [ EAX+315Cl], 50D1F668; Cave 8 goes to the POPAD (offset 315Cl) for cave 8
0050D1DB MOV WORD PTR DS: [ EAX+315C5], 0C300

0050D1E4 ADD EAX, 313D7 ; Calculate the return address

0050D1E9 MOV DWORD PTR DS: [ 50D1F1], EAX

0050D1EE POPFD

0050D1EF POPAD

0050D1F0 PUSH 0

0050D1F5 RETN

0050D1F6 PUSHAD ; Cave 8

0050D1F7 PUSHFD

0050D1F8 MOV EAX, DWORD PTR DS: [ 50DFFC]

0050D1FD MOV DWORD PTR DS: [ EAX+315Cl], B8087561; Restoration POPAD/JNZ to the offset one 315C1
0050D207 MOV WORD PTR DS: [ EAX+315C5], 1

0050D210 MOV BYTE PTR DS: [ EAX+18669], 1 ; Patch the PUSH 4 to PUSH 1 (offset 18669)
0050D217 MOV DWORD PTR DS: [ EAX+1867A], 50DCD668; |t goes to MOV EBX, EAX for cave 9
0050D221 MOV WORD PTR DS: [ EAX+1867E], 0C300

0050D22A ADD EAX, 315C1 ; Calculates the return address

0050D22F MOV DWORD PTR DS: [ 50D237], EAX

0050D234 POPFD

0050D235 POPAD

0050D236 PUSH 0BE13D7

0050D23B RETN

Now we have executed also the MapViewOfFile, the first area within the .adata section has been
erased from ASProtect, then the cave 9 redirection will have to be made jumping the address
0x0050DCD6.

When we're into the cave 9, since in EAX we've the base address of the file mapping image we've
to restore into the image the RAW SIZE for the .adata section and restore the code of the first
hardcoded jump which is to the address 0x004EB267.

The offset for the first JMP redirection into the mapping file image is easy to find, into the OllyDbg
dump-window press CTRL+G and write the address which is in EAX (in my case 0x00D70000) then
press OK:

Enter expression to follow in Dump

] I Ear‘n::el]
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Address

BEDOFEEER
BEOFEE1E
BEOFEEZH
HAOFEE3E
BE0FEE4H
HEOFBEEEA
BEDFEEGH
HEOFEETFH
BEDFEE3E
BEOFEE3E

Hex dump

[5[5]
BE | @
S]]
S]]
o6
72
57
[a]5]
[5]5]
[5]5]

This program mus
t be run undesr W
e Pt e e

then press Ctrl+B and write the pattern that we have to
(remember also to check the Entire block):

search to looking for the JMP offset

JMP 0050D100 - > E9 51 1F 02 00

Enter binary string to search for,

ASCI |
IMICODE |-
LIRS F9 51 1F A2 AA
| x| >
[v Ertire block
[ Case sensitive Ok Cancel
press OK:
Address [Hex dump ASCII
AEEESVAAJES 51 1F B2 @@ F9 SE 9F EC BS 20 D4 F@ E? 40 FF|0GRTE. - »FIAGE-0M
AAESSFEA|FF FF EE 8F| 1C 25 FA REB| B8 Al C& 57| B4 OO 52 23 “ALL- LA IR
AHEESVCA( 41 E6 CE F2 77 40 FF 20 DB &4 SA 56 IC 4B 17 82| Apjffawt —ld: ULkK$8
AEESZVOA| 52 DY B2 6E 54 22 BF 90 18 BS O7F 2A DB &4 EF 21| Xi@nTHxikaT:E4"1
HHEEZVEA|CE 87 A2 SE|C4 D2 FE C9 88 DF 1A 94 &6 42 48 89| Eoix—Em[fi®M+ifCHE
In order to see the code right click -> Disassemble:
Address |Hed dump Disassembly Comment
BEESEFAA|~-E2 E11FB2EE8 JHP BEETETEE
HEESZFAF F2 5TC
HEES3FRO 3E:3F LAHF Superf luous prefin
HEESSFEZ EC IM AL, DX I-0 command
HEESZFES ES E@ MOU CH,
HEESZFEE D4 Fa AAM BFE
HEEEZVEY |~ E9 40FFFFFF JMP BEESZ7ET
BEESETEC EE OUT DO, AL I-0 command
BEHESEFED gF Y Unknown command
HEESZFEBE 1C zZ5 SEE AL, 2%
BBESITCA| | FA o

well done, this is the

code that we're searching for.

BE4EEBIAR| - E2 E11FBZEA JHP chordpic. BE5E0166 LOOFP#1

HE4EE1AF F3 STC

HE4EEB1BH 3E:9F LAHF Superf luous prefis
BE4EE1EZ EC IM AL, DH I-0 command
BE4EE1ES ES 2@ MO CH, &8

BE4EE1BS D4 F@a AAM 8F&8

EE4EELIET |~ E9 40FFFFFF JMP chordpic.B84EBL1ED

HE4EB1BC EE OUT DO, AL I-0 command
HE4EEB1EBD aF e Unknown command
HE4EE1BE 1C 25 SEE AL, Z5

B94EB1CH| EH S

The code to modify in order to restore the first jump in the file image is found therefore to the

offset 0Ox00637AA.
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Now we can write the first code for the cave 9.

0050DCD6 MOV BYTE PTR DS: [ EAX+399], 0; Cave 9 (restores size of raw given)
0050DCDD MOV DWORD PTR DS: [ EAX+637AA], 1BE9; It restores first junp

Now we've restored the file mapped image in memory, remains to put the next redirection just
after the memory checking.

Below the full code for cave 9:

0050DCD6 MOV BYTE PTR DS: [ EAX+399], 0; Cave 9 (restores size of raw given)
0050DCDD MOV DWORD PTR DS: [ EAX+637AA], 1BE9; It restores first junp
0050DCE7 PUSHAD

0050DCE8 PUSHFD

0050DCE9 MOV EAX, DWORD PTR DS: [50DFFC]; It |oads the base address
0050DCEE MOV BYTE PTR DS: [ EAX+18669], 4; PUSH 1 - > PUSH 4

0050DCF5 MOV DWORD PTR DS: [ EAX+1867A], E850D88B; It restores MOV EBX, EAX
0050DCFF MOV WORD PTR DS: [ EAX+1867E], 14A

0050DD08 MOV DWORD PTR DS: [ EAX+1A356], 50DD2D68; Redirezione to cave 10
0050DD12 MOV WORD PTR DS: [ EAX+1A35A], 0C300

0050DD1B ADD EAX, 1867A; it calculates the return address

0050DD20 MOV DWORD PTR DS: [ 50DD28], EAX

0050DD25 POPFD

0050DD26 POPAD

0050DD27 PUSH 0

0050DD2C RETN

From the previous analysis we know that we have to skip the check 45 before apply our patches
then we can write our last cave code.

0050DD2D PUSHAD; Cave 10

0050DD2E PUSHFD

0050DD2F MOV EAX, DWORD PTR DS: [ 50DFFC]
0050DD34 MOV DWORD PTR DS: [ EAX+1A356] , 0C24448B
0050DD3E MOV WORD PTR DS: [ EAX+1A35A], 38A3
0050DD47 MOV WORD PTR DS: [ 48CB72], 9090; Patch 1
0050DD50 MOV BYTE PTR DS: [ 48CB7B], 0; Patch 2
0050DD57 ADD EAX, 1A356

0050DD5C MOV DWORD PTR DS: [ 50DD64], EAX
0050DD61 POPFD

0050DD62 POPAD

0050DD63 PUSH 0

0050DD68 RETN

That's all.

ThunderPwr of ARTeam

Thanks to all ARTeam and special thanks goes to Madman H3rCul3S and John Who for
the tutorial on ASProtect inline technique.
Also great thanks to Ricardo Narvaja and all Cracks Latinos group.
Thanks to you that have read all the tutorial.
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