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Inline patching Asprotect 2.x

ThunderPwr (ARTeam)

0. INTRODUCTION

This essay has been written to illustrate the steps that must be carry out to do the inline patching
technique of programs compressed with ASProtect and also, from a more general point of view, in
what way we have to approach packed target for inline patching.

The inline patching are not the simpler way that can be used in order to modify the behaviour of a
program since require a good understanding of the packer protection mechanisms, but after this
first step the way may be easily extendible to other different packer (e.g. Armadillo).

From the point of view of the efficiency it win regarding the unpacking approach because the size
of the final patch will be more little than the decompressed executable (MUP approach), the only
drawback is that this approach can be less algorithmic than the automatic unpacking.

In order to show the technique on a real example I’ve try the Chord Pickout target, release version
1.5. You can download the target to the www.chordpickout.com web site address.

All the information contained in this tutorial does not have to be used in order to use in
illegal way copyrighted and protected software. All the info in this tutorial must be used
in order to only better know the protection scheme used from this particular protection.
It is not encouraged therefore to the use of these information for illicit or various
scopes different than the pure study.
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1. PACKER ANALYSIS (REVERSING STAGE)

By means of a file scanner we can check if the executable was packed or not (of course it is but
this is to cover all the stuff in a more general way):

This is confirmed also by direct inspection of the Entry point structure which is the same for every
ASProtected target:

As general approach, in order to carry out inline patching, we’ve to found the OEP (or an area in
proximity of same) of the application. This task depend from the packer used during the target
protection, but for ASProtect we can use the exceptions methods and with it is easy found it to be
in:

Now restart the target and look at the OllyDbg dump Window (the bottom area), press the
CTRL+G keys and write the OEP address 0x00499914, in this way tries to characterize from which
zone of memory of ASProtect it comes written the code that leaves from the OEP.
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All the address at the OEP is a null byte since the code of the program must still be decompressed
from the packer stub, then put a breakpoint on memory write into the byte located at the OEP:

Now press ALT+O to show the OllyDbg options dialog and check all the exceptions then press
Shift+F9 to run the target. After a little OllyDbg will be break in this part of code:

pressing F8 once the writing loop is executed, then look into the dump window:
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To see the dissembled view:

Obtaining:

The code obviously is not in a clear way since OllyDbg could not have analysed it from the action
of the first target loading since the code has not been still decompressed from the packer stub.
Therefore goes into the OllyDbg code window, press CTRL+G and writes the address from where
we’ve to start the analysis (0x00499914) and presses Enter, then perform the code analysis by
pressing CTRL+A keys:

Bingo, the code has been decompressed and corresponds to what we have found after jumping the
exceptions previously.
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To this point we know that the writing of the code at OEP happens from one memory area that
leaves from (ALT+M in order to visualize the map of memory of the process in execution):

This area does not belong to the already existing sections on disc since it is not contemplated in
the PE-Header and it is exactly an area allotted in dynamic way from the packer that before it
demands memory to the system and later on fills up it with the code that then will go to execute
and that in the event analysed it is taken care to decompress the code of the program.

Since this memory area will be set a runtime we can’t found it when the target is load at the entry
point, but we’ve to found when and in what point of the code this is allocated in order to trace it
with the inline code, to do all the stuff we need to carry out a minimum reversing of the packer.

The first things then will be in finding some entry point from the stub of ASProtect that concurs to
maintain memory to us of the first allocation of memory carried out from the packer.

Restart the target with CTRL+F2.

Uncheck all the exceptions (ALT+O) unless the first one:

Press CTRL+G and write VirtualAlloc that is the API used in order to demand memory to the
system, this API is widely used from many packer and of course also ASProtect use it in order to
allot the memory areas that they will come filled up with the code of the packer itself.
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Press Shift+F9 and OllyDbg will be break into the API, press ALT+F9 to go back into the caller
code and take also a look of the address contained in EAX:

NOTE
In my machine at the time of writing this tutorial EAX is equal to 0x00B30000, but take care about
this value, generally speaking this one may be quite different in other machine since this is one is
related to a run-time memory area and not a fixed absolute address.

The memory map of the of process under investigation (ALT+M) turns out following:

As we can note code relating to the OEP decompression isn’t still present, this means that this area
is build with a layer of code which is not yet decompressed then we’ve to find it.

Now we have to see if the caller code for the VirtualAlloc API is available when the target is at
own entry-point or if we’ve to surf again through some other layer of the code before reach them.
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Press CTRL+F2 and go to see that what we find to the address 0x004EB4E1:

This piece of code is quite different than the one that we’ve show above, this means that
ASProtect executes some preliminary code decryptions before calling the VirtualAlloc, then we
have to found where this code comes written. To do this search we have to restart OllyDbg and
put a memory breakpoint in writing to the address 0x004EB4E1 to the aim to characterize the
point in which the code it comes effectively written.
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Press Shift+F9 and OllyDbg break in 0x004EB13F, the next call, if executed decrypt all the code.

Now restart OllyDbg with CTRL+F2 and from the entry point we go to see what we have on the
address 0x004EB142, yup, now the code is exactly which would have to be, therefore we have
found a good starting point to trace over the code.

Make some step by using F7, it easy to note that we’re into a decompression loop, this look more
clear after some little code manipulation by using some NOP instruction.
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The loop exit point can be located at the address 0x004EB1AA, puts therefore a memory
breakpoint at this address and press Shift+F9 to run all the loop, when OllyDbg stop look at the
code after the JMP destination, this code should be changed due to the decompression loop.
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Now we’ve to restart again OllyDbg with CTRL+F2 and go straight to see the code to the address
0x004EB1AA:

Yup we have the code in a clear way, this means that this jump was untouched from the target
Entry Point and carried out to the end of the first decryption loop, this is a very good stuff for us
because this is our first redirection point to our patching cave area, then take a note for this
address.

END OF THE LOOP #1 (redirection #1): 0x004EB1AA
ORIGINAL INSTRUCTION: JMP 0x004EB1CA

After the loop execution we have also to check if the code to the address of the first VirtualAlloc
API call has been effectively written.
Then simply press CTRL+G and write 0x004EB4E1, the code for our misfortune still has not been
decrypted, then we’ve to step through the code by using F7 and after some instructions we newly
meet a decryption loop with some scrambled code.
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At the address 0x004EB267 we’ve the loop exit point, therefore we can simply put a software
breakpoint to this address (F2) and press Shift+F9 in order to execute all the loop in a fast way.
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As usual take a note of the loop exit address, this is the second redirection point to the patch cave.

END OF THE LOOP #2 (redirection #2): 0x004EB267
INSTRUCTION ORIGINATES THEM: JMP 0x004EB290

Also as we’ve do previously, take a look if the caller code for the VirtualAlloc API has been
written or not, but the searched code isn’t still present then we’ve to step again a little.
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We’ve another decompression loop:

as usual skip the loop by using a memory breakpoint on the exit address for the loop and press
Shift+F9 to reach this point.
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Take a note for this exit address, this is the redirection #3.

END OF THE LOOP #3 (redirection #3): 0x004EB32D
ORIGINAL INSTRUCTION: JMP 0x004EB373

The code on the address 0x004EB4E1 isn’t present then we’ve to trace again.
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We have another decompression loop.

A software memory breakpoint (F2) is put to the end of the loop and it is executed with Shift+F9,
this point give us the redirection #4.

END OF THE LOOP #4 (redirection #4): 0x004EB410
ORIGINAL INSTRUCTION: 0x004EB427
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Finally our code was written:

Well, at this point we have do this step:

1. We are to the packer entry point.
2. The decryption loop #1 is executed, the exit point is in 0x004EB1AA
3. The decryption loop #2 is executed, the exit point is in 0x004EB267
4. The decryption loop #3 is executed, the exit point is in 0x004EB32D
5. The decryption loop #4 is executed, the exit point is in 0x004EB410
6. We reach the VirtualAlloc calling address in 0x004EB4E1

The breakpoint list (activate each of this one in sequence beginning from the Entry Point and to
happened execution of every loop):
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After other tracing we reach the instructions that perform the VirtualAlloc calling.

The push 0BA1000 instruction followed from the RETN perform a jumps in to the new allocated
area. But is also interesting take a look at the PUSH 8000 instruction because it is possible to
recover in EDI the base address of the new fresh allocated memory area.

We can perform another redirection to our patching code by using the byte of the PUSH 8000
instruction.

ABSOLUTE ADDRESS (redirection #5): 0x004EB5E8
ORIGINAL INSTRUCTION: PUSH 8000 - > 0x68 0x00 0x80 0x00 0x00

The execution jumps in the region allotted from ASProtect to the offset one 0x0031000.

From this point all the future redirection deal about offset rather absolute address because all the
code still in a run-time memory area.
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Now we find ourselves in the memory area that will execute the decompression of the code to the
OEP.

If we go to see the code to the offset 0x002663 from the base address, we notice that the code is
quite different from that we’ve see at the beginning of our analysis, this because we’ve to step
through some other decompression layer before reach the code able to unpack all the target code.

We resume the analysis from the address 0x00BA1007, we’ve another call to the VirtualAlloc API
on 0x00BA10C4, then we’ve a writing loop which decrypt some other code.

this finally keep us to a new jump to the offset 0x003130D.
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Take a note of the point where we can put our next redirection:

OFFSET (redirection #6): 0x00310F3
ORIGINAL INSTRUCTION: PUSH 8000 - > 0x68 0x00 0x80 0x00 0x00

Take also a look if the code at the address 0x00B72663 into the OllyDbg dump window comes
decrypted, for now the code isn’t present then we’ve to step a little.

We take the RETN instruction, step with F8, we reach the offset 0x0031343 related another call to
the VirtualAlloc API.

Step straight with F8 until the offset 0x00313C7, here we’ve the decryption loop for the code that
will write, once executed, the unpacked code of the target.
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Again take a note for the offset of the PUSH 8000 instruction, this is the our next redirection point.

OFFSET (redirection #7): 0x00313D7
INSTRUCTION ORIGINATES THEM: PUSH 8000 - > 0x68 0x00 0x80 0x00 0x00

When you press F8 the code will be written:

Step a little, we reach a block of instruction that may be rather interesting since it seems has to do
with the IAT, we’ve two nested loop.

the decoded API will be written from the offset 0x002C104, the loop exit point is 0x00315AB.
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Some other step keep us to the classic sequence of instructions that is found in ASPACK:

executing the MOV instruction set the address where we’ve to jump after the RETN execution.

Our next redirection will be place at the offset 0x00315C1:

OFFSET (redirection #8): 0x00315C1
ORIGINAL INSTRUCTION: POPAD/JNZ
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At this point may be useful for further analysis to put a hardware breakpoint on execution at this
new entry (offset 0x00289DC), this will save more time when we’ve to restart the target.

Now is time to deal about CRC checking (integrity check for the hard-disk code).
Then press CTRL+B and write this binary string to search:

We press OK, the specific sequence comes beginning at offset 0x0018662:

this code is relative to the file mapping through the MapViewOfFileEx which is called by the
CALL EAX instruction through some emulated code (in my machine at the moment in which I write
EAX pointed to the address 0x00A20000).
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We put therefore the breakpoint in the entry point of the MapViewOfFileEx.

We keep some break, and therefore we’ve to repeat the execution until we reach the code showed
above (use combination ALT+M break on access in the run-time area then ALT+F9 and Shift+F9),
after some step we’re able to found the key point after that we’ve the file image mapped in
memory, from this you can use the trick of the binary search to find the key point in a more fast
way.

ASProtect, by using the MapViewOfFile API, has created an image of file which is in our hard-
disk, this check is to discover some code alteration which have been written in hardcoded way, this
check is also only for the original file because the code at the OEP isn’t still written.
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NOTE for MapViewOfFile
From the MSDN it is had:

PUSH 4 sets up the flag for the modalities of access to the area that contains the file image
(mapping) to value FILE_MAP_READ, we must have the way to modify the byte inside of the
mapped image in order to fake ASProtect and show that the file was not modified. In order to
do this we must change the attribute of access to FILE_MAP_COPY that correspond to the
value 0x01, therefore we will have to replace the original PUSH 4 with a new PUSH 1 and later
restore the original code to avoid other detection from ASProtect.

FILE_MAP_COPY = 0x01
FILE_MAP_WRITE = 0x02
FILE_MAP_READ = 0x04

The PUSH 4 offset is equal to 0x0018669, ad also we’ve to perform another redirection just after
the MapViewOfFile API execution, this must be made at the offset 0x001867A.

OFFSET (redirection #9): 0x001867A
ORIGINAL INSTRUCTION: MOV EBX, EAX

Into the redirection code cave we will use first the value which is in EAX since the content of this
registry supplies the base address from where it begins the file mapping in memory.



ChordPickout ASProtect inline patching tutorial ThunderPwr of ARTeam 05/08/2006

26

After some tracing we reach the verification 61:

we can step after this check and after some other tracing finally we keep the cycle that is taken
care to decompress the code of the program.

in order to see the code return to the OllyDbg code window, press CTRL+G and write the OEP
address, then press CTRL+A to force the code analysis.
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Good, start again with tracing, skip the exception and you can reach a loop able to read the
decompressed code in order to detect some memory patching.

after some step we reach another good point, this is the check point 45. This check perform a
memory check for the decompressed code, if you patch the target before this check one error
arise.

The right CRC is keep into the stack at the address [ESP+10] and in this target is equal to
5A935349.

Now we can apply our patches to the address 0x0048CB79 just after the check, the program is
able to run fine and the patches is able to work too.
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After this we can apply our patching after the check, then we can write our last redirection point at
the offset 0x001A356.

OFFSET (redirection #10): 0x001A356
ORIGINAL INSTRUCTION: MOV EAX, DWORD[ESP+C]

2. INLINE PATCHING

Now is time to write the code for the inline patching and we must also find a suitable area where
to write all the patching code.

The last .adata section may be a good choice, this area have a RAW-SIZE set to 0 then we’ve to
enlarge this to meet our need. Run LordPE and load in the packed executable, change the
RAW-SIZE of the .adata section from 0 to 0x1000 (it must be big enough for all the patches) and
save the changes.

Now run Hex-Workshop and load the packed executable, scroll down to the end of the file and
insert a 0x1000 byte of value 0x90 then save all the change.

Now if you try to run the executable one error arise:

this is due to the integrity check of the file image through the MapViewOfFile.

Another important aspect is given from the fact that ASProtect, once executed the
MapViewOfFile, fill with zeroes part of the .adata area, this means that we have to check what is
the area used from ASProtect and redirect just after the last byte used from ASProtect itself

The code already previously written will be erased, but this isn’t really important because this code
has work previously and now isn’t useful.

Making this analysis the first free area it turns out from the address 0x0050DCD6, this will be the
address to which redirect after the MapViewOfFile execution.

We can write the following code of patching:

004EB1AA JMP chordpic.0050D100; Redirection to cave 1 from hardcoded jump

0050D100 MOV DWORD PTR DS:[4EB267], 21EA3E9; Cave 1
0050D10A JMP chordpic.004EB1CA

0050D10F MOV DWORD PTR DS:[4EB32D], 21DECE9; Cave 2
0050D119 JMP chordpic.004EB290

0050D11E MOV DWORD PTR DS:[4EB410], 21D18E9; Cave 3
0050D128 JMP chordpic.004EB373

0050D12D MOV DWORD PTR DS:[4EB410], 12E8   ; Cave 4 (restoration of the original code of the call)
0050D137 MOV DWORD PTR DS:[4EB5E8], 21B59E9; Redirection to the cave 5
0050D141 JMP chordpic.004EB410
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0050D146 MOV DWORD PTR DS:[4EB5E8], 800068; Cave 5 (restoration the code of PUSH 8000)
0050D150 MOV DWORD PTR DS:[50DFFC], EDI; Storage for the base address (at the end of the area)
0050D156 MOV DWORD PTR DS:[EDI+310F3], 50D16E68; Redirection to the cave 6
0050D160 MOV WORD PTR DS:[EDI+310F7], 0C300
0050D169 JMP chordpic.004EB5E8

0050D16E PUSHAD                              ; Cave 6 (save the target context)
0050D16F PUSHFD
0050D170 MOV EAX, DWORD PTR DS:[50DFFC]      ; Load the base address
0050D175 MOV DWORD PTR DS:[EAX+310F3], 800068; Restoration PUSH 8000 (offset 310F3)
0050D17F MOV BYTE PTR DS:[EAX+310F7], 0
0050D186 MOV BYTE PTR DS:[EAX+310F8], 6A
0050D18D MOV DWORD PTR DS:[EAX+313D7], 50D1B268; It goes to next PUSH 8000 (offset 313D7) for cave 7
0050D197 MOV WORD PTR DS:[EAX+313DB], 0C300
0050D1A0 ADD EAX, 310F3                        ; Calculate the return address
0050D1A5 MOV DWORD PTR DS:[50D1AD], EAX
0050D1AA POPFD
0050D1AB POPAD
0050D1AC PUSH 0
0050D1B1 RETN

0050D1B2 PUSHAD                              ; Cave 7
0050D1B3 PUSHFD
0050D1B4 MOV EAX, DWORD PTR DS:[50DFFC]
0050D1B9 MOV DWORD PTR DS:[EAX+313D7], 800068  ; Restoration PUSH 8000 to the offset one 313D7
0050D1C3 MOV BYTE PTR DS:[EAX+313DB], 0
0050D1CA MOV BYTE PTR DS:[EAX+313DC], 6A
0050D1D1 MOV DWORD PTR DS:[EAX+315C1], 50D1F668; Cave 8 goes to the POPAD (offset 315C1) for cave 8
0050D1DB MOV WORD PTR DS:[EAX+315C5], 0C300
0050D1E4 ADD EAX, 313D7                        ; Calculate the return address
0050D1E9 MOV DWORD PTR DS:[50D1F1], EAX
0050D1EE POPFD
0050D1EF POPAD
0050D1F0 PUSH 0
0050D1F5 RETN

0050D1F6 PUSHAD                                ; Cave 8
0050D1F7 PUSHFD
0050D1F8 MOV EAX, DWORD PTR DS:[50DFFC]
0050D1FD MOV DWORD PTR DS:[EAX+315C1], B8087561; Restoration POPAD/JNZ to the offset one 315C1
0050D207 MOV WORD PTR DS:[EAX+315C5], 1
0050D210 MOV BYTE PTR DS:[EAX+18669], 1        ; Patch the PUSH 4 to PUSH 1 (offset 18669)
0050D217 MOV DWORD PTR DS:[EAX+1867A], 50DCD668; It goes to MOV EBX, EAX for cave 9
0050D221 MOV WORD PTR DS:[EAX+1867E], 0C300
0050D22A ADD EAX, 315C1     ; Calculates the return address
0050D22F MOV DWORD PTR DS:[50D237], EAX
0050D234 POPFD
0050D235 POPAD
0050D236 PUSH 0BE13D7
0050D23B RETN

Now we have executed also the MapViewOfFile, the first area within the .adata section has been
erased from ASProtect, then the cave 9 redirection will have to be made jumping the address
0x0050DCD6.

When we’re into the cave 9, since in EAX we’ve the base address of the file mapping image we’ve
to restore into the image the RAW SIZE for the .adata section and restore the code of the first
hardcoded jump which is to the address 0x004EB267.

The offset for the first JMP redirection into the mapping file image is easy to find, into the OllyDbg
dump-window press CTRL+G and write the address which is in EAX (in my case 0x00D70000) then
press OK:
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then press Ctrl+B and write the pattern that we have to search to looking for the JMP offset
(remember also to check the Entire block):

JMP 0050D100 - > E9 51 1F 02 00

press OK:

In order to see the code right click -> Disassemble:

well done, this is the code that we’re searching for.

The code to modify in order to restore the first jump in the file image is found therefore to the
offset 0x00637AA.
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Now we can write the first code for the cave 9.

0050DCD6 MOV BYTE PTR DS:[EAX+399], 0; Cave 9 (restores size of raw given)
0050DCDD MOV DWORD PTR DS:[EAX+637AA], 1BE9; It restores first jump

Now we’ve restored the file mapped image in memory, remains to put the next redirection just
after the memory checking.

Below the full code for cave 9:

0050DCD6 MOV BYTE PTR DS:[EAX+399], 0; Cave 9 (restores size of raw given)
0050DCDD MOV DWORD PTR DS:[EAX+637AA], 1BE9; It restores first jump
0050DCE7 PUSHAD
0050DCE8 PUSHFD
0050DCE9 MOV EAX, DWORD PTR DS:[50DFFC]; It loads the base address
0050DCEE MOV BYTE PTR DS:[EAX+18669], 4; PUSH 1 - > PUSH 4
0050DCF5 MOV DWORD PTR DS:[EAX+1867A], E850D88B; It restores MOV EBX, EAX
0050DCFF MOV WORD PTR DS:[EAX+1867E], 14A
0050DD08 MOV DWORD PTR DS:[EAX+1A356], 50DD2D68; Redirezione to cave 10
0050DD12 MOV WORD PTR DS:[EAX+1A35A], 0C300
0050DD1B ADD EAX, 1867A; it calculates the return address
0050DD20 MOV DWORD PTR DS:[50DD28], EAX
0050DD25 POPFD
0050DD26 POPAD
0050DD27 PUSH 0
0050DD2C RETN

From the previous analysis we know that we have to skip the check 45 before apply our patches
then we can write our last cave code.

0050DD2D PUSHAD; Cave 10
0050DD2E PUSHFD
0050DD2F MOV EAX, DWORD PTR DS:[50DFFC]
0050DD34 MOV DWORD PTR DS:[EAX+1A356], 0C24448B
0050DD3E MOV WORD PTR DS:[EAX+1A35A], 38A3
0050DD47 MOV WORD PTR DS:[48CB72], 9090; Patch 1
0050DD50 MOV BYTE PTR DS:[48CB7B], 0; Patch 2
0050DD57 ADD EAX, 1A356
0050DD5C MOV DWORD PTR DS:[50DD64], EAX
0050DD61 POPFD
0050DD62 POPAD
0050DD63 PUSH 0
0050DD68 RETN

That’s all.
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